

    
      
          
            
  
Welcome to Fleeting Forms’s documentation!
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Client Onboarding


aka Creating a New Namespace

The fleetingforms service can be bundled and sold as part of a managed service.
In this case, the service provider has a user account but the clients do not.

There are two approaches a service provider can take:


	Maintain one namespace that all clients use.


	Maintain a per-client namespace.




The first approach minimizes the administration overhead as only one namespace
needs to be maintained.  In the event that the namespace token (shared between
all clients) is compromised, the overhead of reassigning the keys for all
deployments could be very high.

The second approach requires the creation of a new namespace for each customer
but enables per client usage tracking as well as a per-client token.  Although
an extra step is required to onboard a new client, it is very straightforward
and easily automated.

Once a client has been provisioned, they need never be changed, save for a
token reset if required.




Creating a New Namespace

There are two ways to create a namespace: through the administration panel;
using the API. The administration panel allows humans to administer namespaces
while the API provides a way to automate namespace provisioning and billing.


Using the Admin Panel

Visit https://fleetingforms.io/admin/ and login with your username and
password.

[image: Fleeting forms administration login screen.]
On the Admin Landing Page, select the Fleeting Namespace section.

[image: Fleeting forms administration model list.]
Select the + Add Fleeting Namespace button in the top right corner.

[image: Fleeting forms administration namespace list.]
Complete the form, setting the client’s preferences, and save it.

[image: Fleeting namespace detail data entry.]
The namespace as now been assigned a token that can be shared it the user.




Using the API

Any user of the service can access the namespaces API to create or manage
their namespaces.  This allows managed service providers to automate the
onboarding of new clients and the monitoring of per-client usage.

To create a new namespace over the API, start by posting a new namespace
definition to https://fleetingforms.io/namespaces/ path:

{
    "subdomain": "company-name",
    "retention": 180,
    "logo": "https://company-name.com/images/logo.png",
    "support_email": "accounting-support@company.com",
    "soft_limit": 1000,
    "hard_limit": 1500
}





This will return the details of the new namespace, including the client token:

{
    "id": 1567,
    "user": "myuser",
    "token": "6544d16d-5ef6-4924-9eee-54e3752b0640",
    "subdomain": "company-name",
    "retention": 180,
    "logo": "https://company-name.com/images/logo.png",
    "style": "",
    "support_email": "accounting-support@company.com",
    "soft_limit": 1000,
    "hard_limit": 1500
    "usage": {
        "this month": 0,
        "last month": 0
    }
}





The namespace has now been created along with associated counters and the token
can be provided to the user.









          

      

      

    

  

    
      
          
            
  
Fleeting Forms API Documentation

Welcome to the Fleeting Forms API documentation.  You’re either here
because you’re curious, need to maintain something, or want to
contribute.  Welcome.

The Fleeting Forms project is build on Django [https://djangoproject.com] using the
Django ReST Framework [https://www.django-rest-framework.org/].  Familiarize yourself with them before
diving in.








          

      

      

    

  

    
      
          
            
  
Models

Models define the core data structures that support the application
and are represented in the database.

With Fleeting Forms, the Form is at the heart of the application.
They are grouped together in a FleetingNamespace
and contain the FleetingTemplate and
FleetingAuth that define the form.


	
class fleetingform.models.FleetingAction(*args, **kwargs)[source]

	Bases: django.db.models.base.Model

A form action.

All templates must have at least one action, which is rendered as the
button that submits the form.


	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
label

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
objects = <django.db.models.manager.Manager object>

	




	
template

	Accessor to the related object on the forward side of a many-to-one or
one-to-one (via ForwardOneToOneDescriptor subclass) relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Child.parent is a ForwardManyToOneDescriptor instance.






	
template_id

	








	
class fleetingform.models.FleetingAuditEntry(*args, **kwargs)[source]

	Bases: django.db.models.base.Model

Fleeting Audit Entries track usage without personal details.


	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
auth

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
code

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
completed_on

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
created_on

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
delete(*args, **kwargs)[source]

	




	
get_auth_display(*, field=<django.db.models.fields.CharField: auth>)

	




	
get_next_by_created_on(*, field=<django.db.models.fields.DateTimeField: created_on>, is_next=True, **kwargs)

	




	
get_previous_by_created_on(*, field=<django.db.models.fields.DateTimeField: created_on>, is_next=False, **kwargs)

	




	
get_status_display(*, field=<django.db.models.fields.CharField: status>)

	




	
get_template_display(*, field=<django.db.models.fields.CharField: template>)

	




	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
namespace

	Accessor to the related object on the forward side of a many-to-one or
one-to-one (via ForwardOneToOneDescriptor subclass) relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Child.parent is a ForwardManyToOneDescriptor instance.






	
namespace_id

	




	
objects = <django.db.models.manager.Manager object>

	




	
opened_on

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
status

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
template

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.










	
class fleetingform.models.FleetingAuth(*args, **kwargs)[source]

	Bases: django.db.models.base.Model

Auth controls the authentication workflow for the form.

Every form has authentication parameters.  Authentication parameters
define how the authentication pages are displayed and which authentication
workflow the user has to complete to access the form.

The simplest form of authentication, none, does not require any user
authentication.

The most complex form, user_otp_phone, supports multiple users with
individual one time pass codes delivered over SMS.


	
AUTH_DEFAULT_CONTENT = 'Use your credentials to unlock the form.'

	




	
AUTH_DEFAULT_TITLE = 'Unlock Fleeting Form'

	




	
AUTH_TYPES = (('none', 'None'), ('user', 'Username'), ('pass', 'Password'), ('user_pass', 'Username and Password'), ('otp_email', 'One-time Passcode via Email'), ('otp_phone', 'One-time Passcode via SMS'), ('user_otp_email', 'Username and One-time Passcode via Email'), ('user_otp_phone', 'Username and One-time Passcode via SMS'))

	




	
AUTH_TYPES_EMAIL_OTP = ('otp_email', 'user_otp_email')

	




	
AUTH_TYPES_OTP = ('otp_phone', 'user_otp_phone', 'otp_email', 'user_otp_email')

	




	
AUTH_TYPES_OTP_ONLY = ('otp_email', 'otp_phone')

	




	
AUTH_TYPES_PASSWORD = ('pass',)

	




	
AUTH_TYPES_PHONE_OTP = ('otp_phone', 'user_otp_phone')

	




	
AUTH_TYPES_USER = ('user', 'user_pass', 'user_otp_email', 'user_otp_phone')

	




	
AUTH_TYPES_USERNAME = ('user',)

	




	
AUTH_TYPES_USEROTP = ('user_otp_email', 'user_otp_phone')

	




	
AUTH_TYPES_USERPASS = ('user_pass',)

	




	
AUTH_TYPE_NONE = 'none'

	




	
AUTH_TYPE_PASS = 'pass'

	




	
AUTH_TYPE_PASS_OTP_EMAIL = 'otp_email'

	




	
AUTH_TYPE_PASS_OTP_PHONE = 'otp_phone'

	




	
AUTH_TYPE_USER = 'user'

	




	
AUTH_TYPE_USER_PASS = 'user_pass'

	




	
AUTH_TYPE_USER_PASS_OTP_EMAIL = 'user_otp_email'

	




	
AUTH_TYPE_USER_PASS_OTP_PHONE = 'user_otp_phone'

	




	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
action

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
authenticate(username='', password='')[source]

	Authenticate a user and password.

Given the auth type, authenticate the given username and password.


	Parameters

	
	username (str) – the username to authenticate.


	password (str) – the plain text password to authenticate.






	Returns

	True if username and password valid, else False



	Return type

	bool










	
content

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
property email_otp

	Does this form use email for the one time pass?


	Returns

	True if username and email one time pass required, else False



	Return type

	bool










	
form

	Accessor to the related object on the reverse side of a one-to-one
relation.

In the example:

class Restaurant(Model):
    place = OneToOneField(Place, related_name='restaurant')





Place.restaurant is a ReverseOneToOneDescriptor instance.






	
form_controls

	Accessor to the related objects manager on the one-to-many relation created
by GenericRelation.

In the example:

class Post(Model):
    comments = GenericRelation(Comment)





post.comments is a ReverseGenericManyToOneDescriptor instance.






	
get_type_display(*, field=<django.db.models.fields.CharField: type>)

	




	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
objects = <django.db.models.manager.Manager object>

	




	
opened_by(username)[source]

	Set the opened_by timestamp for a user on access.


	Parameters

	username (str) – the user that opened the form.



	Returns

	None










	
property otp

	Does this form require a one time pass?


	Returns

	True if one time pass required, else False



	Return type

	bool










	
property password_only

	Does this form require a password only.


	Returns

	True if password only authentication required, else False



	Return type

	bool










	
property phone_otp

	Does this form use phone for the one time pass?


	Returns

	True if username and phone one time pass required, else False



	Return type

	bool










	
property required

	Does this form require authentication?


	Returns

	True if authentication required, else False



	Return type

	bool










	
property requires_password

	Does this form require a password of some kind? OTP or Static.


	Returns

	True if password required, else False



	Return type

	bool










	
property requires_username

	Does this form require a username?


	Returns

	True if username required, else False



	Return type

	bool










	
title

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
type

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
property username_and_otp

	Does this form require a username and one time passcode?


	Returns

	True if username and static password required, else False



	Return type

	bool










	
property username_and_password

	Does this form require a username and static password.


	Returns

	True if username and static password required, else False



	Return type

	bool










	
property username_only

	Does this form require a username only.


	Returns

	True if username only authentication required, else False



	Return type

	bool










	
users

	Accessor to the related objects manager on the reverse side of a
many-to-one relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Parent.children is a ReverseManyToOneDescriptor instance.

Most of the implementation is delegated to a dynamically defined manager
class built by create_forward_many_to_many_manager() defined below.






	
verify_password(password, password_hash)[source]

	Verify that a plain text password matches a hash.

Automatically identifies and instantiates the correct hasher
and performs the hash verification.


	Parameters

	password (str) – password to verify



	Returns

	True if password matches hash, else False



	Return type

	bool










	
verify_username(username='')[source]

	Verify that a username is valid for the form.

Checks whether the username is present in users.


	Parameters

	username (str) – username to verify



	Returns

	True if user is present, else False



	Return type

	bool














	
class fleetingform.models.FleetingChoice(*args, **kwargs)[source]

	Bases: django.db.models.base.Model

A choice field entry.


	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
form_control

	Accessor to the related object on the forward side of a many-to-one or
one-to-one (via ForwardOneToOneDescriptor subclass) relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Child.parent is a ForwardManyToOneDescriptor instance.






	
form_control_id

	




	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
objects = <django.db.models.manager.Manager object>

	




	
text

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
value

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.










	
class fleetingform.models.FleetingForm(*args, **kwargs)[source]

	Bases: django.db.models.base.Model

The whole point.


Fleeting forms provide a quick way to set up a one-off interaction
with someone.

All forms have a template, which defines how it is rendered and which
workflow is executed when the user completes the form.

Easy to use and setup, the default form comes
with a title, space for instructions or a message to the user, and
whichever form fields and action buttons you need.

Create a new default form:

{
    'template': {
        'title': 'Page Title',
        'content': 'Hi Ethel!









	Some instructions.’,
	


‘form_controls’:[…],
‘actions’: [‘Submit’]
}




}




}




This will return a response that contains a one time code for the
the form along with a new URL to access it.






	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
FORM_STATUSES = (('created', 'Created'), ('opened', 'Opened'), ('completed', 'Completed'), ('error', 'Error'))

	




	
FORM_STATUSES_COMPLETED = {'completed', 'error'}

	




	
FORM_STATUS_COMPLETED = 'completed'

	




	
FORM_STATUS_CREATED = 'created'

	




	
FORM_STATUS_ERROR = 'error'

	




	
FORM_STATUS_OPENED = 'opened'

	




	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
app

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
property audit_entry

	




	
auth

	Accessor to the related object on the forward side of a one-to-one relation.

In the example:

class Restaurant(Model):
    place = OneToOneField(Place, related_name='restaurant')





Restaurant.place is a ForwardOneToOneDescriptor instance.






	
auth_id

	




	
auth_token

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
code

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
complete(result={})[source]

	Put the form into the completed state.


	Parameters

	result (JSON-serializable dict) – the result for the FleetingForm



	Raises

	FleetingFormCompleteError










	
property completed

	Is this form complete? Either the user has submitted or error.


	Returns

	True if form complete or errored, else False



	Return type

	bool










	
completed_on

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
created_on

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
error(error_code, message, force_status=False)[source]

	Put the form into an error state.


	Parameters

	
	error_code (str) – the error code that was triggered.


	message (str) – a descriptive message to the user.


	force_status (bool) – force the transition even if the form is already
complete?






	Raises

	FleetingFormCompleteError










	
property expired

	Has the form expired?


	Returns

	True if expired else False



	Return type

	bool










	
property expires_on

	When does the form expire?


	Returns

	form exipiry date



	Return type

	datetime.datetime










	
get_next_by_created_on(*, field=<django.db.models.fields.DateTimeField: created_on>, is_next=True, **kwargs)

	




	
get_previous_by_created_on(*, field=<django.db.models.fields.DateTimeField: created_on>, is_next=False, **kwargs)

	




	
get_status_display(*, field=<django.db.models.fields.CharField: status>)

	




	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
namespace

	Accessor to the related object on the forward side of a many-to-one or
one-to-one (via ForwardOneToOneDescriptor subclass) relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Child.parent is a ForwardManyToOneDescriptor instance.






	
namespace_id

	




	
objects = <django.db.models.manager.Manager object>

	




	
open(username=None)[source]

	Open the form for the first time.


	Parameters

	username (str) – the user that opened the form.



	Raises

	FleetingFormCompleteError










	
opened_on

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
result

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
save(*args, **kwargs)[source]

	Inhibit the Form from saving if it is already complete.


	Parameters

	force_status (bool) – force the save, overriding the status check.



	Returns

	the saved instance.



	Return type

	FleetingForm



	Raises

	FleetingFormCompleteError










	
property short_url

	Short URL based on the namespace URL shortener and scheme settings.


	Returns

	URL to the form.



	Return type

	str










	
status

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
template

	Accessor to the related object on the forward side of a one-to-one relation.

In the example:

class Restaurant(Model):
    place = OneToOneField(Place, related_name='restaurant')





Restaurant.place is a ForwardOneToOneDescriptor instance.






	
template_id

	




	
property url

	Full length URL based on the default domain and scheme settings.


	Returns

	URL to the form.



	Return type

	str














	
class fleetingform.models.FleetingFormControl(*args, **kwargs)[source]

	Bases: django.db.models.base.Model

A form control.


	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
FIELD_TYPES = (('text', 'Text'), ('textarea', 'Text Area'), ('integer', 'Integer'), ('float', 'Float'), ('decimal', 'Decimal'), ('url', 'URL'), ('email', 'Email'), ('date', 'Date'), ('time', 'Time'), ('datetime', 'Date and Time'), ('choice', 'Choice'), ('boolean', 'Boolean'))

	




	
FIELD_TYPE_BOOLEAN = 'boolean'

	




	
FIELD_TYPE_CHOICE = 'choice'

	




	
FIELD_TYPE_DATE = 'date'

	




	
FIELD_TYPE_DATETIME = 'datetime'

	




	
FIELD_TYPE_DECIMAL = 'decimal'

	




	
FIELD_TYPE_EMAIL = 'email'

	




	
FIELD_TYPE_FLOAT = 'float'

	




	
FIELD_TYPE_INTEGER = 'integer'

	




	
FIELD_TYPE_TEXT = 'text'

	




	
FIELD_TYPE_TEXTAREA = 'textarea'

	




	
FIELD_TYPE_TIME = 'time'

	




	
FIELD_TYPE_URL = 'url'

	




	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
choices

	Accessor to the related objects manager on the reverse side of a
many-to-one relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Parent.children is a ReverseManyToOneDescriptor instance.

Most of the implementation is delegated to a dynamically defined manager
class built by create_forward_many_to_many_manager() defined below.






	
content_type

	Accessor to the related object on the forward side of a many-to-one or
one-to-one (via ForwardOneToOneDescriptor subclass) relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Child.parent is a ForwardManyToOneDescriptor instance.






	
content_type_id

	




	
disabled

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
form

	Provide a generic many-to-one relation through the content_type and
object_id fields.

This class also doubles as an accessor to the related object (similar to
ForwardManyToOneDescriptor) by adding itself as a model attribute.






	
get_type_display(*, field=<django.db.models.fields.CharField: type>)

	




	
help_text

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
hidden

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
initial

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
label

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
name

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
object_id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
objects = <django.db.models.manager.Manager object>

	




	
params

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
required

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
type

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
validations

	Accessor to the related objects manager on the reverse side of a
many-to-one relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Parent.children is a ReverseManyToOneDescriptor instance.

Most of the implementation is delegated to a dynamically defined manager
class built by create_forward_many_to_many_manager() defined below.










	
class fleetingform.models.FleetingNamespace(*args, **kwargs)[source]

	Bases: django.db.models.base.Model

Namespaces are a honking great idea - group forms and settings.

Each namespace groups FleetingForms that require consistent settings
ans styling, i.e. those supporting a single application or user.
All forms in a namespace share the same subdomain
(https://subdomain.fleetingforms.io/), styling, support email.

Users access the a namespace by providing the correct token in the
settings.FLEETING_TOKEN_HEADER HTTP header.


	
CH_URL_UNSAFE = '< > # % " ; / ? : @ & = + $ , { } | \\ ^ [ ] ` \\\' .'

	




	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
RE_URL_UNSAFE = '[\\[\\]<>#%";/?:@&=+$,{}|.`\\\'^\\\\ \\t\\r\\n\\f]'

	




	
URL_FLEETING_LINK = 'fleeting.link'

	




	
URL_FLEETI_NG = 'fleeti.ng'

	




	
URL_SHORTENERS = (('fleeti.ng', 'fleeti.ng'), ('fleeting.link', 'fleeting.link'))

	




	
property active_forms

	




	
audit_entries

	Accessor to the related objects manager on the reverse side of a
many-to-one relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Parent.children is a ReverseManyToOneDescriptor instance.

Most of the implementation is delegated to a dynamically defined manager
class built by create_forward_many_to_many_manager() defined below.






	
delete(*args, **kwargs)[source]

	




	
forms

	Accessor to the related objects manager on the reverse side of a
many-to-one relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Parent.children is a ReverseManyToOneDescriptor instance.

Most of the implementation is delegated to a dynamically defined manager
class built by create_forward_many_to_many_manager() defined below.






	
forms_between(_from, _to)[source]

	




	
property forms_last_month

	




	
forms_since(date)[source]

	




	
property forms_this_month

	




	
classmethod from_request(request)[source]

	Get the namespace from a Django Request object.


	Parameters

	request (Django Request) – the request to extract the namespace from.



	Returns

	FleetingNamespace that matches the token or None



	Return type

	FleetingNamespace or None










	
get_url_shortener_display(*, field=<django.db.models.fields.CharField: url_shortener>)

	




	
hard_limit

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
logo

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
objects = <django.db.models.manager.Manager object>

	




	
retention

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
save(*args, **kwargs)[source]

	Save the current instance. Override this in a subclass if you want to
control the saving process.

The ‘force_insert’ and ‘force_update’ parameters can be used to insist
that the “save” must be an SQL insert or update (or equivalent for
non-SQL backends), respectively. Normally, they should not be set.






	
soft_limit

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
style

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
subdomain

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
support_email

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
token

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
property total_forms

	




	
total_forms_between(_from, _to)[source]

	




	
total_forms_since(date)[source]

	




	
url_shortener

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
user

	Accessor to the related object on the forward side of a many-to-one or
one-to-one (via ForwardOneToOneDescriptor subclass) relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Child.parent is a ForwardManyToOneDescriptor instance.






	
user_id

	




	
webhooks

	Accessor to the related objects manager on the reverse side of a
many-to-one relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Parent.children is a ReverseManyToOneDescriptor instance.

Most of the implementation is delegated to a dynamically defined manager
class built by create_forward_many_to_many_manager() defined below.










	
class fleetingform.models.FleetingTemplate(*args, **kwargs)[source]

	Bases: django.db.models.base.Model

Templates control how the form is displayed and which actions are taken.

Every form has a template.  The template defines which HTML page will
be rendered and which actions will be taken when the user submits the
form.

The simplest template, ‘generic’, renders a title, introductory content,
and a single form.  On submit, the contents of the form are saved in the
results.


	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
TEMPLATE_CONTENT_TYPES = (('md', 'Markdown'), ('rst', 'ReStructured Text'), ('txt', 'Plain Text'))

	




	
TEMPLATE_CONTENT_TYPE_MARKDOWN = 'md'

	




	
TEMPLATE_CONTENT_TYPE_PLAINTEXT = 'txt'

	




	
TEMPLATE_CONTENT_TYPE_RESTRUCTURED = 'rst'

	




	
TEMPLATE_HELPERS = {'generic': 'fleetingform.template_helpers.generic.GenericTemplateHelper'}

	




	
TEMPLATE_TYPES = (('generic', 'Generic'), ('stripe', 'Stripe'), ('paypal', 'Paypal'))

	




	
TEMPLATE_TYPE_GENERIC = 'generic'

	




	
TEMPLATE_TYPE_PAYPAL = 'paypal'

	




	
TEMPLATE_TYPE_STRIPE = 'stripe'

	




	
actions

	Accessor to the related objects manager on the reverse side of a
many-to-one relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Parent.children is a ReverseManyToOneDescriptor instance.

Most of the implementation is delegated to a dynamically defined manager
class built by create_forward_many_to_many_manager() defined below.






	
content

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
content_type

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
form

	Accessor to the related object on the reverse side of a one-to-one
relation.

In the example:

class Restaurant(Model):
    place = OneToOneField(Place, related_name='restaurant')





Place.restaurant is a ReverseOneToOneDescriptor instance.






	
form_controls

	Accessor to the related objects manager on the one-to-many relation created
by GenericRelation.

In the example:

class Post(Model):
    comments = GenericRelation(Comment)





post.comments is a ReverseGenericManyToOneDescriptor instance.






	
get_content_type_display(*, field=<django.db.models.fields.CharField: content_type>)

	




	
get_type_display(*, field=<django.db.models.fields.CharField: type>)

	




	
property helper

	Get the helper class name for this template.


	Returns

	helper class full dotted path.



	Return type

	str










	
helper_class()[source]

	Get the helper class.


	Returns

	class object for this template type’s helper.



	Return type

	class



	Raises

	ImportError if helper cannot be found.










	
property html_template

	Get the HTML template path for this Template


	Returns

	full static HTML template path.



	Return type

	str










	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
objects = <django.db.models.manager.Manager object>

	




	
params

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
property supported_templates

	Get the list of supported templates.


	Returns

	supported template names.



	Return type

	[str, ]










	
classmethod template_helper_class_for(_type)[source]

	Get the helper class for any supported template type.


	Returns

	class object for this template type’s helper.



	Return type

	class



	Raises

	KeyError if the type isn’t valid,
ImportError if helper cannot be found.










	
title

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
type

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.










	
class fleetingform.models.FleetingUser(id, auth, username, password, email, phone, opened_on, attempts)[source]

	Bases: django.db.models.base.Model


	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
attempts

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
auth

	Accessor to the related object on the forward side of a many-to-one or
one-to-one (via ForwardOneToOneDescriptor subclass) relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Child.parent is a ForwardManyToOneDescriptor instance.






	
auth_id

	




	
authenticate(plain_password)[source]

	Authenticate this user with plain_password.


	Parameters

	plain_password (str) – the plain text password to authenticate



	Returns

	True is the password matches, else False



	Return type

	bool










	
email

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
encrypt_and_set_password(plain_password)[source]

	Encrypt and set the user password.


	Parameters

	plain_password (str) – the password to encrypt and set.










	
generate_and_send_otp()[source]

	Generate and send a new one time passcode to the user.


	Raises

	FleetingAuthOTPError on OTP send failure.










	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
objects = <django.db.models.manager.Manager object>

	




	
opened_on

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
property otp_contact_obscured

	The contact information used to send OTP, obscured.

Hides the email or phone number with some x’s.


	Returns

	email or phone for this user with some x’s



	Return type

	str










	
password

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
phone

	The descriptor for the phone number attribute on the model instance.
Returns a PhoneNumber when accessed so you can do stuff like:

>>> instance.phone_number.as_international





Assigns a phone number object on assignment so you can do:

>>> instance.phone_number = PhoneNumber(...)





or,

>>> instance.phone_number = '+414204242'










	
username

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.










	
class fleetingform.models.FleetingValidation(*args, **kwargs)[source]

	Bases: django.db.models.base.Model

A custom field validation.


	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
VALIDATION_TYPES = (('regex', 'Regular Expression'), ('min-length', 'Minimum Length'), ('max-length', 'Maximum Length'), ('range-length', 'Length Range'), ('min', 'Minimum Value'), ('max', 'Maximum Value'), ('range', 'Value Range'))

	




	
VALIDATION_TYPE_MAX = 'max'

	




	
VALIDATION_TYPE_MAX_LENGTH = 'max-length'

	




	
VALIDATION_TYPE_MIN = 'min'

	




	
VALIDATION_TYPE_MIN_LENGTH = 'min-length'

	




	
VALIDATION_TYPE_RANGE = 'range'

	




	
VALIDATION_TYPE_RANGE_LENGTH = 'range-length'

	




	
VALIDATION_TYPE_REGEX = 'regex'

	




	
form_control

	Accessor to the related object on the forward side of a many-to-one or
one-to-one (via ForwardOneToOneDescriptor subclass) relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Child.parent is a ForwardManyToOneDescriptor instance.






	
form_control_id

	




	
get_type_display(*, field=<django.db.models.fields.CharField: type>)

	




	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
message

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
objects = <django.db.models.manager.Manager object>

	




	
params

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
type

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.










	
class fleetingform.models.FleetingWebhook(*args, **kwargs)[source]

	Bases: django.db.models.base.Model

Webhooks for namespaces.

Enables a user-configurable callback when a form changes state.


	
exception DoesNotExist

	Bases: django.core.exceptions.ObjectDoesNotExist






	
exception MultipleObjectsReturned

	Bases: django.core.exceptions.MultipleObjectsReturned






	
WEBHOOK_EVENTS = (('create', 'Created'), ('complete', 'Completed'), ('error', 'Error'), ('access', 'On Access'))

	




	
WEBHOOK_EVENT_ACCESS = 'access'

	




	
WEBHOOK_EVENT_COMPLETE = 'complete'

	




	
WEBHOOK_EVENT_CREATE = 'create'

	




	
WEBHOOK_EVENT_ERROR = 'error'

	




	
event

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
get_event_display(*, field=<django.db.models.fields.CharField: event>)

	




	
id

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
name

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
namespace

	Accessor to the related object on the forward side of a many-to-one or
one-to-one (via ForwardOneToOneDescriptor subclass) relation.

In the example:

class Child(Model):
    parent = ForeignKey(Parent, related_name='children')





Child.parent is a ForwardManyToOneDescriptor instance.






	
namespace_id

	




	
objects = <django.db.models.manager.Manager object>

	




	
token

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.






	
url

	A wrapper for a deferred-loading field. When the value is read from this
object the first time, the query is executed.













          

      

      

    

  

    
      
          
            
  
Views

The views respond to browser requests and control the response that
is rendered.


	
class fleetingform.views.FleetingFormListCreateView(**kwargs)[source]

	Bases: rest_framework.generics.ListCreateAPIView


	
authentication_classes = [<class 'fleetingform.authentication.FleetingAuthentication'>]

	




	
get_queryset()[source]

	Get the list of items for this view.
This must be an iterable, and may be a queryset.
Defaults to using self.queryset.

This method should always be used rather than accessing self.queryset
directly, as self.queryset gets evaluated only once, and those results
are cached for all subsequent requests.

You may want to override this if you need to provide different
querysets depending on the incoming request.

(Eg. return a list of items that is specific to the user)






	
perform_create(serializer)[source]

	




	
permission_classes = [<class 'fleetingform.permissions.FleetingFormTokenPermission'>, <class 'fleetingform.permissions.FleetingFormHardLimitPermission'>]

	




	
serializer_class

	alias of fleetingform.serializers.FleetingFormSerializer










	
class fleetingform.views.FleetingFormLoginView(**kwargs)[source]

	Bases: django.views.generic.base.View

Handle Fleeting Form Logins

Overall workflow depends on the authentication type configured.


	Username only:
- Display username form.



	on match proceed


	on fail return to









	Password only:
- Display password form



	on match proceed


	on fail return to









	Username and Password:
1. Username and password provided:



	Display Userpass form
- on match proceed
- on fail return to








	Username and otp:
- Display Username form



	on match, continue








	Display password form
- on match, proceed
- on cancel, back to username form
- on fail return to












Workflows


	USERNAME
	
	sets auth_token






	PASSWORD
	
	sets auth_token






	USERPASS
	
	sets auth_token






	USERPASS_OTP
	
	sets auth_username


	sets auth_token









	
get(request, code)[source]

	Handle a get request for a Fleeting Form Login.

Checks is the form requires authentication. If so, and not
authenticated, renders login. If not, or authenticated,
redirects to form.


	Parameters

	
	request (django.http.HttpRequest) – the request


	code (str) – the one time code for the form extracted from the url






	Returns

	If auth required redender, else redirect to form



	Return type

	django.views.generic.base.RedirectView or
django.template.response.TemplateResponse










	
otp_instructions = 'Unlock this form with your one time code.'

	




	
password_instructions = 'Unlock this form with a password.'

	




	
post(request, code)[source]

	Handle a get request for a Fleeting Form Login.

Check if the authentication form is valid.  If so, set session
variables and either redirect to the form or render the next
authentication stage.


	Parameters

	
	request (django.http.HttpRequest) – the request


	code (str) – the one time code for the form extracted from the url






	Returns

	If further auth required or invalid render,
else redirect to form



	Return type

	django.views.generic.base.RedirectView or
django.template.response.TemplateResponse










	
username_instructions = 'Unlock this form with a username.'

	




	
userpass_instructions = 'Unlock this form with a username and password.'

	








	
class fleetingform.views.FleetingFormRetrieveDestroyView(**kwargs)[source]

	Bases: rest_framework.generics.RetrieveDestroyAPIView


	
authentication_classes = [<class 'fleetingform.authentication.FleetingAuthentication'>]

	




	
get_queryset()[source]

	Get the list of items for this view.
This must be an iterable, and may be a queryset.
Defaults to using self.queryset.

This method should always be used rather than accessing self.queryset
directly, as self.queryset gets evaluated only once, and those results
are cached for all subsequent requests.

You may want to override this if you need to provide different
querysets depending on the incoming request.

(Eg. return a list of items that is specific to the user)






	
permission_classes = [<class 'fleetingform.permissions.FleetingFormTokenPermission'>]

	




	
serializer_class

	alias of fleetingform.serializers.FleetingFormSerializer










	
class fleetingform.views.FleetingNamespaceListCreateView(**kwargs)[source]

	Bases: rest_framework.generics.ListCreateAPIView


	
authentication_classes = [<class 'rest_framework.authentication.TokenAuthentication'>]

	




	
get_queryset()[source]

	Get the list of items for this view.
This must be an iterable, and may be a queryset.
Defaults to using self.queryset.

This method should always be used rather than accessing self.queryset
directly, as self.queryset gets evaluated only once, and those results
are cached for all subsequent requests.

You may want to override this if you need to provide different
querysets depending on the incoming request.

(Eg. return a list of items that is specific to the user)






	
perform_create(serializer)[source]

	




	
permission_classes = [<class 'fleetingform.permissions.FleetingNamespaceTokenPermission'>]

	




	
serializer_class

	alias of fleetingform.serializers.FleetingNamespaceSerializer










	
class fleetingform.views.FleetingNamespaceRetrieveUpdateView(**kwargs)[source]

	Bases: rest_framework.mixins.RetrieveModelMixin, rest_framework.mixins.UpdateModelMixin, rest_framework.generics.GenericAPIView


	
authentication_classes = [<class 'fleetingform.authentication.FleetingAuthentication'>, <class 'rest_framework.authentication.TokenAuthentication'>]

	




	
get(request, *args, **kwargs)[source]

	




	
get_queryset()[source]

	Get the list of items for this view.
This must be an iterable, and may be a queryset.
Defaults to using self.queryset.

This method should always be used rather than accessing self.queryset
directly, as self.queryset gets evaluated only once, and those results
are cached for all subsequent requests.

You may want to override this if you need to provide different
querysets depending on the incoming request.

(Eg. return a list of items that is specific to the user)






	
permission_classes = [<class 'fleetingform.permissions.FleetingNamespaceTokenPermission'>]

	




	
put(request, *args, **kwargs)[source]

	




	
serializer_class

	alias of fleetingform.serializers.FleetingNamespaceSerializer










	
class fleetingform.views.FleetingNamespaceRetrieveView(**kwargs)[source]

	Bases: rest_framework.generics.RetrieveUpdateAPIView


	
authentication_classes = [<class 'fleetingform.authentication.FleetingAuthentication'>, <class 'rest_framework.authentication.TokenAuthentication'>]

	




	
get_queryset()[source]

	Get the list of items for this view.
This must be an iterable, and may be a queryset.
Defaults to using self.queryset.

This method should always be used rather than accessing self.queryset
directly, as self.queryset gets evaluated only once, and those results
are cached for all subsequent requests.

You may want to override this if you need to provide different
querysets depending on the incoming request.

(Eg. return a list of items that is specific to the user)






	
permission_classes = [<class 'fleetingform.permissions.FleetingNamespaceTokenPermission'>]

	




	
serializer_class

	alias of fleetingform.serializers.FleetingNamespaceSerializer










	
class fleetingform.views.FleetingOTPResetRedirectView(**kwargs)[source]

	Bases: django.views.generic.base.RedirectView

Reset and resend the OTP for a form.

For two stage auth types, silently noops for sessions in which
the username hasn’t been verified yet.

Otherwise, forces a new passcode to be generated and sent.


	
get_redirect_url(*args, **kwargs)[source]

	If this is an OTP secured form, and the user is set if required,
reset and resend the otp, then redirect to the form login view.






	
pattern_name = 'form-login'

	




	
permanent = False

	








	
class fleetingform.views.UserFormView(**kwargs)[source]

	Bases: django.views.generic.base.View

User facing forms.

This view is responsible for rendering the forms and handling
user input.


	
decode_query_params(params={})[source]

	Decode query params.

Query params can be sent as base64 encoded values when prefixed with
b64:.  Decode query params into a flat dict of decoded
key: value pairs.


	Parameters

	params (dict-like) – GET and/or POST querydict contents



	Returns

	all decoded key: value pairs.



	Return type

	dict










	
get(request, code)[source]

	Handle a get request for a Fleeting Form.

Checks is the form requires authentication. If so, and not
authenticated, redirect to login workflow. If not, or authenticated,
render dynamically generated form.


	Parameters

	
	request (django.http.HttpRequest) – the request


	code (str) – the one time code for the form extracted from the url






	Returns

	If auth required redirect, else render form



	Return type

	django.views.generic.base.RedirectView or
django.template.response.TemplateResponse










	
post(request, code)[source]

	Handle a post request for a Fleeting Form.

Checks is the form requires authentication. If so, and not
authenticated, redirect to login workflow. If not, or authenticated,
create dynamically generated form and check validity.

If valid, save and complete form.  If invalid, render form with errors.


	Parameters

	
	request (django.http.HttpRequest) – the request


	code (str) – the one time code for the form extracted from the url






	Returns

	If auth required redirect, else render form.



	Return type

	django.views.generic.base.RedirectView or
django.template.response.TemplateResponse














	
fleetingform.views.send_otp_and_set_messages(user, fform, request)[source]

	







          

      

      

    

  

    
      
          
            
  
Forms

There are two types of forms in this application: relatively static login forms
and dynamic FleetingForms.  This stuiff is all for the former.


	
class fleetingform.forms.FleetingAuthenticationForm(fform, *args, **kwargs)[source]

	Bases: django.forms.forms.Form

Base authentication form that sets the field labels and help text.

This abstract base class looks after the customization of the stock
authentication form (auto-generated) with the configuration in a
Fleeting Form’s authentication configuration.


	Parameters

	fform (FleetingForm) – FleetingForm the authentication page is for.










	
class fleetingform.forms.PasswordAuthenticationForm(fform, username='', *args, **kwargs)[source]

	Bases: fleetingform.forms.FleetingAuthenticationForm

Authenticate based on password only.

This form may be used either for static password or otp auth
types.


	Parameters

	fform (FleetingForm) – FleetingForm the authentication page is for.






	
clean()[source]

	Hook for doing any extra form-wide cleaning after Field.clean() has been
called on every field. Any ValidationError raised by this method will
not be associated with a particular field; it will have a special-case
association with the field named ‘__all__’.










	
class fleetingform.forms.UserAuthenticationForm(fform, *args, **kwargs)[source]

	Bases: fleetingform.forms.FleetingAuthenticationForm

Authenticate based on username only.


	Parameters

	fform (FleetingForm) – FleetingForm the authentication page is for.






	
clean()[source]

	Hook for doing any extra form-wide cleaning after Field.clean() has been
called on every field. Any ValidationError raised by this method will
not be associated with a particular field; it will have a special-case
association with the field named ‘__all__’.










	
class fleetingform.forms.UserPasswordAuthenticationForm(fform, *args, **kwargs)[source]

	Bases: fleetingform.forms.FleetingAuthenticationForm

Authenticate based on username and password.

This form may be used either for static username and password or
user and otp auth types.


	Parameters

	fform (FleetingForm) – FleetingForm the authentication page is for.






	
clean()[source]

	Hook for doing any extra form-wide cleaning after Field.clean() has been
called on every field. Any ValidationError raised by this method will
not be associated with a particular field; it will have a special-case
association with the field named ‘__all__’.













          

      

      

    

  

    
      
          
            
  
Serializers

Serializers transform models to and from JSON representations for the
ReST API.

This is where you’ll find inbound data validation.


	
class fleetingform.serializers.FleetingActionSerializer(instance=None, data=<class 'rest_framework.fields.empty'>, **kwargs)[source]

	Bases: rest_framework.serializers.ModelSerializer


	
class Meta[source]

	Bases: object


	
fields = ['label']

	




	
model

	alias of fleetingform.models.FleetingAction














	
class fleetingform.serializers.FleetingAuthSerializer(instance=None, data=<class 'rest_framework.fields.empty'>, **kwargs)[source]

	Bases: drf_writable_nested.serializers.WritableNestedModelSerializer


	
class Meta[source]

	Bases: object


	
fields = ['type', 'title', 'content', 'form_controls', 'users']

	




	
model

	alias of fleetingform.models.FleetingAuth










	
REQUIRED_FORM_CONTROLS = {'password', 'username'}

	




	
REQUIRED_FORM_CONTROL_DEFAULTS = {'password': {'label': 'Password', 'name': 'password', 'required': True, 'type': 'text', 'validations': [{'type': 'max-length', 'params': {'max': 32}, 'message': 'too long.'}]}, 'username': {'label': 'Username', 'name': 'username', 'required': True, 'type': 'text'}}

	




	
create(validated_data)[source]

	Overridden create to add any required form controls.






	
to_representation(instance)[source]

	Exclude empty or null keys from serialized responses.






	
validate(data)[source]

	Validate correct user arguments have been passed given the type










	
class fleetingform.serializers.FleetingChoiceSerializer(instance=None, data=<class 'rest_framework.fields.empty'>, **kwargs)[source]

	Bases: rest_framework.serializers.ModelSerializer


	
class Meta[source]

	Bases: object


	
fields = ['value', 'text']

	




	
model

	alias of fleetingform.models.FleetingChoice














	
class fleetingform.serializers.FleetingFormControlSerializer(instance=None, data=<class 'rest_framework.fields.empty'>, **kwargs)[source]

	Bases: drf_writable_nested.serializers.WritableNestedModelSerializer


	
class Meta[source]

	Bases: object


	
fields = ['type', 'name', 'help_text', 'label', 'validations', 'choices', 'required', 'initial', 'disabled', 'params', 'hidden']

	




	
model

	alias of fleetingform.models.FleetingFormControl










	
to_representation(instance)[source]

	Exclude empty or null keys from serialized responses.






	
validate(data)[source]

	Validate that the control has a valid combination of options.










	
class fleetingform.serializers.FleetingFormSerializer(instance=None, data=<class 'rest_framework.fields.empty'>, **kwargs)[source]

	Bases: drf_writable_nested.serializers.WritableNestedModelSerializer


	
class Meta[source]

	Bases: object


	
fields = ['id', 'code', 'template', 'app', 'auth', 'url', 'short_url', 'status', 'created_on', 'opened_on', 'completed_on', 'expires_on', 'result']

	




	
model

	alias of fleetingform.models.FleetingForm










	
create(validated_data)[source]

	We have a bit of extra checking around this in order to provide
descriptive messages when something goes wrong, but this method is
essentially just:


return ExampleModel.objects.create(**validated_data)




If there are many to many fields present on the instance then they
cannot be set until the model is instantiated, in which case the
implementation is like so:


example_relationship = validated_data.pop(‘example_relationship’)
instance = ExampleModel.objects.create(**validated_data)
instance.example_relationship = example_relationship
return instance




The default implementation also does not handle nested relationships.
If you want to support writable nested relationships you’ll need
to write an explicit .create() method.






	
validate_app(val)[source]

	Validate that the app parameters are within bounds.






	
validate_auth(data)[source]

	Populate default auth type for new creates without type.






	
validate_namespace(val)[source]

	Populate the namespace from the request for new creates.










	
class fleetingform.serializers.FleetingNamespaceSerializer(instance=None, data=<class 'rest_framework.fields.empty'>, **kwargs)[source]

	Bases: rest_framework.serializers.ModelSerializer


	
class Meta[source]

	Bases: object


	
fields = ['id', 'user', 'subdomain', 'url_shortener', 'retention', 'usage', 'support_email', 'token', 'soft_limit', 'hard_limit', 'logo', 'style']

	




	
model

	alias of fleetingform.models.FleetingNamespace










	
get_usage(namespace)[source]

	




	
to_representation(instance)[source]

	Exclude token unless user is authenticated.










	
class fleetingform.serializers.FleetingTemplateSerializer(instance=None, data=<class 'rest_framework.fields.empty'>, **kwargs)[source]

	Bases: drf_writable_nested.serializers.WritableNestedModelSerializer


	
class Meta[source]

	Bases: object


	
fields = ['type', 'title', 'content', 'content_type', 'form_controls', 'params', 'actions']

	




	
model

	alias of fleetingform.models.FleetingTemplate










	
validate(data)[source]

	Validate that the template has a valid combination of options.






	
validate_actions(actions)[source]

	Validate the template actions.






	
validate_content(content)[source]

	Bleach any inbound HTML in the form content.






	
validate_title(title)[source]

	Bleach any inbound HTML in the form title.










	
class fleetingform.serializers.FleetingUserSerializer(instance=None, data=<class 'rest_framework.fields.empty'>, **kwargs)[source]

	Bases: rest_framework.serializers.ModelSerializer


	
class Meta[source]

	Bases: object


	
fields = ['username', 'password', 'email', 'phone', 'opened_on']

	




	
model

	alias of fleetingform.models.FleetingUser










	
to_representation(instance)[source]

	Exclude empty or null keys and hide password hashes.






	
validate_password(data)[source]

	Validate an inbound password.

Passwords may only come in two formats:
- a string prefixed with plain:
- PHC string format (https://github.com/P-H-C/phc-string-format/blob/


master/phc-sf-spec.md)




Plain text passwords are immediately hashed before being stored.
PHC strings are checked for formatting and valid hashing type.






	
validate_phone(data)[source]

	If enabled, use the twilio lookup API to validate a phone number.










	
class fleetingform.serializers.FleetingValidationSerializer(instance=None, data=<class 'rest_framework.fields.empty'>, **kwargs)[source]

	Bases: rest_framework.serializers.ModelSerializer


	
class Meta[source]

	Bases: object


	
fields = ['type', 'params', 'message']

	




	
model

	alias of fleetingform.models.FleetingValidation














	
class fleetingform.serializers.FleetingWebhookSerializer(instance=None, data=<class 'rest_framework.fields.empty'>, **kwargs)[source]

	Bases: rest_framework.serializers.ModelSerializer


	
class Meta[source]

	Bases: object


	
fields = ['id', 'namespace', 'url', 'token', 'name', 'event']

	




	
model

	alias of fleetingform.models.FleetingWebhook

















          

      

      

    

  

    
      
          
            
  
Errors

Custom error classes used in the application.


	
exception fleetingform.errors.FleetingAuthOTPError(user, auth_type, *args, **kwargs)[source]

	Raised when creating, saving, or sending a one time passcode fails.


	Parameters

	
	user (fleetingform.models.FleetingUser) – User the OTP was being generated for.


	auth_type (str from FleetingAuth.AUTH_TYPES) – Authentication type of the form.













	
exception fleetingform.errors.FleetingDeletionError(klass, pk, *args, **kwargs)[source]

	Raised when you try to delete an object that cannot be deleted.


	Parameters

	
	klass (str) – object class


	pk (object) – object primary key













	
exception fleetingform.errors.FleetingFormCompleteError(code, *args, **kwargs)[source]

	Raised when an attempt is made to save a form that is already complete.


	Parameters

	code (str) – The form’s one time code.










	
exception fleetingform.errors.FleetingFormGenerationError[source]

	Raised when for generation fails.






	
exception fleetingform.errors.FleetingOTPRetriesExceeded(user, *args, **kwargs)[source]

	Raised when the max number of OTP resends is exceeded.


	Parameters

	user (fleetingform.models.FleetingUser) – the user for which the retries were exceeded.










	
exception fleetingform.errors.FleetingValidationError(field, code, *args, **kwargs)[source]

	Raised while validating requests.

Using a message map in place of handwritten Exception messages provides a
more consistent user experience when creating forms.


	Parameters

	
	field (str) – the field with the value that failed validation.


	code (str) – the code of the form.
















          

      

      

    

  

    
      
          
            
  
Libraries and Utilities

A collection of things that are used throughout the application.
This includes helpful functions for sending OTPs, the form
generator, and other sundry.


	
fleetingform.lib.auth_token_field(fform)[source]

	Session field housing the auth_token for a fform.






	
fleetingform.lib.auth_username_field(fform)[source]

	Session field housing the verified username for a fform.






	
fleetingform.lib.send_otp_email(email, otp, fform)[source]

	Send an email one time passcode.


	Parameters

	
	email (str) – email to send to


	otp (str) – the one time passcode to send






	Returns

	True if sent, else False



	Return type

	bool










	
fleetingform.lib.send_otp_sms(phone, otp, fform)[source]

	Send an SMS one time passcode.


	Parameters

	
	phone (str (E.164 formatting)) – phone number to send to


	otp (str) – the one time passcode to send






	Returns

	True if sent, else False



	Return type

	bool










	
fleetingform.lib.form_generator.generate_fleeting_form_class_for(form_controls, query_params={})[source]

	Generate a class for the given form and query parameters.


	Parameters

	
	form_info (dict) – a dictionary that describes a Fleeting Form.


	query_params (django.http.QueryDict) – URL query parameters.








Fleeting forms are all unique. To take advantage of Django’s
form handling we need to generate a new class for each one.

This generator accepts a form described in a dictionary, using
the Fleeting Form shorthand.

"template": {
    # Actions are rendered as buttons at the bottom of the
    # form. The name of the button clicked is stored in
    # the ``action`` key of the result.
    "actions": ["Submit", "Cancel"],

    # Controls are the elements on the page the user interacts
    # with. There can be up to 32 controls on a Fleeting Form.
    # Controls will be rendered in the order they are listed.
    "form_controls": [

        # Controls have a name, type, optional help text, label, and
        # initial value.  Any field can be required for the form to
        # be complete.
        {
            "name": "comments",
            "type": "textarea",
            "label": "User Comments",
            "required": true,
            "initial": "What did you think?"
        },
        {
            "name": "toes",
            "type": "integer",
            "label": "How many toes?",
            "required": true,
            "initial": 10
        },
        {
            "name": "Pies",
            "type": "float",
            "label": "How many pies are left?",
            "required": true,
            "initial": 3.25
        },

        # Fleeting forms automatically validate user input and render
        # the correct form elements for you.  Use the correct field
        # type to get the most out of your form.
        {
            "name": "pet_name",
            "type": "text",
            "label": "Pet's Name",
            "required": false,
            "initial": "fido",
            "help_text": "The short version."
            "validations": [
                {
                    "type": "max-length",
                    "params": {"max-length": 32},
                    "message": "Names must be 32 characters or fewer."
                }
            ]
        },

        # Special field types are supported to provide extra
        # validation for URLs and Emails.
        {
            "name": "website",
            "type": "url",
            "label": "Your Website",
            "required": true,
            "initial": "https://"
        },
        {
            "name": "email",
            "type": "email",
            "label": "Your Email",
            "required": true,
            "help_text": "We will never send email without asking."
        },

        # For restricting user input, try the choices field. This
        # will render a select and keep track of what the user
        # chooses.
        {
            "name": "breed",
            "type": "choice",
            "label": "Breed",
            "required": true,
            "choices": [
                ["lab", "Labrador"],
                ["shepherd", "Shepherd"],
                ["collie", "Collier"],
                ["burmese", "Burmese Mountain Dog"]
            ]
        },

        # Dates and times use a special form widget so the user can
        # select from a calendar or time picker.
        {
            "name": "incident_datetime",
            "type": "datetime",
            "label": "Incident Date and Time",
            "required": true
        },
        {
            "name": "moms_bday",
            "type": "date",
            "label": "Mom's Birthday",
            "required": true
        },
        {
            "name": "callback_time",
            "type": "time",
            "label": "Preferred Callback Time",
            "required": false
        },

        # Boolean fields can be used to implement "I have read and..."
        # forms, simply set them to required.
        {
            "name": "accept_terms",
            "type": "boolean",
            "label": "I have read and accept and terms.",
            "required": true
        },
    ]
}





For any field that does not have an initial value in the
Fleeting Form dictionary, if the field name is a key in
the GET query params then the query param value will
be used as the initial value.

Use this to customize a form default values, by adding a
username or other custom touch, to a form that is distributed
to many people.









          

      

      

    

  

    
      
          
            
  
Authentication


	
class fleetingform.authentication.FleetingAuthentication[source]

	ReST Framework Authentication handler for Namespace Token.


	
authenticate(request)[source]

	Authenticate a request, returns the user and namespace.













          

      

      

    

  

    
      
          
            
  
ReST Framwork Permissions

Permissions are used to check whether a particular user can see
an object or write to a namespace.  Fleeting Form’s API permissions
are implemented using the ReST Framework’s permissions [https://www.django-rest-framework.org/api-guide/permissions/], so have a look
there for more background.


	
class fleetingform.permissions.FleetingFormHardLimitPermission[source]

	Bases: rest_framework.permissions.BasePermission

Do not allow creates for users over their hard limit.


	
has_permission(request, view)[source]

	Return True if permission is granted, False otherwise.






	
message = 'Namespace hard limit exceeded.'

	








	
class fleetingform.permissions.FleetingFormTokenPermission[source]

	Bases: rest_framework.permissions.BasePermission

Require the presence of the correct namespace token.


	
has_object_permission(request, view, obj)[source]

	Return True if permission is granted, False otherwise.






	
has_permission(request, view)[source]

	Return True if permission is granted, False otherwise.






	
message = 'A valid token and namespace are required.'

	








	
class fleetingform.permissions.FleetingNamespaceTokenPermission[source]

	Bases: rest_framework.permissions.BasePermission

Require the presence of the correct namespace token or user token.


	
has_object_permission(request, view, obj)[source]

	Return True if permission is granted, False otherwise.






	
has_permission(request, view)[source]

	Users can create new namespaces, namespace tokens cannot.
Users and namespace tokens can both list.






	
message = 'A valid token is required.'

	











          

      

      

    

  

    
      
          
            
  
Middleware

Middleware manipulates the request before it is passed to the view
and the response before it is returned to the client.

To learn more about Django’s middleware implementation and how the
class has been implemented, have a look at the middleware docs.


	
class fleetingform.middleware.FleetingNamespaceMiddleware(get_response)[source]

	Bases: object

Manage the FleetingNamespace in the request.

Implements the Django Middleware pattern.  It should be in the
middleware stack somewhere after the AuthenticationMiddleware.

Adds the .namespace property to the request object.
Set to None if no token in header.
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  Source code for functools

"""functools.py - Tools for working with functions and callable objects
"""
# Python module wrapper for _functools C module
# to allow utilities written in Python to be added
# to the functools module.
# Written by Nick Coghlan <ncoghlan at gmail.com>,
# Raymond Hettinger <python at rcn.com>,
# and Łukasz Langa <lukasz at langa.pl>.
#   Copyright (C) 2006-2013 Python Software Foundation.
# See C source code for _functools credits/copyright

__all__ = ['update_wrapper', 'wraps', 'WRAPPER_ASSIGNMENTS', 'WRAPPER_UPDATES',
           'total_ordering', 'cmp_to_key', 'lru_cache', 'reduce', 'partial',
           'partialmethod', 'singledispatch']

try:
    from _functools import reduce
except ImportError:
    pass
from abc import get_cache_token
from collections import namedtuple
# import types, weakref  # Deferred to single_dispatch()
from reprlib import recursive_repr
from _thread import RLock


################################################################################
### update_wrapper() and wraps() decorator
################################################################################

# update_wrapper() and wraps() are tools to help write
# wrapper functions that can handle naive introspection

WRAPPER_ASSIGNMENTS = ('__module__', '__name__', '__qualname__', '__doc__',
                       '__annotations__')
WRAPPER_UPDATES = ('__dict__',)
def update_wrapper(wrapper,
                   wrapped,
                   assigned = WRAPPER_ASSIGNMENTS,
                   updated = WRAPPER_UPDATES):
    """Update a wrapper function to look like the wrapped function

       wrapper is the function to be updated
       wrapped is the original function
       assigned is a tuple naming the attributes assigned directly
       from the wrapped function to the wrapper function (defaults to
       functools.WRAPPER_ASSIGNMENTS)
       updated is a tuple naming the attributes of the wrapper that
       are updated with the corresponding attribute from the wrapped
       function (defaults to functools.WRAPPER_UPDATES)
    """
    for attr in assigned:
        try:
            value = getattr(wrapped, attr)
        except AttributeError:
            pass
        else:
            setattr(wrapper, attr, value)
    for attr in updated:
        getattr(wrapper, attr).update(getattr(wrapped, attr, {}))
    # Issue #17482: set __wrapped__ last so we don't inadvertently copy it
    # from the wrapped function when updating __dict__
    wrapper.__wrapped__ = wrapped
    # Return the wrapper so this can be used as a decorator via partial()
    return wrapper

def wraps(wrapped,
          assigned = WRAPPER_ASSIGNMENTS,
          updated = WRAPPER_UPDATES):
    """Decorator factory to apply update_wrapper() to a wrapper function

       Returns a decorator that invokes update_wrapper() with the decorated
       function as the wrapper argument and the arguments to wraps() as the
       remaining arguments. Default arguments are as for update_wrapper().
       This is a convenience function to simplify applying partial() to
       update_wrapper().
    """
    return partial(update_wrapper, wrapped=wrapped,
                   assigned=assigned, updated=updated)


################################################################################
### total_ordering class decorator
################################################################################

# The total ordering functions all invoke the root magic method directly
# rather than using the corresponding operator.  This avoids possible
# infinite recursion that could occur when the operator dispatch logic
# detects a NotImplemented result and then calls a reflected method.

def _gt_from_lt(self, other, NotImplemented=NotImplemented):
    'Return a > b.  Computed by @total_ordering from (not a < b) and (a != b).'
    op_result = self.__lt__(other)
    if op_result is NotImplemented:
        return op_result
    return not op_result and self != other

def _le_from_lt(self, other, NotImplemented=NotImplemented):
    'Return a <= b.  Computed by @total_ordering from (a < b) or (a == b).'
    op_result = self.__lt__(other)
    return op_result or self == other

def _ge_from_lt(self, other, NotImplemented=NotImplemented):
    'Return a >= b.  Computed by @total_ordering from (not a < b).'
    op_result = self.__lt__(other)
    if op_result is NotImplemented:
        return op_result
    return not op_result

def _ge_from_le(self, other, NotImplemented=NotImplemented):
    'Return a >= b.  Computed by @total_ordering from (not a <= b) or (a == b).'
    op_result = self.__le__(other)
    if op_result is NotImplemented:
        return op_result
    return not op_result or self == other

def _lt_from_le(self, other, NotImplemented=NotImplemented):
    'Return a < b.  Computed by @total_ordering from (a <= b) and (a != b).'
    op_result = self.__le__(other)
    if op_result is NotImplemented:
        return op_result
    return op_result and self != other

def _gt_from_le(self, other, NotImplemented=NotImplemented):
    'Return a > b.  Computed by @total_ordering from (not a <= b).'
    op_result = self.__le__(other)
    if op_result is NotImplemented:
        return op_result
    return not op_result

def _lt_from_gt(self, other, NotImplemented=NotImplemented):
    'Return a < b.  Computed by @total_ordering from (not a > b) and (a != b).'
    op_result = self.__gt__(other)
    if op_result is NotImplemented:
        return op_result
    return not op_result and self != other

def _ge_from_gt(self, other, NotImplemented=NotImplemented):
    'Return a >= b.  Computed by @total_ordering from (a > b) or (a == b).'
    op_result = self.__gt__(other)
    return op_result or self == other

def _le_from_gt(self, other, NotImplemented=NotImplemented):
    'Return a <= b.  Computed by @total_ordering from (not a > b).'
    op_result = self.__gt__(other)
    if op_result is NotImplemented:
        return op_result
    return not op_result

def _le_from_ge(self, other, NotImplemented=NotImplemented):
    'Return a <= b.  Computed by @total_ordering from (not a >= b) or (a == b).'
    op_result = self.__ge__(other)
    if op_result is NotImplemented:
        return op_result
    return not op_result or self == other

def _gt_from_ge(self, other, NotImplemented=NotImplemented):
    'Return a > b.  Computed by @total_ordering from (a >= b) and (a != b).'
    op_result = self.__ge__(other)
    if op_result is NotImplemented:
        return op_result
    return op_result and self != other

def _lt_from_ge(self, other, NotImplemented=NotImplemented):
    'Return a < b.  Computed by @total_ordering from (not a >= b).'
    op_result = self.__ge__(other)
    if op_result is NotImplemented:
        return op_result
    return not op_result

_convert = {
    '__lt__': [('__gt__', _gt_from_lt),
               ('__le__', _le_from_lt),
               ('__ge__', _ge_from_lt)],
    '__le__': [('__ge__', _ge_from_le),
               ('__lt__', _lt_from_le),
               ('__gt__', _gt_from_le)],
    '__gt__': [('__lt__', _lt_from_gt),
               ('__ge__', _ge_from_gt),
               ('__le__', _le_from_gt)],
    '__ge__': [('__le__', _le_from_ge),
               ('__gt__', _gt_from_ge),
               ('__lt__', _lt_from_ge)]
}

def total_ordering(cls):
    """Class decorator that fills in missing ordering methods"""
    # Find user-defined comparisons (not those inherited from object).
    roots = {op for op in _convert if getattr(cls, op, None) is not getattr(object, op, None)}
    if not roots:
        raise ValueError('must define at least one ordering operation: < > <= >=')
    root = max(roots)       # prefer __lt__ to __le__ to __gt__ to __ge__
    for opname, opfunc in _convert[root]:
        if opname not in roots:
            opfunc.__name__ = opname
            setattr(cls, opname, opfunc)
    return cls


################################################################################
### cmp_to_key() function converter
################################################################################

def cmp_to_key(mycmp):
    """Convert a cmp= function into a key= function"""
    class K(object):
        __slots__ = ['obj']
        def __init__(self, obj):
            self.obj = obj
        def __lt__(self, other):
            return mycmp(self.obj, other.obj) < 0
        def __gt__(self, other):
            return mycmp(self.obj, other.obj) > 0
        def __eq__(self, other):
            return mycmp(self.obj, other.obj) == 0
        def __le__(self, other):
            return mycmp(self.obj, other.obj) <= 0
        def __ge__(self, other):
            return mycmp(self.obj, other.obj) >= 0
        __hash__ = None
    return K

try:
    from _functools import cmp_to_key
except ImportError:
    pass


################################################################################
### partial() argument application
################################################################################

# Purely functional, no descriptor behaviour
class partial:
    """New function with partial application of the given arguments
    and keywords.
    """

    __slots__ = "func", "args", "keywords", "__dict__", "__weakref__"

    def __new__(*args, **keywords):
        if not args:
            raise TypeError("descriptor '__new__' of partial needs an argument")
        if len(args) < 2:
            raise TypeError("type 'partial' takes at least one argument")
        cls, func, *args = args
        if not callable(func):
            raise TypeError("the first argument must be callable")
        args = tuple(args)

        if hasattr(func, "func"):
            args = func.args + args
            tmpkw = func.keywords.copy()
            tmpkw.update(keywords)
            keywords = tmpkw
            del tmpkw
            func = func.func

        self = super(partial, cls).__new__(cls)

        self.func = func
        self.args = args
        self.keywords = keywords
        return self

    def __call__(*args, **keywords):
        if not args:
            raise TypeError("descriptor '__call__' of partial needs an argument")
        self, *args = args
        newkeywords = self.keywords.copy()
        newkeywords.update(keywords)
        return self.func(*self.args, *args, **newkeywords)

    @recursive_repr()
    def __repr__(self):
        qualname = type(self).__qualname__
        args = [repr(self.func)]
        args.extend(repr(x) for x in self.args)
        args.extend(f"{k}={v!r}" for (k, v) in self.keywords.items())
        if type(self).__module__ == "functools":
            return f"functools.{qualname}({', '.join(args)})"
        return f"{qualname}({', '.join(args)})"

    def __reduce__(self):
        return type(self), (self.func,), (self.func, self.args,
               self.keywords or None, self.__dict__ or None)

    def __setstate__(self, state):
        if not isinstance(state, tuple):
            raise TypeError("argument to __setstate__ must be a tuple")
        if len(state) != 4:
            raise TypeError(f"expected 4 items in state, got {len(state)}")
        func, args, kwds, namespace = state
        if (not callable(func) or not isinstance(args, tuple) or
           (kwds is not None and not isinstance(kwds, dict)) or
           (namespace is not None and not isinstance(namespace, dict))):
            raise TypeError("invalid partial state")

        args = tuple(args) # just in case it's a subclass
        if kwds is None:
            kwds = {}
        elif type(kwds) is not dict: # XXX does it need to be *exactly* dict?
            kwds = dict(kwds)
        if namespace is None:
            namespace = {}

        self.__dict__ = namespace
        self.func = func
        self.args = args
        self.keywords = kwds

try:
    from _functools import partial
except ImportError:
    pass

# Descriptor version
class partialmethod(object):
    """Method descriptor with partial application of the given arguments
    and keywords.

    Supports wrapping existing descriptors and handles non-descriptor
    callables as instance methods.
    """

    def __init__(*args, **keywords):
        if len(args) >= 2:
            self, func, *args = args
        elif not args:
            raise TypeError("descriptor '__init__' of partialmethod "
                            "needs an argument")
        elif 'func' in keywords:
            func = keywords.pop('func')
            self, *args = args
        else:
            raise TypeError("type 'partialmethod' takes at least one argument, "
                            "got %d" % (len(args)-1))
        args = tuple(args)

        if not callable(func) and not hasattr(func, "__get__"):
            raise TypeError("{!r} is not callable or a descriptor"
                                 .format(func))

        # func could be a descriptor like classmethod which isn't callable,
        # so we can't inherit from partial (it verifies func is callable)
        if isinstance(func, partialmethod):
            # flattening is mandatory in order to place cls/self before all
            # other arguments
            # it's also more efficient since only one function will be called
            self.func = func.func
            self.args = func.args + args
            self.keywords = func.keywords.copy()
            self.keywords.update(keywords)
        else:
            self.func = func
            self.args = args
            self.keywords = keywords

    def __repr__(self):
        args = ", ".join(map(repr, self.args))
        keywords = ", ".join("{}={!r}".format(k, v)
                                 for k, v in self.keywords.items())
        format_string = "{module}.{cls}({func}, {args}, {keywords})"
        return format_string.format(module=self.__class__.__module__,
                                    cls=self.__class__.__qualname__,
                                    func=self.func,
                                    args=args,
                                    keywords=keywords)

    def _make_unbound_method(self):
        def _method(*args, **keywords):
            call_keywords = self.keywords.copy()
            call_keywords.update(keywords)
            cls_or_self, *rest = args
            call_args = (cls_or_self,) + self.args + tuple(rest)
            return self.func(*call_args, **call_keywords)
        _method.__isabstractmethod__ = self.__isabstractmethod__
        _method._partialmethod = self
        return _method

    def __get__(self, obj, cls):
        get = getattr(self.func, "__get__", None)
        result = None
        if get is not None:
            new_func = get(obj, cls)
            if new_func is not self.func:
                # Assume __get__ returning something new indicates the
                # creation of an appropriate callable
                result = partial(new_func, *self.args, **self.keywords)
                try:
                    result.__self__ = new_func.__self__
                except AttributeError:
                    pass
        if result is None:
            # If the underlying descriptor didn't do anything, treat this
            # like an instance method
            result = self._make_unbound_method().__get__(obj, cls)
        return result

    @property
    def __isabstractmethod__(self):
        return getattr(self.func, "__isabstractmethod__", False)


################################################################################
### LRU Cache function decorator
################################################################################

_CacheInfo = namedtuple("CacheInfo", ["hits", "misses", "maxsize", "currsize"])

class _HashedSeq(list):
    """ This class guarantees that hash() will be called no more than once
        per element.  This is important because the lru_cache() will hash
        the key multiple times on a cache miss.

    """

    __slots__ = 'hashvalue'

    def __init__(self, tup, hash=hash):
        self[:] = tup
        self.hashvalue = hash(tup)

    def __hash__(self):
        return self.hashvalue

def _make_key(args, kwds, typed,
             kwd_mark = (object(),),
             fasttypes = {int, str},
             tuple=tuple, type=type, len=len):
    """Make a cache key from optionally typed positional and keyword arguments

    The key is constructed in a way that is flat as possible rather than
    as a nested structure that would take more memory.

    If there is only a single argument and its data type is known to cache
    its hash value, then that argument is returned without a wrapper.  This
    saves space and improves lookup speed.

    """
    # All of code below relies on kwds preserving the order input by the user.
    # Formerly, we sorted() the kwds before looping.  The new way is *much*
    # faster; however, it means that f(x=1, y=2) will now be treated as a
    # distinct call from f(y=2, x=1) which will be cached separately.
    key = args
    if kwds:
        key += kwd_mark
        for item in kwds.items():
            key += item
    if typed:
        key += tuple(type(v) for v in args)
        if kwds:
            key += tuple(type(v) for v in kwds.values())
    elif len(key) == 1 and type(key[0]) in fasttypes:
        return key[0]
    return _HashedSeq(key)

def lru_cache(maxsize=128, typed=False):
    """Least-recently-used cache decorator.

    If *maxsize* is set to None, the LRU features are disabled and the cache
    can grow without bound.

    If *typed* is True, arguments of different types will be cached separately.
    For example, f(3.0) and f(3) will be treated as distinct calls with
    distinct results.

    Arguments to the cached function must be hashable.

    View the cache statistics named tuple (hits, misses, maxsize, currsize)
    with f.cache_info().  Clear the cache and statistics with f.cache_clear().
    Access the underlying function with f.__wrapped__.

    See:  http://en.wikipedia.org/wiki/Cache_replacement_policies#Least_recently_used_(LRU)

    """

    # Users should only access the lru_cache through its public API:
    #       cache_info, cache_clear, and f.__wrapped__
    # The internals of the lru_cache are encapsulated for thread safety and
    # to allow the implementation to change (including a possible C version).

    # Early detection of an erroneous call to @lru_cache without any arguments
    # resulting in the inner function being passed to maxsize instead of an
    # integer or None.  Negative maxsize is treated as 0.
    if isinstance(maxsize, int):
        if maxsize < 0:
            maxsize = 0
    elif maxsize is not None:
        raise TypeError('Expected maxsize to be an integer or None')

    def decorating_function(user_function):
        wrapper = _lru_cache_wrapper(user_function, maxsize, typed, _CacheInfo)
        return update_wrapper(wrapper, user_function)

    return decorating_function

def _lru_cache_wrapper(user_function, maxsize, typed, _CacheInfo):
    # Constants shared by all lru cache instances:
    sentinel = object()          # unique object used to signal cache misses
    make_key = _make_key         # build a key from the function arguments
    PREV, NEXT, KEY, RESULT = 0, 1, 2, 3   # names for the link fields

    cache = {}
    hits = misses = 0
    full = False
    cache_get = cache.get    # bound method to lookup a key or return None
    cache_len = cache.__len__  # get cache size without calling len()
    lock = RLock()           # because linkedlist updates aren't threadsafe
    root = []                # root of the circular doubly linked list
    root[:] = [root, root, None, None]     # initialize by pointing to self

    if maxsize == 0:

        def wrapper(*args, **kwds):
            # No caching -- just a statistics update
            nonlocal misses
            misses += 1
            result = user_function(*args, **kwds)
            return result

    elif maxsize is None:

        def wrapper(*args, **kwds):
            # Simple caching without ordering or size limit
            nonlocal hits, misses
            key = make_key(args, kwds, typed)
            result = cache_get(key, sentinel)
            if result is not sentinel:
                hits += 1
                return result
            misses += 1
            result = user_function(*args, **kwds)
            cache[key] = result
            return result

    else:

        def wrapper(*args, **kwds):
            # Size limited caching that tracks accesses by recency
            nonlocal root, hits, misses, full
            key = make_key(args, kwds, typed)
            with lock:
                link = cache_get(key)
                if link is not None:
                    # Move the link to the front of the circular queue
                    link_prev, link_next, _key, result = link
                    link_prev[NEXT] = link_next
                    link_next[PREV] = link_prev
                    last = root[PREV]
                    last[NEXT] = root[PREV] = link
                    link[PREV] = last
                    link[NEXT] = root
                    hits += 1
                    return result
                misses += 1
            result = user_function(*args, **kwds)
            with lock:
                if key in cache:
                    # Getting here means that this same key was added to the
                    # cache while the lock was released.  Since the link
                    # update is already done, we need only return the
                    # computed result and update the count of misses.
                    pass
                elif full:
                    # Use the old root to store the new key and result.
                    oldroot = root
                    oldroot[KEY] = key
                    oldroot[RESULT] = result
                    # Empty the oldest link and make it the new root.
                    # Keep a reference to the old key and old result to
                    # prevent their ref counts from going to zero during the
                    # update. That will prevent potentially arbitrary object
                    # clean-up code (i.e. __del__) from running while we're
                    # still adjusting the links.
                    root = oldroot[NEXT]
                    oldkey = root[KEY]
                    oldresult = root[RESULT]
                    root[KEY] = root[RESULT] = None
                    # Now update the cache dictionary.
                    del cache[oldkey]
                    # Save the potentially reentrant cache[key] assignment
                    # for last, after the root and links have been put in
                    # a consistent state.
                    cache[key] = oldroot
                else:
                    # Put result in a new link at the front of the queue.
                    last = root[PREV]
                    link = [last, root, key, result]
                    last[NEXT] = root[PREV] = cache[key] = link
                    # Use the cache_len bound method instead of the len() function
                    # which could potentially be wrapped in an lru_cache itself.
                    full = (cache_len() >= maxsize)
            return result

    def cache_info():
        """Report cache statistics"""
        with lock:
            return _CacheInfo(hits, misses, maxsize, cache_len())

    def cache_clear():
        """Clear the cache and cache statistics"""
        nonlocal hits, misses, full
        with lock:
            cache.clear()
            root[:] = [root, root, None, None]
            hits = misses = 0
            full = False

    wrapper.cache_info = cache_info
    wrapper.cache_clear = cache_clear
    return wrapper

try:
    from _functools import _lru_cache_wrapper
except ImportError:
    pass


################################################################################
### singledispatch() - single-dispatch generic function decorator
################################################################################

def _c3_merge(sequences):
    """Merges MROs in *sequences* to a single MRO using the C3 algorithm.

    Adapted from http://www.python.org/download/releases/2.3/mro/.

    """
    result = []
    while True:
        sequences = [s for s in sequences if s]   # purge empty sequences
        if not sequences:
            return result
        for s1 in sequences:   # find merge candidates among seq heads
            candidate = s1[0]
            for s2 in sequences:
                if candidate in s2[1:]:
                    candidate = None
                    break      # reject the current head, it appears later
            else:
                break
        if candidate is None:
            raise RuntimeError("Inconsistent hierarchy")
        result.append(candidate)
        # remove the chosen candidate
        for seq in sequences:
            if seq[0] == candidate:
                del seq[0]

def _c3_mro(cls, abcs=None):
    """Computes the method resolution order using extended C3 linearization.

    If no *abcs* are given, the algorithm works exactly like the built-in C3
    linearization used for method resolution.

    If given, *abcs* is a list of abstract base classes that should be inserted
    into the resulting MRO. Unrelated ABCs are ignored and don't end up in the
    result. The algorithm inserts ABCs where their functionality is introduced,
    i.e. issubclass(cls, abc) returns True for the class itself but returns
    False for all its direct base classes. Implicit ABCs for a given class
    (either registered or inferred from the presence of a special method like
    __len__) are inserted directly after the last ABC explicitly listed in the
    MRO of said class. If two implicit ABCs end up next to each other in the
    resulting MRO, their ordering depends on the order of types in *abcs*.

    """
    for i, base in enumerate(reversed(cls.__bases__)):
        if hasattr(base, '__abstractmethods__'):
            boundary = len(cls.__bases__) - i
            break   # Bases up to the last explicit ABC are considered first.
    else:
        boundary = 0
    abcs = list(abcs) if abcs else []
    explicit_bases = list(cls.__bases__[:boundary])
    abstract_bases = []
    other_bases = list(cls.__bases__[boundary:])
    for base in abcs:
        if issubclass(cls, base) and not any(
                issubclass(b, base) for b in cls.__bases__
            ):
            # If *cls* is the class that introduces behaviour described by
            # an ABC *base*, insert said ABC to its MRO.
            abstract_bases.append(base)
    for base in abstract_bases:
        abcs.remove(base)
    explicit_c3_mros = [_c3_mro(base, abcs=abcs) for base in explicit_bases]
    abstract_c3_mros = [_c3_mro(base, abcs=abcs) for base in abstract_bases]
    other_c3_mros = [_c3_mro(base, abcs=abcs) for base in other_bases]
    return _c3_merge(
        [[cls]] +
        explicit_c3_mros + abstract_c3_mros + other_c3_mros +
        [explicit_bases] + [abstract_bases] + [other_bases]
    )

def _compose_mro(cls, types):
    """Calculates the method resolution order for a given class *cls*.

    Includes relevant abstract base classes (with their respective bases) from
    the *types* iterable. Uses a modified C3 linearization algorithm.

    """
    bases = set(cls.__mro__)
    # Remove entries which are already present in the __mro__ or unrelated.
    def is_related(typ):
        return (typ not in bases and hasattr(typ, '__mro__')
                                 and issubclass(cls, typ))
    types = [n for n in types if is_related(n)]
    # Remove entries which are strict bases of other entries (they will end up
    # in the MRO anyway.
    def is_strict_base(typ):
        for other in types:
            if typ != other and typ in other.__mro__:
                return True
        return False
    types = [n for n in types if not is_strict_base(n)]
    # Subclasses of the ABCs in *types* which are also implemented by
    # *cls* can be used to stabilize ABC ordering.
    type_set = set(types)
    mro = []
    for typ in types:
        found = []
        for sub in typ.__subclasses__():
            if sub not in bases and issubclass(cls, sub):
                found.append([s for s in sub.__mro__ if s in type_set])
        if not found:
            mro.append(typ)
            continue
        # Favor subclasses with the biggest number of useful bases
        found.sort(key=len, reverse=True)
        for sub in found:
            for subcls in sub:
                if subcls not in mro:
                    mro.append(subcls)
    return _c3_mro(cls, abcs=mro)

def _find_impl(cls, registry):
    """Returns the best matching implementation from *registry* for type *cls*.

    Where there is no registered implementation for a specific type, its method
    resolution order is used to find a more generic implementation.

    Note: if *registry* does not contain an implementation for the base
    *object* type, this function may return None.

    """
    mro = _compose_mro(cls, registry.keys())
    match = None
    for t in mro:
        if match is not None:
            # If *match* is an implicit ABC but there is another unrelated,
            # equally matching implicit ABC, refuse the temptation to guess.
            if (t in registry and t not in cls.__mro__
                              and match not in cls.__mro__
                              and not issubclass(match, t)):
                raise RuntimeError("Ambiguous dispatch: {} or {}".format(
                    match, t))
            break
        if t in registry:
            match = t
    return registry.get(match)

def singledispatch(func):
    """Single-dispatch generic function decorator.

    Transforms a function into a generic function, which can have different
    behaviours depending upon the type of its first argument. The decorated
    function acts as the default implementation, and additional
    implementations can be registered using the register() attribute of the
    generic function.
    """
    # There are many programs that use functools without singledispatch, so we
    # trade-off making singledispatch marginally slower for the benefit of
    # making start-up of such applications slightly faster.
    import types, weakref

    registry = {}
    dispatch_cache = weakref.WeakKeyDictionary()
    cache_token = None

    def dispatch(cls):
        """generic_func.dispatch(cls) -> <function implementation>

        Runs the dispatch algorithm to return the best available implementation
        for the given *cls* registered on *generic_func*.

        """
        nonlocal cache_token
        if cache_token is not None:
            current_token = get_cache_token()
            if cache_token != current_token:
                dispatch_cache.clear()
                cache_token = current_token
        try:
            impl = dispatch_cache[cls]
        except KeyError:
            try:
                impl = registry[cls]
            except KeyError:
                impl = _find_impl(cls, registry)
            dispatch_cache[cls] = impl
        return impl

    def register(cls, func=None):
        """generic_func.register(cls, func) -> func

        Registers a new implementation for the given *cls* on a *generic_func*.

        """
        nonlocal cache_token
        if func is None:
            if isinstance(cls, type):
                return lambda f: register(cls, f)
            ann = getattr(cls, '__annotations__', {})
            if not ann:
                raise TypeError(
                    f"Invalid first argument to `register()`: {cls!r}. "
                    f"Use either `@register(some_class)` or plain `@register` "
                    f"on an annotated function."
                )
            func = cls

            # only import typing if annotation parsing is necessary
            from typing import get_type_hints
            argname, cls = next(iter(get_type_hints(func).items()))
            assert isinstance(cls, type), (
                f"Invalid annotation for {argname!r}. {cls!r} is not a class."
            )
        registry[cls] = func
        if cache_token is None and hasattr(cls, '__abstractmethods__'):
            cache_token = get_cache_token()
        dispatch_cache.clear()
        return func

    def wrapper(*args, **kw):
        if not args:
            raise TypeError(f'{funcname} requires at least '
                            '1 positional argument')

        return dispatch(args[0].__class__)(*args, **kw)

    funcname = getattr(func, '__name__', 'singledispatch function')
    registry[object] = func
    wrapper.register = register
    wrapper.dispatch = dispatch
    wrapper.registry = types.MappingProxyType(registry)
    wrapper._clear_cache = dispatch_cache.clear
    update_wrapper(wrapper, func)
    return wrapper




          

      

      

    

  

    
      
          
            
  All modules for which code is available

	django.contrib.contenttypes.fields

	django.db.models.fields.related_descriptors

	django.db.models.manager

	django.db.models.query_utils
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	fleetingform.errors

	fleetingform.forms

	fleetingform.lib

	fleetingform.lib.form_generator


	fleetingform.middleware

	fleetingform.models

	fleetingform.permissions

	fleetingform.serializers

	fleetingform.views
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  Source code for django.contrib.contenttypes.fields

import functools
import itertools
import operator
from collections import defaultdict

from django.contrib.contenttypes.models import ContentType
from django.core import checks
from django.core.exceptions import FieldDoesNotExist, ObjectDoesNotExist
from django.db import DEFAULT_DB_ALIAS, models, router, transaction
from django.db.models import DO_NOTHING
from django.db.models.base import ModelBase, make_foreign_order_accessors
from django.db.models.fields.mixins import FieldCacheMixin
from django.db.models.fields.related import (
    ForeignObject, ForeignObjectRel, ReverseManyToOneDescriptor,
    lazy_related_operation,
)
from django.db.models.query_utils import PathInfo
from django.utils.functional import cached_property


class GenericForeignKey(FieldCacheMixin):
    """
    Provide a generic many-to-one relation through the ``content_type`` and
    ``object_id`` fields.

    This class also doubles as an accessor to the related object (similar to
    ForwardManyToOneDescriptor) by adding itself as a model attribute.
    """

    # Field flags
    auto_created = False
    concrete = False
    editable = False
    hidden = False

    is_relation = True
    many_to_many = False
    many_to_one = True
    one_to_many = False
    one_to_one = False
    related_model = None
    remote_field = None

    def __init__(self, ct_field='content_type', fk_field='object_id', for_concrete_model=True):
        self.ct_field = ct_field
        self.fk_field = fk_field
        self.for_concrete_model = for_concrete_model
        self.editable = False
        self.rel = None
        self.column = None

    def contribute_to_class(self, cls, name, **kwargs):
        self.name = name
        self.model = cls
        cls._meta.add_field(self, private=True)
        setattr(cls, name, self)

    def get_filter_kwargs_for_object(self, obj):
        """See corresponding method on Field"""
        return {
            self.fk_field: getattr(obj, self.fk_field),
            self.ct_field: getattr(obj, self.ct_field),
        }

    def get_forward_related_filter(self, obj):
        """See corresponding method on RelatedField"""
        return {
            self.fk_field: obj.pk,
            self.ct_field: ContentType.objects.get_for_model(obj).pk,
        }

    def __str__(self):
        model = self.model
        app = model._meta.app_label
        return '%s.%s.%s' % (app, model._meta.object_name, self.name)

    def check(self, **kwargs):
        return [
            *self._check_field_name(),
            *self._check_object_id_field(),
            *self._check_content_type_field(),
        ]

    def _check_field_name(self):
        if self.name.endswith("_"):
            return [
                checks.Error(
                    'Field names must not end with an underscore.',
                    obj=self,
                    id='fields.E001',
                )
            ]
        else:
            return []

    def _check_object_id_field(self):
        try:
            self.model._meta.get_field(self.fk_field)
        except FieldDoesNotExist:
            return [
                checks.Error(
                    "The GenericForeignKey object ID references the "
                    "nonexistent field '%s'." % self.fk_field,
                    obj=self,
                    id='contenttypes.E001',
                )
            ]
        else:
            return []

    def _check_content_type_field(self):
        """
        Check if field named `field_name` in model `model` exists and is a
        valid content_type field (is a ForeignKey to ContentType).
        """
        try:
            field = self.model._meta.get_field(self.ct_field)
        except FieldDoesNotExist:
            return [
                checks.Error(
                    "The GenericForeignKey content type references the "
                    "nonexistent field '%s.%s'." % (
                        self.model._meta.object_name, self.ct_field
                    ),
                    obj=self,
                    id='contenttypes.E002',
                )
            ]
        else:
            if not isinstance(field, models.ForeignKey):
                return [
                    checks.Error(
                        "'%s.%s' is not a ForeignKey." % (
                            self.model._meta.object_name, self.ct_field
                        ),
                        hint=(
                            "GenericForeignKeys must use a ForeignKey to "
                            "'contenttypes.ContentType' as the 'content_type' field."
                        ),
                        obj=self,
                        id='contenttypes.E003',
                    )
                ]
            elif field.remote_field.model != ContentType:
                return [
                    checks.Error(
                        "'%s.%s' is not a ForeignKey to 'contenttypes.ContentType'." % (
                            self.model._meta.object_name, self.ct_field
                        ),
                        hint=(
                            "GenericForeignKeys must use a ForeignKey to "
                            "'contenttypes.ContentType' as the 'content_type' field."
                        ),
                        obj=self,
                        id='contenttypes.E004',
                    )
                ]
            else:
                return []

    def get_cache_name(self):
        return self.name

    def get_content_type(self, obj=None, id=None, using=None):
        if obj is not None:
            return ContentType.objects.db_manager(obj._state.db).get_for_model(
                obj, for_concrete_model=self.for_concrete_model)
        elif id is not None:
            return ContentType.objects.db_manager(using).get_for_id(id)
        else:
            # This should never happen. I love comments like this, don't you?
            raise Exception("Impossible arguments to GFK.get_content_type!")

    def get_prefetch_queryset(self, instances, queryset=None):
        if queryset is not None:
            raise ValueError("Custom queryset can't be used for this lookup.")

        # For efficiency, group the instances by content type and then do one
        # query per model
        fk_dict = defaultdict(set)
        # We need one instance for each group in order to get the right db:
        instance_dict = {}
        ct_attname = self.model._meta.get_field(self.ct_field).get_attname()
        for instance in instances:
            # We avoid looking for values if either ct_id or fkey value is None
            ct_id = getattr(instance, ct_attname)
            if ct_id is not None:
                fk_val = getattr(instance, self.fk_field)
                if fk_val is not None:
                    fk_dict[ct_id].add(fk_val)
                    instance_dict[ct_id] = instance

        ret_val = []
        for ct_id, fkeys in fk_dict.items():
            instance = instance_dict[ct_id]
            ct = self.get_content_type(id=ct_id, using=instance._state.db)
            ret_val.extend(ct.get_all_objects_for_this_type(pk__in=fkeys))

        # For doing the join in Python, we have to match both the FK val and the
        # content type, so we use a callable that returns a (fk, class) pair.
        def gfk_key(obj):
            ct_id = getattr(obj, ct_attname)
            if ct_id is None:
                return None
            else:
                model = self.get_content_type(id=ct_id,
                                              using=obj._state.db).model_class()
                return (model._meta.pk.get_prep_value(getattr(obj, self.fk_field)),
                        model)

        return (
            ret_val,
            lambda obj: (obj.pk, obj.__class__),
            gfk_key,
            True,
            self.name,
            True,
        )

    def __get__(self, instance, cls=None):
        if instance is None:
            return self

        # Don't use getattr(instance, self.ct_field) here because that might
        # reload the same ContentType over and over (#5570). Instead, get the
        # content type ID here, and later when the actual instance is needed,
        # use ContentType.objects.get_for_id(), which has a global cache.
        f = self.model._meta.get_field(self.ct_field)
        ct_id = getattr(instance, f.get_attname(), None)
        pk_val = getattr(instance, self.fk_field)

        rel_obj = self.get_cached_value(instance, default=None)
        if rel_obj is not None:
            ct_match = ct_id == self.get_content_type(obj=rel_obj, using=instance._state.db).id
            pk_match = rel_obj._meta.pk.to_python(pk_val) == rel_obj.pk
            if ct_match and pk_match:
                return rel_obj
            else:
                rel_obj = None
        if ct_id is not None:
            ct = self.get_content_type(id=ct_id, using=instance._state.db)
            try:
                rel_obj = ct.get_object_for_this_type(pk=pk_val)
            except ObjectDoesNotExist:
                pass
        self.set_cached_value(instance, rel_obj)
        return rel_obj

    def __set__(self, instance, value):
        ct = None
        fk = None
        if value is not None:
            ct = self.get_content_type(obj=value)
            fk = value.pk

        setattr(instance, self.ct_field, ct)
        setattr(instance, self.fk_field, fk)
        self.set_cached_value(instance, value)


class GenericRel(ForeignObjectRel):
    """
    Used by GenericRelation to store information about the relation.
    """

    def __init__(self, field, to, related_name=None, related_query_name=None, limit_choices_to=None):
        super().__init__(
            field, to, related_name=related_query_name or '+',
            related_query_name=related_query_name,
            limit_choices_to=limit_choices_to, on_delete=DO_NOTHING,
        )


class GenericRelation(ForeignObject):
    """
    Provide a reverse to a relation created by a GenericForeignKey.
    """

    # Field flags
    auto_created = False

    many_to_many = False
    many_to_one = False
    one_to_many = True
    one_to_one = False

    rel_class = GenericRel

    mti_inherited = False

    def __init__(self, to, object_id_field='object_id', content_type_field='content_type',
                 for_concrete_model=True, related_query_name=None, limit_choices_to=None, **kwargs):
        kwargs['rel'] = self.rel_class(
            self, to,
            related_query_name=related_query_name,
            limit_choices_to=limit_choices_to,
        )

        kwargs['blank'] = True
        kwargs['on_delete'] = models.CASCADE
        kwargs['editable'] = False
        kwargs['serialize'] = False

        # This construct is somewhat of an abuse of ForeignObject. This field
        # represents a relation from pk to object_id field. But, this relation
        # isn't direct, the join is generated reverse along foreign key. So,
        # the from_field is object_id field, to_field is pk because of the
        # reverse join.
        super().__init__(to, from_fields=[object_id_field], to_fields=[], **kwargs)

        self.object_id_field_name = object_id_field
        self.content_type_field_name = content_type_field
        self.for_concrete_model = for_concrete_model

    def check(self, **kwargs):
        return [
            *super().check(**kwargs),
            *self._check_generic_foreign_key_existence(),
        ]

    def _is_matching_generic_foreign_key(self, field):
        """
        Return True if field is a GenericForeignKey whose content type and
        object id fields correspond to the equivalent attributes on this
        GenericRelation.
        """
        return (
            isinstance(field, GenericForeignKey) and
            field.ct_field == self.content_type_field_name and
            field.fk_field == self.object_id_field_name
        )

    def _check_generic_foreign_key_existence(self):
        target = self.remote_field.model
        if isinstance(target, ModelBase):
            fields = target._meta.private_fields
            if any(self._is_matching_generic_foreign_key(field) for field in fields):
                return []
            else:
                return [
                    checks.Error(
                        "The GenericRelation defines a relation with the model "
                        "'%s.%s', but that model does not have a GenericForeignKey." % (
                            target._meta.app_label, target._meta.object_name
                        ),
                        obj=self,
                        id='contenttypes.E004',
                    )
                ]
        else:
            return []

    def resolve_related_fields(self):
        self.to_fields = [self.model._meta.pk.name]
        return [(self.remote_field.model._meta.get_field(self.object_id_field_name), self.model._meta.pk)]

    def _get_path_info_with_parent(self, filtered_relation):
        """
        Return the path that joins the current model through any parent models.
        The idea is that if you have a GFK defined on a parent model then we
        need to join the parent model first, then the child model.
        """
        # With an inheritance chain ChildTag -> Tag and Tag defines the
        # GenericForeignKey, and a TaggedItem model has a GenericRelation to
        # ChildTag, then we need to generate a join from TaggedItem to Tag
        # (as Tag.object_id == TaggedItem.pk), and another join from Tag to
        # ChildTag (as that is where the relation is to). Do this by first
        # generating a join to the parent model, then generating joins to the
        # child models.
        path = []
        opts = self.remote_field.model._meta.concrete_model._meta
        parent_opts = opts.get_field(self.object_id_field_name).model._meta
        target = parent_opts.pk
        path.append(PathInfo(
            from_opts=self.model._meta,
            to_opts=parent_opts,
            target_fields=(target,),
            join_field=self.remote_field,
            m2m=True,
            direct=False,
            filtered_relation=filtered_relation,
        ))
        # Collect joins needed for the parent -> child chain. This is easiest
        # to do if we collect joins for the child -> parent chain and then
        # reverse the direction (call to reverse() and use of
        # field.remote_field.get_path_info()).
        parent_field_chain = []
        while parent_opts != opts:
            field = opts.get_ancestor_link(parent_opts.model)
            parent_field_chain.append(field)
            opts = field.remote_field.model._meta
        parent_field_chain.reverse()
        for field in parent_field_chain:
            path.extend(field.remote_field.get_path_info())
        return path

    def get_path_info(self, filtered_relation=None):
        opts = self.remote_field.model._meta
        object_id_field = opts.get_field(self.object_id_field_name)
        if object_id_field.model != opts.model:
            return self._get_path_info_with_parent(filtered_relation)
        else:
            target = opts.pk
            return [PathInfo(
                from_opts=self.model._meta,
                to_opts=opts,
                target_fields=(target,),
                join_field=self.remote_field,
                m2m=True,
                direct=False,
                filtered_relation=filtered_relation,
            )]

    def get_reverse_path_info(self, filtered_relation=None):
        opts = self.model._meta
        from_opts = self.remote_field.model._meta
        return [PathInfo(
            from_opts=from_opts,
            to_opts=opts,
            target_fields=(opts.pk,),
            join_field=self,
            m2m=not self.unique,
            direct=False,
            filtered_relation=filtered_relation,
        )]

    def value_to_string(self, obj):
        qs = getattr(obj, self.name).all()
        return str([instance.pk for instance in qs])

    def contribute_to_class(self, cls, name, **kwargs):
        kwargs['private_only'] = True
        super().contribute_to_class(cls, name, **kwargs)
        self.model = cls
        # Disable the reverse relation for fields inherited by subclasses of a
        # model in multi-table inheritance. The reverse relation points to the
        # field of the base model.
        if self.mti_inherited:
            self.remote_field.related_name = '+'
            self.remote_field.related_query_name = None
        setattr(cls, self.name, ReverseGenericManyToOneDescriptor(self.remote_field))

        # Add get_RELATED_order() and set_RELATED_order() to the model this
        # field belongs to, if the model on the other end of this relation
        # is ordered with respect to its corresponding GenericForeignKey.
        if not cls._meta.abstract:

            def make_generic_foreign_order_accessors(related_model, model):
                if self._is_matching_generic_foreign_key(model._meta.order_with_respect_to):
                    make_foreign_order_accessors(model, related_model)

            lazy_related_operation(make_generic_foreign_order_accessors, self.model, self.remote_field.model)

    def set_attributes_from_rel(self):
        pass

    def get_internal_type(self):
        return "ManyToManyField"

    def get_content_type(self):
        """
        Return the content type associated with this field's model.
        """
        return ContentType.objects.get_for_model(self.model,
                                                 for_concrete_model=self.for_concrete_model)

    def get_extra_restriction(self, where_class, alias, remote_alias):
        field = self.remote_field.model._meta.get_field(self.content_type_field_name)
        contenttype_pk = self.get_content_type().pk
        cond = where_class()
        lookup = field.get_lookup('exact')(field.get_col(remote_alias), contenttype_pk)
        cond.add(lookup, 'AND')
        return cond

    def bulk_related_objects(self, objs, using=DEFAULT_DB_ALIAS):
        """
        Return all objects related to ``objs`` via this ``GenericRelation``.
        """
        return self.remote_field.model._base_manager.db_manager(using).filter(**{
            "%s__pk" % self.content_type_field_name: ContentType.objects.db_manager(using).get_for_model(
                self.model, for_concrete_model=self.for_concrete_model).pk,
            "%s__in" % self.object_id_field_name: [obj.pk for obj in objs]
        })


class ReverseGenericManyToOneDescriptor(ReverseManyToOneDescriptor):
    """
    Accessor to the related objects manager on the one-to-many relation created
    by GenericRelation.

    In the example::

        class Post(Model):
            comments = GenericRelation(Comment)

    ``post.comments`` is a ReverseGenericManyToOneDescriptor instance.
    """

    @cached_property
    def related_manager_cls(self):
        return create_generic_related_manager(
            self.rel.model._default_manager.__class__,
            self.rel,
        )


def create_generic_related_manager(superclass, rel):
    """
    Factory function to create a manager that subclasses another manager
    (generally the default manager of a given model) and adds behaviors
    specific to generic relations.
    """

    class GenericRelatedObjectManager(superclass):
        def __init__(self, instance=None):
            super().__init__()

            self.instance = instance

            self.model = rel.model
            self.get_content_type = functools.partial(
                ContentType.objects.db_manager(instance._state.db).get_for_model,
                for_concrete_model=rel.field.for_concrete_model,
            )
            self.content_type = self.get_content_type(instance)
            self.content_type_field_name = rel.field.content_type_field_name
            self.object_id_field_name = rel.field.object_id_field_name
            self.prefetch_cache_name = rel.field.attname
            self.pk_val = instance.pk

            self.core_filters = {
                '%s__pk' % self.content_type_field_name: self.content_type.id,
                self.object_id_field_name: self.pk_val,
            }

        def __call__(self, *, manager):
            manager = getattr(self.model, manager)
            manager_class = create_generic_related_manager(manager.__class__, rel)
            return manager_class(instance=self.instance)
        do_not_call_in_templates = True

        def __str__(self):
            return repr(self)

        def _apply_rel_filters(self, queryset):
            """
            Filter the queryset for the instance this manager is bound to.
            """
            db = self._db or router.db_for_read(self.model, instance=self.instance)
            return queryset.using(db).filter(**self.core_filters)

        def _remove_prefetched_objects(self):
            try:
                self.instance._prefetched_objects_cache.pop(self.prefetch_cache_name)
            except (AttributeError, KeyError):
                pass  # nothing to clear from cache

        def get_queryset(self):
            try:
                return self.instance._prefetched_objects_cache[self.prefetch_cache_name]
            except (AttributeError, KeyError):
                queryset = super().get_queryset()
                return self._apply_rel_filters(queryset)

        def get_prefetch_queryset(self, instances, queryset=None):
            if queryset is None:
                queryset = super().get_queryset()

            queryset._add_hints(instance=instances[0])
            queryset = queryset.using(queryset._db or self._db)
            # Group instances by content types.
            content_type_queries = (
                models.Q(**{
                    '%s__pk' % self.content_type_field_name: content_type_id,
                    '%s__in' % self.object_id_field_name: {obj.pk for obj in objs}
                })
                for content_type_id, objs in itertools.groupby(
                    sorted(instances, key=lambda obj: self.get_content_type(obj).pk),
                    lambda obj: self.get_content_type(obj).pk,
                )
            )
            query = functools.reduce(operator.or_, content_type_queries)
            # We (possibly) need to convert object IDs to the type of the
            # instances' PK in order to match up instances:
            object_id_converter = instances[0]._meta.pk.to_python
            content_type_id_field_name = '%s_id' % self.content_type_field_name
            return (
                queryset.filter(query),
                lambda relobj: (
                    object_id_converter(getattr(relobj, self.object_id_field_name)),
                    getattr(relobj, content_type_id_field_name),
                ),
                lambda obj: (obj.pk, self.get_content_type(obj).pk),
                False,
                self.prefetch_cache_name,
                False,
            )

        def add(self, *objs, bulk=True):
            self._remove_prefetched_objects()
            db = router.db_for_write(self.model, instance=self.instance)

            def check_and_update_obj(obj):
                if not isinstance(obj, self.model):
                    raise TypeError("'%s' instance expected, got %r" % (
                        self.model._meta.object_name, obj
                    ))
                setattr(obj, self.content_type_field_name, self.content_type)
                setattr(obj, self.object_id_field_name, self.pk_val)

            if bulk:
                pks = []
                for obj in objs:
                    if obj._state.adding or obj._state.db != db:
                        raise ValueError(
                            "%r instance isn't saved. Use bulk=False or save "
                            "the object first." % obj
                        )
                    check_and_update_obj(obj)
                    pks.append(obj.pk)

                self.model._base_manager.using(db).filter(pk__in=pks).update(**{
                    self.content_type_field_name: self.content_type,
                    self.object_id_field_name: self.pk_val,
                })
            else:
                with transaction.atomic(using=db, savepoint=False):
                    for obj in objs:
                        check_and_update_obj(obj)
                        obj.save()
        add.alters_data = True

        def remove(self, *objs, bulk=True):
            if not objs:
                return
            self._clear(self.filter(pk__in=[o.pk for o in objs]), bulk)
        remove.alters_data = True

        def clear(self, *, bulk=True):
            self._clear(self, bulk)
        clear.alters_data = True

        def _clear(self, queryset, bulk):
            self._remove_prefetched_objects()
            db = router.db_for_write(self.model, instance=self.instance)
            queryset = queryset.using(db)
            if bulk:
                # `QuerySet.delete()` creates its own atomic block which
                # contains the `pre_delete` and `post_delete` signal handlers.
                queryset.delete()
            else:
                with transaction.atomic(using=db, savepoint=False):
                    for obj in queryset:
                        obj.delete()
        _clear.alters_data = True

        def set(self, objs, *, bulk=True, clear=False):
            # Force evaluation of `objs` in case it's a queryset whose value
            # could be affected by `manager.clear()`. Refs #19816.
            objs = tuple(objs)

            db = router.db_for_write(self.model, instance=self.instance)
            with transaction.atomic(using=db, savepoint=False):
                if clear:
                    self.clear()
                    self.add(*objs, bulk=bulk)
                else:
                    old_objs = set(self.using(db).all())
                    new_objs = []
                    for obj in objs:
                        if obj in old_objs:
                            old_objs.remove(obj)
                        else:
                            new_objs.append(obj)

                    self.remove(*old_objs)
                    self.add(*new_objs, bulk=bulk)
        set.alters_data = True

        def create(self, **kwargs):
            self._remove_prefetched_objects()
            kwargs[self.content_type_field_name] = self.content_type
            kwargs[self.object_id_field_name] = self.pk_val
            db = router.db_for_write(self.model, instance=self.instance)
            return super().using(db).create(**kwargs)
        create.alters_data = True

        def get_or_create(self, **kwargs):
            kwargs[self.content_type_field_name] = self.content_type
            kwargs[self.object_id_field_name] = self.pk_val
            db = router.db_for_write(self.model, instance=self.instance)
            return super().using(db).get_or_create(**kwargs)
        get_or_create.alters_data = True

        def update_or_create(self, **kwargs):
            kwargs[self.content_type_field_name] = self.content_type
            kwargs[self.object_id_field_name] = self.pk_val
            db = router.db_for_write(self.model, instance=self.instance)
            return super().using(db).update_or_create(**kwargs)
        update_or_create.alters_data = True

    return GenericRelatedObjectManager




          

      

      

    

  

    
      
          
            
  Source code for django.db.models.manager

import copy
import inspect
from importlib import import_module

from django.db import router
from django.db.models.query import QuerySet


class BaseManager:
    # To retain order, track each time a Manager instance is created.
    creation_counter = 0

    # Set to True for the 'objects' managers that are automatically created.
    auto_created = False

    #: If set to True the manager will be serialized into migrations and will
    #: thus be available in e.g. RunPython operations.
    use_in_migrations = False

    def __new__(cls, *args, **kwargs):
        # Capture the arguments to make returning them trivial.
        obj = super().__new__(cls)
        obj._constructor_args = (args, kwargs)
        return obj

    def __init__(self):
        super().__init__()
        self._set_creation_counter()
        self.model = None
        self.name = None
        self._db = None
        self._hints = {}

    def __str__(self):
        """Return "app_label.model_label.manager_name"."""
        return '%s.%s' % (self.model._meta.label, self.name)

    def deconstruct(self):
        """
        Return a 5-tuple of the form (as_manager (True), manager_class,
        queryset_class, args, kwargs).

        Raise a ValueError if the manager is dynamically generated.
        """
        qs_class = self._queryset_class
        if getattr(self, '_built_with_as_manager', False):
            # using MyQuerySet.as_manager()
            return (
                True,  # as_manager
                None,  # manager_class
                '%s.%s' % (qs_class.__module__, qs_class.__name__),  # qs_class
                None,  # args
                None,  # kwargs
            )
        else:
            module_name = self.__module__
            name = self.__class__.__name__
            # Make sure it's actually there and not an inner class
            module = import_module(module_name)
            if not hasattr(module, name):
                raise ValueError(
                    "Could not find manager %s in %s.\n"
                    "Please note that you need to inherit from managers you "
                    "dynamically generated with 'from_queryset()'."
                    % (name, module_name)
                )
            return (
                False,  # as_manager
                '%s.%s' % (module_name, name),  # manager_class
                None,  # qs_class
                self._constructor_args[0],  # args
                self._constructor_args[1],  # kwargs
            )

    def check(self, **kwargs):
        return []

    @classmethod
    def _get_queryset_methods(cls, queryset_class):
        def create_method(name, method):
            def manager_method(self, *args, **kwargs):
                return getattr(self.get_queryset(), name)(*args, **kwargs)
            manager_method.__name__ = method.__name__
            manager_method.__doc__ = method.__doc__
            return manager_method

        new_methods = {}
        for name, method in inspect.getmembers(queryset_class, predicate=inspect.isfunction):
            # Only copy missing methods.
            if hasattr(cls, name):
                continue
            # Only copy public methods or methods with the attribute `queryset_only=False`.
            queryset_only = getattr(method, 'queryset_only', None)
            if queryset_only or (queryset_only is None and name.startswith('_')):
                continue
            # Copy the method onto the manager.
            new_methods[name] = create_method(name, method)
        return new_methods

    @classmethod
    def from_queryset(cls, queryset_class, class_name=None):
        if class_name is None:
            class_name = '%sFrom%s' % (cls.__name__, queryset_class.__name__)
        return type(class_name, (cls,), {
            '_queryset_class': queryset_class,
            **cls._get_queryset_methods(queryset_class),
        })

    def contribute_to_class(self, model, name):
        self.name = self.name or name
        self.model = model

        setattr(model, name, ManagerDescriptor(self))

        model._meta.add_manager(self)

    def _set_creation_counter(self):
        """
        Set the creation counter value for this instance and increment the
        class-level copy.
        """
        self.creation_counter = BaseManager.creation_counter
        BaseManager.creation_counter += 1

    def db_manager(self, using=None, hints=None):
        obj = copy.copy(self)
        obj._db = using or self._db
        obj._hints = hints or self._hints
        return obj

    @property
    def db(self):
        return self._db or router.db_for_read(self.model, **self._hints)

    #######################
    # PROXIES TO QUERYSET #
    #######################

    def get_queryset(self):
        """
        Return a new QuerySet object. Subclasses can override this method to
        customize the behavior of the Manager.
        """
        return self._queryset_class(model=self.model, using=self._db, hints=self._hints)

    def all(self):
        # We can't proxy this method through the `QuerySet` like we do for the
        # rest of the `QuerySet` methods. This is because `QuerySet.all()`
        # works by creating a "copy" of the current queryset and in making said
        # copy, all the cached `prefetch_related` lookups are lost. See the
        # implementation of `RelatedManager.get_queryset()` for a better
        # understanding of how this comes into play.
        return self.get_queryset()

    def __eq__(self, other):
        return (
            isinstance(other, self.__class__) and
            self._constructor_args == other._constructor_args
        )

    def __hash__(self):
        return id(self)


class Manager(BaseManager.from_queryset(QuerySet)):
    pass


class ManagerDescriptor:

    def __init__(self, manager):
        self.manager = manager

    def __get__(self, instance, cls=None):
        if instance is not None:
            raise AttributeError("Manager isn't accessible via %s instances" % cls.__name__)

        if cls._meta.abstract:
            raise AttributeError("Manager isn't available; %s is abstract" % (
                cls._meta.object_name,
            ))

        if cls._meta.swapped:
            raise AttributeError(
                "Manager isn't available; '%s.%s' has been swapped for '%s'" % (
                    cls._meta.app_label,
                    cls._meta.object_name,
                    cls._meta.swapped,
                )
            )

        return cls._meta.managers_map[self.manager.name]


class EmptyManager(Manager):
    def __init__(self, model):
        super().__init__()
        self.model = model

    def get_queryset(self):
        return super().get_queryset().none()




          

      

      

    

  

    
      
          
            
  Source code for django.db.models.query_utils

"""
Various data structures used in query construction.

Factored out from django.db.models.query to avoid making the main module very
large and/or so that they can be used by other modules without getting into
circular import difficulties.
"""
import copy
import functools
import inspect
from collections import namedtuple

from django.db.models.constants import LOOKUP_SEP
from django.utils import tree

# PathInfo is used when converting lookups (fk__somecol). The contents
# describe the relation in Model terms (model Options and Fields for both
# sides of the relation. The join_field is the field backing the relation.
PathInfo = namedtuple('PathInfo', 'from_opts to_opts target_fields join_field m2m direct filtered_relation')


class InvalidQuery(Exception):
    """The query passed to raw() isn't a safe query to use with raw()."""
    pass


def subclasses(cls):
    yield cls
    for subclass in cls.__subclasses__():
        yield from subclasses(subclass)


class QueryWrapper:
    """
    A type that indicates the contents are an SQL fragment and the associate
    parameters. Can be used to pass opaque data to a where-clause, for example.
    """
    contains_aggregate = False

    def __init__(self, sql, params):
        self.data = sql, list(params)

    def as_sql(self, compiler=None, connection=None):
        return self.data


class Q(tree.Node):
    """
    Encapsulate filters as objects that can then be combined logically (using
    `&` and `|`).
    """
    # Connection types
    AND = 'AND'
    OR = 'OR'
    default = AND
    conditional = True

    def __init__(self, *args, _connector=None, _negated=False, **kwargs):
        super().__init__(children=[*args, *sorted(kwargs.items())], connector=_connector, negated=_negated)

    def _combine(self, other, conn):
        if not isinstance(other, Q):
            raise TypeError(other)

        # If the other Q() is empty, ignore it and just use `self`.
        if not other:
            return copy.deepcopy(self)
        # Or if this Q is empty, ignore it and just use `other`.
        elif not self:
            return copy.deepcopy(other)

        obj = type(self)()
        obj.connector = conn
        obj.add(self, conn)
        obj.add(other, conn)
        return obj

    def __or__(self, other):
        return self._combine(other, self.OR)

    def __and__(self, other):
        return self._combine(other, self.AND)

    def __invert__(self):
        obj = type(self)()
        obj.add(self, self.AND)
        obj.negate()
        return obj

    def resolve_expression(self, query=None, allow_joins=True, reuse=None, summarize=False, for_save=False):
        # We must promote any new joins to left outer joins so that when Q is
        # used as an expression, rows aren't filtered due to joins.
        clause, joins = query._add_q(
            self, reuse, allow_joins=allow_joins, split_subq=False,
            check_filterable=False,
        )
        query.promote_joins(joins)
        return clause

    def deconstruct(self):
        path = '%s.%s' % (self.__class__.__module__, self.__class__.__name__)
        if path.startswith('django.db.models.query_utils'):
            path = path.replace('django.db.models.query_utils', 'django.db.models')
        args, kwargs = (), {}
        if len(self.children) == 1 and not isinstance(self.children[0], Q):
            child = self.children[0]
            kwargs = {child[0]: child[1]}
        else:
            args = tuple(self.children)
            if self.connector != self.default:
                kwargs = {'_connector': self.connector}
        if self.negated:
            kwargs['_negated'] = True
        return path, args, kwargs


class DeferredAttribute:
    """
    A wrapper for a deferred-loading field. When the value is read from this
    object the first time, the query is executed.
    """
    def __init__(self, field):
        self.field = field

    def __get__(self, instance, cls=None):
        """
        Retrieve and caches the value from the datastore on the first lookup.
        Return the cached value.
        """
        if instance is None:
            return self
        data = instance.__dict__
        field_name = self.field.attname
        if data.get(field_name, self) is self:
            # Let's see if the field is part of the parent chain. If so we
            # might be able to reuse the already loaded value. Refs #18343.
            val = self._check_parent_chain(instance)
            if val is None:
                instance.refresh_from_db(fields=[field_name])
                val = getattr(instance, field_name)
            data[field_name] = val
        return data[field_name]

    def _check_parent_chain(self, instance):
        """
        Check if the field value can be fetched from a parent field already
        loaded in the instance. This can be done if the to-be fetched
        field is a primary key field.
        """
        opts = instance._meta
        link_field = opts.get_ancestor_link(self.field.model)
        if self.field.primary_key and self.field != link_field:
            return getattr(instance, link_field.attname)
        return None


class RegisterLookupMixin:

    @classmethod
    def _get_lookup(cls, lookup_name):
        return cls.get_lookups().get(lookup_name, None)

    @classmethod
    @functools.lru_cache(maxsize=None)
    def get_lookups(cls):
        class_lookups = [parent.__dict__.get('class_lookups', {}) for parent in inspect.getmro(cls)]
        return cls.merge_dicts(class_lookups)

    def get_lookup(self, lookup_name):
        from django.db.models.lookups import Lookup
        found = self._get_lookup(lookup_name)
        if found is None and hasattr(self, 'output_field'):
            return self.output_field.get_lookup(lookup_name)
        if found is not None and not issubclass(found, Lookup):
            return None
        return found

    def get_transform(self, lookup_name):
        from django.db.models.lookups import Transform
        found = self._get_lookup(lookup_name)
        if found is None and hasattr(self, 'output_field'):
            return self.output_field.get_transform(lookup_name)
        if found is not None and not issubclass(found, Transform):
            return None
        return found

    @staticmethod
    def merge_dicts(dicts):
        """
        Merge dicts in reverse to preference the order of the original list. e.g.,
        merge_dicts([a, b]) will preference the keys in 'a' over those in 'b'.
        """
        merged = {}
        for d in reversed(dicts):
            merged.update(d)
        return merged

    @classmethod
    def _clear_cached_lookups(cls):
        for subclass in subclasses(cls):
            subclass.get_lookups.cache_clear()

    @classmethod
    def register_lookup(cls, lookup, lookup_name=None):
        if lookup_name is None:
            lookup_name = lookup.lookup_name
        if 'class_lookups' not in cls.__dict__:
            cls.class_lookups = {}
        cls.class_lookups[lookup_name] = lookup
        cls._clear_cached_lookups()
        return lookup

    @classmethod
    def _unregister_lookup(cls, lookup, lookup_name=None):
        """
        Remove given lookup from cls lookups. For use in tests only as it's
        not thread-safe.
        """
        if lookup_name is None:
            lookup_name = lookup.lookup_name
        del cls.class_lookups[lookup_name]


def select_related_descend(field, restricted, requested, load_fields, reverse=False):
    """
    Return True if this field should be used to descend deeper for
    select_related() purposes. Used by both the query construction code
    (sql.query.fill_related_selections()) and the model instance creation code
    (query.get_klass_info()).

    Arguments:
     * field - the field to be checked
     * restricted - a boolean field, indicating if the field list has been
       manually restricted using a requested clause)
     * requested - The select_related() dictionary.
     * load_fields - the set of fields to be loaded on this model
     * reverse - boolean, True if we are checking a reverse select related
    """
    if not field.remote_field:
        return False
    if field.remote_field.parent_link and not reverse:
        return False
    if restricted:
        if reverse and field.related_query_name() not in requested:
            return False
        if not reverse and field.name not in requested:
            return False
    if not restricted and field.null:
        return False
    if load_fields:
        if field.attname not in load_fields:
            if restricted and field.name in requested:
                raise InvalidQuery("Field %s.%s cannot be both deferred"
                                   " and traversed using select_related"
                                   " at the same time." %
                                   (field.model._meta.object_name, field.name))
    return True


def refs_expression(lookup_parts, annotations):
    """
    Check if the lookup_parts contains references to the given annotations set.
    Because the LOOKUP_SEP is contained in the default annotation names, check
    each prefix of the lookup_parts for a match.
    """
    for n in range(1, len(lookup_parts) + 1):
        level_n_lookup = LOOKUP_SEP.join(lookup_parts[0:n])
        if level_n_lookup in annotations and annotations[level_n_lookup]:
            return annotations[level_n_lookup], lookup_parts[n:]
    return False, ()


def check_rel_lookup_compatibility(model, target_opts, field):
    """
    Check that self.model is compatible with target_opts. Compatibility
    is OK if:
      1) model and opts match (where proxy inheritance is removed)
      2) model is parent of opts' model or the other way around
    """
    def check(opts):
        return (
            model._meta.concrete_model == opts.concrete_model or
            opts.concrete_model in model._meta.get_parent_list() or
            model in opts.get_parent_list()
        )
    # If the field is a primary key, then doing a query against the field's
    # model is ok, too. Consider the case:
    # class Restaurant(models.Model):
    #     place = OneToOneField(Place, primary_key=True):
    # Restaurant.objects.filter(pk__in=Restaurant.objects.all()).
    # If we didn't have the primary key check, then pk__in (== place__in) would
    # give Place's opts as the target opts, but Restaurant isn't compatible
    # with that. This logic applies only to primary keys, as when doing __in=qs,
    # we are going to turn this into __in=qs.values('pk') later on.
    return (
        check(target_opts) or
        (getattr(field, 'primary_key', False) and check(field.model._meta))
    )


class FilteredRelation:
    """Specify custom filtering in the ON clause of SQL joins."""

    def __init__(self, relation_name, *, condition=Q()):
        if not relation_name:
            raise ValueError('relation_name cannot be empty.')
        self.relation_name = relation_name
        self.alias = None
        if not isinstance(condition, Q):
            raise ValueError('condition argument must be a Q() instance.')
        self.condition = condition
        self.path = []

    def __eq__(self, other):
        return (
            isinstance(other, self.__class__) and
            self.relation_name == other.relation_name and
            self.alias == other.alias and
            self.condition == other.condition
        )

    def clone(self):
        clone = FilteredRelation(self.relation_name, condition=self.condition)
        clone.alias = self.alias
        clone.path = self.path[:]
        return clone

    def resolve_expression(self, *args, **kwargs):
        """
        QuerySet.annotate() only accepts expression-like arguments
        (with a resolve_expression() method).
        """
        raise NotImplementedError('FilteredRelation.resolve_expression() is unused.')

    def as_sql(self, compiler, connection):
        # Resolve the condition in Join.filtered_relation.
        query = compiler.query
        where = query.build_filtered_relation_q(self.condition, reuse=set(self.path))
        return compiler.compile(where)




          

      

      

    

  

    
      
          
            
  Source code for django.db.models.fields.related_descriptors

"""
Accessors for related objects.

When a field defines a relation between two models, each model class provides
an attribute to access related instances of the other model class (unless the
reverse accessor has been disabled with related_name='+').

Accessors are implemented as descriptors in order to customize access and
assignment. This module defines the descriptor classes.

Forward accessors follow foreign keys. Reverse accessors trace them back. For
example, with the following models::

    class Parent(Model):
        pass

    class Child(Model):
        parent = ForeignKey(Parent, related_name='children')

 ``child.parent`` is a forward many-to-one relation. ``parent.children`` is a
reverse many-to-one relation.

There are three types of relations (many-to-one, one-to-one, and many-to-many)
and two directions (forward and reverse) for a total of six combinations.

1. Related instance on the forward side of a many-to-one relation:
   ``ForwardManyToOneDescriptor``.

   Uniqueness of foreign key values is irrelevant to accessing the related
   instance, making the many-to-one and one-to-one cases identical as far as
   the descriptor is concerned. The constraint is checked upstream (unicity
   validation in forms) or downstream (unique indexes in the database).

2. Related instance on the forward side of a one-to-one
   relation: ``ForwardOneToOneDescriptor``.

   It avoids querying the database when accessing the parent link field in
   a multi-table inheritance scenario.

3. Related instance on the reverse side of a one-to-one relation:
   ``ReverseOneToOneDescriptor``.

   One-to-one relations are asymmetrical, despite the apparent symmetry of the
   name, because they're implemented in the database with a foreign key from
   one table to another. As a consequence ``ReverseOneToOneDescriptor`` is
   slightly different from ``ForwardManyToOneDescriptor``.

4. Related objects manager for related instances on the reverse side of a
   many-to-one relation: ``ReverseManyToOneDescriptor``.

   Unlike the previous two classes, this one provides access to a collection
   of objects. It returns a manager rather than an instance.

5. Related objects manager for related instances on the forward or reverse
   sides of a many-to-many relation: ``ManyToManyDescriptor``.

   Many-to-many relations are symmetrical. The syntax of Django models
   requires declaring them on one side but that's an implementation detail.
   They could be declared on the other side without any change in behavior.
   Therefore the forward and reverse descriptors can be the same.

   If you're looking for ``ForwardManyToManyDescriptor`` or
   ``ReverseManyToManyDescriptor``, use ``ManyToManyDescriptor`` instead.
"""

from django.core.exceptions import FieldError
from django.db import connections, router, transaction
from django.db.models import Q, signals
from django.db.models.query import QuerySet
from django.db.models.query_utils import DeferredAttribute
from django.utils.functional import cached_property


class ForeignKeyDeferredAttribute(DeferredAttribute):
    def __set__(self, instance, value):
        if instance.__dict__.get(self.field.attname) != value and self.field.is_cached(instance):
            self.field.delete_cached_value(instance)
        instance.__dict__[self.field.attname] = value


class ForwardManyToOneDescriptor:
    """
    Accessor to the related object on the forward side of a many-to-one or
    one-to-one (via ForwardOneToOneDescriptor subclass) relation.

    In the example::

        class Child(Model):
            parent = ForeignKey(Parent, related_name='children')

    ``Child.parent`` is a ``ForwardManyToOneDescriptor`` instance.
    """

    def __init__(self, field_with_rel):
        self.field = field_with_rel

    @cached_property
    def RelatedObjectDoesNotExist(self):
        # The exception can't be created at initialization time since the
        # related model might not be resolved yet; `self.field.model` might
        # still be a string model reference.
        return type(
            'RelatedObjectDoesNotExist',
            (self.field.remote_field.model.DoesNotExist, AttributeError), {
                '__module__': self.field.model.__module__,
                '__qualname__': '%s.%s.RelatedObjectDoesNotExist' % (
                    self.field.model.__qualname__,
                    self.field.name,
                ),
            }
        )

    def is_cached(self, instance):
        return self.field.is_cached(instance)

    def get_queryset(self, **hints):
        return self.field.remote_field.model._base_manager.db_manager(hints=hints).all()

    def get_prefetch_queryset(self, instances, queryset=None):
        if queryset is None:
            queryset = self.get_queryset()
        queryset._add_hints(instance=instances[0])

        rel_obj_attr = self.field.get_foreign_related_value
        instance_attr = self.field.get_local_related_value
        instances_dict = {instance_attr(inst): inst for inst in instances}
        related_field = self.field.foreign_related_fields[0]
        remote_field = self.field.remote_field

        # FIXME: This will need to be revisited when we introduce support for
        # composite fields. In the meantime we take this practical approach to
        # solve a regression on 1.6 when the reverse manager in hidden
        # (related_name ends with a '+'). Refs #21410.
        # The check for len(...) == 1 is a special case that allows the query
        # to be join-less and smaller. Refs #21760.
        if remote_field.is_hidden() or len(self.field.foreign_related_fields) == 1:
            query = {'%s__in' % related_field.name: {instance_attr(inst)[0] for inst in instances}}
        else:
            query = {'%s__in' % self.field.related_query_name(): instances}
        queryset = queryset.filter(**query)

        # Since we're going to assign directly in the cache,
        # we must manage the reverse relation cache manually.
        if not remote_field.multiple:
            for rel_obj in queryset:
                instance = instances_dict[rel_obj_attr(rel_obj)]
                remote_field.set_cached_value(rel_obj, instance)
        return queryset, rel_obj_attr, instance_attr, True, self.field.get_cache_name(), False

    def get_object(self, instance):
        qs = self.get_queryset(instance=instance)
        # Assuming the database enforces foreign keys, this won't fail.
        return qs.get(self.field.get_reverse_related_filter(instance))

    def __get__(self, instance, cls=None):
        """
        Get the related instance through the forward relation.

        With the example above, when getting ``child.parent``:

        - ``self`` is the descriptor managing the ``parent`` attribute
        - ``instance`` is the ``child`` instance
        - ``cls`` is the ``Child`` class (we don't need it)
        """
        if instance is None:
            return self

        # The related instance is loaded from the database and then cached
        # by the field on the model instance state. It can also be pre-cached
        # by the reverse accessor (ReverseOneToOneDescriptor).
        try:
            rel_obj = self.field.get_cached_value(instance)
        except KeyError:
            has_value = None not in self.field.get_local_related_value(instance)
            ancestor_link = instance._meta.get_ancestor_link(self.field.model) if has_value else None
            if ancestor_link and ancestor_link.is_cached(instance):
                # An ancestor link will exist if this field is defined on a
                # multi-table inheritance parent of the instance's class.
                ancestor = ancestor_link.get_cached_value(instance)
                # The value might be cached on an ancestor if the instance
                # originated from walking down the inheritance chain.
                rel_obj = self.field.get_cached_value(ancestor, default=None)
            else:
                rel_obj = None
            if rel_obj is None and has_value:
                rel_obj = self.get_object(instance)
                remote_field = self.field.remote_field
                # If this is a one-to-one relation, set the reverse accessor
                # cache on the related object to the current instance to avoid
                # an extra SQL query if it's accessed later on.
                if not remote_field.multiple:
                    remote_field.set_cached_value(rel_obj, instance)
            self.field.set_cached_value(instance, rel_obj)

        if rel_obj is None and not self.field.null:
            raise self.RelatedObjectDoesNotExist(
                "%s has no %s." % (self.field.model.__name__, self.field.name)
            )
        else:
            return rel_obj

    def __set__(self, instance, value):
        """
        Set the related instance through the forward relation.

        With the example above, when setting ``child.parent = parent``:

        - ``self`` is the descriptor managing the ``parent`` attribute
        - ``instance`` is the ``child`` instance
        - ``value`` is the ``parent`` instance on the right of the equal sign
        """
        # An object must be an instance of the related class.
        if value is not None and not isinstance(value, self.field.remote_field.model._meta.concrete_model):
            raise ValueError(
                'Cannot assign "%r": "%s.%s" must be a "%s" instance.' % (
                    value,
                    instance._meta.object_name,
                    self.field.name,
                    self.field.remote_field.model._meta.object_name,
                )
            )
        elif value is not None:
            if instance._state.db is None:
                instance._state.db = router.db_for_write(instance.__class__, instance=value)
            if value._state.db is None:
                value._state.db = router.db_for_write(value.__class__, instance=instance)
            if not router.allow_relation(value, instance):
                raise ValueError('Cannot assign "%r": the current database router prevents this relation.' % value)

        remote_field = self.field.remote_field
        # If we're setting the value of a OneToOneField to None, we need to clear
        # out the cache on any old related object. Otherwise, deleting the
        # previously-related object will also cause this object to be deleted,
        # which is wrong.
        if value is None:
            # Look up the previously-related object, which may still be available
            # since we've not yet cleared out the related field.
            # Use the cache directly, instead of the accessor; if we haven't
            # populated the cache, then we don't care - we're only accessing
            # the object to invalidate the accessor cache, so there's no
            # need to populate the cache just to expire it again.
            related = self.field.get_cached_value(instance, default=None)

            # If we've got an old related object, we need to clear out its
            # cache. This cache also might not exist if the related object
            # hasn't been accessed yet.
            if related is not None:
                remote_field.set_cached_value(related, None)

            for lh_field, rh_field in self.field.related_fields:
                setattr(instance, lh_field.attname, None)

        # Set the values of the related field.
        else:
            for lh_field, rh_field in self.field.related_fields:
                setattr(instance, lh_field.attname, getattr(value, rh_field.attname))

        # Set the related instance cache used by __get__ to avoid an SQL query
        # when accessing the attribute we just set.
        self.field.set_cached_value(instance, value)

        # If this is a one-to-one relation, set the reverse accessor cache on
        # the related object to the current instance to avoid an extra SQL
        # query if it's accessed later on.
        if value is not None and not remote_field.multiple:
            remote_field.set_cached_value(value, instance)

    def __reduce__(self):
        """
        Pickling should return the instance attached by self.field on the
        model, not a new copy of that descriptor. Use getattr() to retrieve
        the instance directly from the model.
        """
        return getattr, (self.field.model, self.field.name)


class ForwardOneToOneDescriptor(ForwardManyToOneDescriptor):
    """
    Accessor to the related object on the forward side of a one-to-one relation.

    In the example::

        class Restaurant(Model):
            place = OneToOneField(Place, related_name='restaurant')

    ``Restaurant.place`` is a ``ForwardOneToOneDescriptor`` instance.
    """

    def get_object(self, instance):
        if self.field.remote_field.parent_link:
            deferred = instance.get_deferred_fields()
            # Because it's a parent link, all the data is available in the
            # instance, so populate the parent model with this data.
            rel_model = self.field.remote_field.model
            fields = [field.attname for field in rel_model._meta.concrete_fields]

            # If any of the related model's fields are deferred, fallback to
            # fetching all fields from the related model. This avoids a query
            # on the related model for every deferred field.
            if not any(field in fields for field in deferred):
                kwargs = {field: getattr(instance, field) for field in fields}
                obj = rel_model(**kwargs)
                obj._state.adding = instance._state.adding
                obj._state.db = instance._state.db
                return obj
        return super().get_object(instance)

    def __set__(self, instance, value):
        super().__set__(instance, value)
        # If the primary key is a link to a parent model and a parent instance
        # is being set, update the value of the inherited pk(s).
        if self.field.primary_key and self.field.remote_field.parent_link:
            opts = instance._meta
            # Inherited primary key fields from this object's base classes.
            inherited_pk_fields = [
                field for field in opts.concrete_fields
                if field.primary_key and field.remote_field
            ]
            for field in inherited_pk_fields:
                rel_model_pk_name = field.remote_field.model._meta.pk.attname
                raw_value = getattr(value, rel_model_pk_name) if value is not None else None
                setattr(instance, rel_model_pk_name, raw_value)


class ReverseOneToOneDescriptor:
    """
    Accessor to the related object on the reverse side of a one-to-one
    relation.

    In the example::

        class Restaurant(Model):
            place = OneToOneField(Place, related_name='restaurant')

    ``Place.restaurant`` is a ``ReverseOneToOneDescriptor`` instance.
    """

    def __init__(self, related):
        # Following the example above, `related` is an instance of OneToOneRel
        # which represents the reverse restaurant field (place.restaurant).
        self.related = related

    @cached_property
    def RelatedObjectDoesNotExist(self):
        # The exception isn't created at initialization time for the sake of
        # consistency with `ForwardManyToOneDescriptor`.
        return type(
            'RelatedObjectDoesNotExist',
            (self.related.related_model.DoesNotExist, AttributeError), {
                '__module__': self.related.model.__module__,
                '__qualname__': '%s.%s.RelatedObjectDoesNotExist' % (
                    self.related.model.__qualname__,
                    self.related.name,
                )
            },
        )

    def is_cached(self, instance):
        return self.related.is_cached(instance)

    def get_queryset(self, **hints):
        return self.related.related_model._base_manager.db_manager(hints=hints).all()

    def get_prefetch_queryset(self, instances, queryset=None):
        if queryset is None:
            queryset = self.get_queryset()
        queryset._add_hints(instance=instances[0])

        rel_obj_attr = self.related.field.get_local_related_value
        instance_attr = self.related.field.get_foreign_related_value
        instances_dict = {instance_attr(inst): inst for inst in instances}
        query = {'%s__in' % self.related.field.name: instances}
        queryset = queryset.filter(**query)

        # Since we're going to assign directly in the cache,
        # we must manage the reverse relation cache manually.
        for rel_obj in queryset:
            instance = instances_dict[rel_obj_attr(rel_obj)]
            self.related.field.set_cached_value(rel_obj, instance)
        return queryset, rel_obj_attr, instance_attr, True, self.related.get_cache_name(), False

    def __get__(self, instance, cls=None):
        """
        Get the related instance through the reverse relation.

        With the example above, when getting ``place.restaurant``:

        - ``self`` is the descriptor managing the ``restaurant`` attribute
        - ``instance`` is the ``place`` instance
        - ``cls`` is the ``Place`` class (unused)

        Keep in mind that ``Restaurant`` holds the foreign key to ``Place``.
        """
        if instance is None:
            return self

        # The related instance is loaded from the database and then cached
        # by the field on the model instance state. It can also be pre-cached
        # by the forward accessor (ForwardManyToOneDescriptor).
        try:
            rel_obj = self.related.get_cached_value(instance)
        except KeyError:
            related_pk = instance.pk
            if related_pk is None:
                rel_obj = None
            else:
                filter_args = self.related.field.get_forward_related_filter(instance)
                try:
                    rel_obj = self.get_queryset(instance=instance).get(**filter_args)
                except self.related.related_model.DoesNotExist:
                    rel_obj = None
                else:
                    # Set the forward accessor cache on the related object to
                    # the current instance to avoid an extra SQL query if it's
                    # accessed later on.
                    self.related.field.set_cached_value(rel_obj, instance)
            self.related.set_cached_value(instance, rel_obj)

        if rel_obj is None:
            raise self.RelatedObjectDoesNotExist(
                "%s has no %s." % (
                    instance.__class__.__name__,
                    self.related.get_accessor_name()
                )
            )
        else:
            return rel_obj

    def __set__(self, instance, value):
        """
        Set the related instance through the reverse relation.

        With the example above, when setting ``place.restaurant = restaurant``:

        - ``self`` is the descriptor managing the ``restaurant`` attribute
        - ``instance`` is the ``place`` instance
        - ``value`` is the ``restaurant`` instance on the right of the equal sign

        Keep in mind that ``Restaurant`` holds the foreign key to ``Place``.
        """
        # The similarity of the code below to the code in
        # ForwardManyToOneDescriptor is annoying, but there's a bunch
        # of small differences that would make a common base class convoluted.

        if value is None:
            # Update the cached related instance (if any) & clear the cache.
            # Following the example above, this would be the cached
            # ``restaurant`` instance (if any).
            rel_obj = self.related.get_cached_value(instance, default=None)
            if rel_obj is not None:
                # Remove the ``restaurant`` instance from the ``place``
                # instance cache.
                self.related.delete_cached_value(instance)
                # Set the ``place`` field on the ``restaurant``
                # instance to None.
                setattr(rel_obj, self.related.field.name, None)
        elif not isinstance(value, self.related.related_model):
            # An object must be an instance of the related class.
            raise ValueError(
                'Cannot assign "%r": "%s.%s" must be a "%s" instance.' % (
                    value,
                    instance._meta.object_name,
                    self.related.get_accessor_name(),
                    self.related.related_model._meta.object_name,
                )
            )
        else:
            if instance._state.db is None:
                instance._state.db = router.db_for_write(instance.__class__, instance=value)
            if value._state.db is None:
                value._state.db = router.db_for_write(value.__class__, instance=instance)
            if not router.allow_relation(value, instance):
                raise ValueError('Cannot assign "%r": the current database router prevents this relation.' % value)

            related_pk = tuple(getattr(instance, field.attname) for field in self.related.field.foreign_related_fields)
            # Set the value of the related field to the value of the related object's related field
            for index, field in enumerate(self.related.field.local_related_fields):
                setattr(value, field.attname, related_pk[index])

            # Set the related instance cache used by __get__ to avoid an SQL query
            # when accessing the attribute we just set.
            self.related.set_cached_value(instance, value)

            # Set the forward accessor cache on the related object to the current
            # instance to avoid an extra SQL query if it's accessed later on.
            self.related.field.set_cached_value(value, instance)

    def __reduce__(self):
        # Same purpose as ForwardManyToOneDescriptor.__reduce__().
        return getattr, (self.related.model, self.related.name)


class ReverseManyToOneDescriptor:
    """
    Accessor to the related objects manager on the reverse side of a
    many-to-one relation.

    In the example::

        class Child(Model):
            parent = ForeignKey(Parent, related_name='children')

    ``Parent.children`` is a ``ReverseManyToOneDescriptor`` instance.

    Most of the implementation is delegated to a dynamically defined manager
    class built by ``create_forward_many_to_many_manager()`` defined below.
    """

    def __init__(self, rel):
        self.rel = rel
        self.field = rel.field

    @cached_property
    def related_manager_cls(self):
        related_model = self.rel.related_model

        return create_reverse_many_to_one_manager(
            related_model._default_manager.__class__,
            self.rel,
        )

    def __get__(self, instance, cls=None):
        """
        Get the related objects through the reverse relation.

        With the example above, when getting ``parent.children``:

        - ``self`` is the descriptor managing the ``children`` attribute
        - ``instance`` is the ``parent`` instance
        - ``cls`` is the ``Parent`` class (unused)
        """
        if instance is None:
            return self

        return self.related_manager_cls(instance)

    def _get_set_deprecation_msg_params(self):
        return (
            'reverse side of a related set',
            self.rel.get_accessor_name(),
        )

    def __set__(self, instance, value):
        raise TypeError(
            'Direct assignment to the %s is prohibited. Use %s.set() instead.'
            % self._get_set_deprecation_msg_params(),
        )


def create_reverse_many_to_one_manager(superclass, rel):
    """
    Create a manager for the reverse side of a many-to-one relation.

    This manager subclasses another manager, generally the default manager of
    the related model, and adds behaviors specific to many-to-one relations.
    """

    class RelatedManager(superclass):
        def __init__(self, instance):
            super().__init__()

            self.instance = instance
            self.model = rel.related_model
            self.field = rel.field

            self.core_filters = {self.field.name: instance}

        def __call__(self, *, manager):
            manager = getattr(self.model, manager)
            manager_class = create_reverse_many_to_one_manager(manager.__class__, rel)
            return manager_class(self.instance)
        do_not_call_in_templates = True

        def _apply_rel_filters(self, queryset):
            """
            Filter the queryset for the instance this manager is bound to.
            """
            db = self._db or router.db_for_read(self.model, instance=self.instance)
            empty_strings_as_null = connections[db].features.interprets_empty_strings_as_nulls
            queryset._add_hints(instance=self.instance)
            if self._db:
                queryset = queryset.using(self._db)
            queryset = queryset.filter(**self.core_filters)
            for field in self.field.foreign_related_fields:
                val = getattr(self.instance, field.attname)
                if val is None or (val == '' and empty_strings_as_null):
                    return queryset.none()
            if self.field.many_to_one:
                # Guard against field-like objects such as GenericRelation
                # that abuse create_reverse_many_to_one_manager() with reverse
                # one-to-many relationships instead and break known related
                # objects assignment.
                try:
                    target_field = self.field.target_field
                except FieldError:
                    # The relationship has multiple target fields. Use a tuple
                    # for related object id.
                    rel_obj_id = tuple([
                        getattr(self.instance, target_field.attname)
                        for target_field in self.field.get_path_info()[-1].target_fields
                    ])
                else:
                    rel_obj_id = getattr(self.instance, target_field.attname)
                queryset._known_related_objects = {self.field: {rel_obj_id: self.instance}}
            return queryset

        def _remove_prefetched_objects(self):
            try:
                self.instance._prefetched_objects_cache.pop(self.field.remote_field.get_cache_name())
            except (AttributeError, KeyError):
                pass  # nothing to clear from cache

        def get_queryset(self):
            try:
                return self.instance._prefetched_objects_cache[self.field.remote_field.get_cache_name()]
            except (AttributeError, KeyError):
                queryset = super().get_queryset()
                return self._apply_rel_filters(queryset)

        def get_prefetch_queryset(self, instances, queryset=None):
            if queryset is None:
                queryset = super().get_queryset()

            queryset._add_hints(instance=instances[0])
            queryset = queryset.using(queryset._db or self._db)

            rel_obj_attr = self.field.get_local_related_value
            instance_attr = self.field.get_foreign_related_value
            instances_dict = {instance_attr(inst): inst for inst in instances}
            query = {'%s__in' % self.field.name: instances}
            queryset = queryset.filter(**query)

            # Since we just bypassed this class' get_queryset(), we must manage
            # the reverse relation manually.
            for rel_obj in queryset:
                instance = instances_dict[rel_obj_attr(rel_obj)]
                setattr(rel_obj, self.field.name, instance)
            cache_name = self.field.remote_field.get_cache_name()
            return queryset, rel_obj_attr, instance_attr, False, cache_name, False

        def add(self, *objs, bulk=True):
            self._remove_prefetched_objects()
            objs = list(objs)
            db = router.db_for_write(self.model, instance=self.instance)

            def check_and_update_obj(obj):
                if not isinstance(obj, self.model):
                    raise TypeError("'%s' instance expected, got %r" % (
                        self.model._meta.object_name, obj,
                    ))
                setattr(obj, self.field.name, self.instance)

            if bulk:
                pks = []
                for obj in objs:
                    check_and_update_obj(obj)
                    if obj._state.adding or obj._state.db != db:
                        raise ValueError(
                            "%r instance isn't saved. Use bulk=False or save "
                            "the object first." % obj
                        )
                    pks.append(obj.pk)
                self.model._base_manager.using(db).filter(pk__in=pks).update(**{
                    self.field.name: self.instance,
                })
            else:
                with transaction.atomic(using=db, savepoint=False):
                    for obj in objs:
                        check_and_update_obj(obj)
                        obj.save()
        add.alters_data = True

        def create(self, **kwargs):
            kwargs[self.field.name] = self.instance
            db = router.db_for_write(self.model, instance=self.instance)
            return super(RelatedManager, self.db_manager(db)).create(**kwargs)
        create.alters_data = True

        def get_or_create(self, **kwargs):
            kwargs[self.field.name] = self.instance
            db = router.db_for_write(self.model, instance=self.instance)
            return super(RelatedManager, self.db_manager(db)).get_or_create(**kwargs)
        get_or_create.alters_data = True

        def update_or_create(self, **kwargs):
            kwargs[self.field.name] = self.instance
            db = router.db_for_write(self.model, instance=self.instance)
            return super(RelatedManager, self.db_manager(db)).update_or_create(**kwargs)
        update_or_create.alters_data = True

        # remove() and clear() are only provided if the ForeignKey can have a value of null.
        if rel.field.null:
            def remove(self, *objs, bulk=True):
                if not objs:
                    return
                val = self.field.get_foreign_related_value(self.instance)
                old_ids = set()
                for obj in objs:
                    # Is obj actually part of this descriptor set?
                    if self.field.get_local_related_value(obj) == val:
                        old_ids.add(obj.pk)
                    else:
                        raise self.field.remote_field.model.DoesNotExist(
                            "%r is not related to %r." % (obj, self.instance)
                        )
                self._clear(self.filter(pk__in=old_ids), bulk)
            remove.alters_data = True

            def clear(self, *, bulk=True):
                self._clear(self, bulk)
            clear.alters_data = True

            def _clear(self, queryset, bulk):
                self._remove_prefetched_objects()
                db = router.db_for_write(self.model, instance=self.instance)
                queryset = queryset.using(db)
                if bulk:
                    # `QuerySet.update()` is intrinsically atomic.
                    queryset.update(**{self.field.name: None})
                else:
                    with transaction.atomic(using=db, savepoint=False):
                        for obj in queryset:
                            setattr(obj, self.field.name, None)
                            obj.save(update_fields=[self.field.name])
            _clear.alters_data = True

        def set(self, objs, *, bulk=True, clear=False):
            # Force evaluation of `objs` in case it's a queryset whose value
            # could be affected by `manager.clear()`. Refs #19816.
            objs = tuple(objs)

            if self.field.null:
                db = router.db_for_write(self.model, instance=self.instance)
                with transaction.atomic(using=db, savepoint=False):
                    if clear:
                        self.clear(bulk=bulk)
                        self.add(*objs, bulk=bulk)
                    else:
                        old_objs = set(self.using(db).all())
                        new_objs = []
                        for obj in objs:
                            if obj in old_objs:
                                old_objs.remove(obj)
                            else:
                                new_objs.append(obj)

                        self.remove(*old_objs, bulk=bulk)
                        self.add(*new_objs, bulk=bulk)
            else:
                self.add(*objs, bulk=bulk)
        set.alters_data = True

    return RelatedManager


class ManyToManyDescriptor(ReverseManyToOneDescriptor):
    """
    Accessor to the related objects manager on the forward and reverse sides of
    a many-to-many relation.

    In the example::

        class Pizza(Model):
            toppings = ManyToManyField(Topping, related_name='pizzas')

    ``Pizza.toppings`` and ``Topping.pizzas`` are ``ManyToManyDescriptor``
    instances.

    Most of the implementation is delegated to a dynamically defined manager
    class built by ``create_forward_many_to_many_manager()`` defined below.
    """

    def __init__(self, rel, reverse=False):
        super().__init__(rel)

        self.reverse = reverse

    @property
    def through(self):
        # through is provided so that you have easy access to the through
        # model (Book.authors.through) for inlines, etc. This is done as
        # a property to ensure that the fully resolved value is returned.
        return self.rel.through

    @cached_property
    def related_manager_cls(self):
        related_model = self.rel.related_model if self.reverse else self.rel.model

        return create_forward_many_to_many_manager(
            related_model._default_manager.__class__,
            self.rel,
            reverse=self.reverse,
        )

    def _get_set_deprecation_msg_params(self):
        return (
            '%s side of a many-to-many set' % ('reverse' if self.reverse else 'forward'),
            self.rel.get_accessor_name() if self.reverse else self.field.name,
        )


def create_forward_many_to_many_manager(superclass, rel, reverse):
    """
    Create a manager for the either side of a many-to-many relation.

    This manager subclasses another manager, generally the default manager of
    the related model, and adds behaviors specific to many-to-many relations.
    """

    class ManyRelatedManager(superclass):
        def __init__(self, instance=None):
            super().__init__()

            self.instance = instance

            if not reverse:
                self.model = rel.model
                self.query_field_name = rel.field.related_query_name()
                self.prefetch_cache_name = rel.field.name
                self.source_field_name = rel.field.m2m_field_name()
                self.target_field_name = rel.field.m2m_reverse_field_name()
                self.symmetrical = rel.symmetrical
            else:
                self.model = rel.related_model
                self.query_field_name = rel.field.name
                self.prefetch_cache_name = rel.field.related_query_name()
                self.source_field_name = rel.field.m2m_reverse_field_name()
                self.target_field_name = rel.field.m2m_field_name()
                self.symmetrical = False

            self.through = rel.through
            self.reverse = reverse

            self.source_field = self.through._meta.get_field(self.source_field_name)
            self.target_field = self.through._meta.get_field(self.target_field_name)

            self.core_filters = {}
            self.pk_field_names = {}
            for lh_field, rh_field in self.source_field.related_fields:
                core_filter_key = '%s__%s' % (self.query_field_name, rh_field.name)
                self.core_filters[core_filter_key] = getattr(instance, rh_field.attname)
                self.pk_field_names[lh_field.name] = rh_field.name

            self.related_val = self.source_field.get_foreign_related_value(instance)
            if None in self.related_val:
                raise ValueError('"%r" needs to have a value for field "%s" before '
                                 'this many-to-many relationship can be used.' %
                                 (instance, self.pk_field_names[self.source_field_name]))
            # Even if this relation is not to pk, we require still pk value.
            # The wish is that the instance has been already saved to DB,
            # although having a pk value isn't a guarantee of that.
            if instance.pk is None:
                raise ValueError("%r instance needs to have a primary key value before "
                                 "a many-to-many relationship can be used." %
                                 instance.__class__.__name__)

        def __call__(self, *, manager):
            manager = getattr(self.model, manager)
            manager_class = create_forward_many_to_many_manager(manager.__class__, rel, reverse)
            return manager_class(instance=self.instance)
        do_not_call_in_templates = True

        def _build_remove_filters(self, removed_vals):
            filters = Q(**{self.source_field_name: self.related_val})
            # No need to add a subquery condition if removed_vals is a QuerySet without
            # filters.
            removed_vals_filters = (not isinstance(removed_vals, QuerySet) or
                                    removed_vals._has_filters())
            if removed_vals_filters:
                filters &= Q(**{'%s__in' % self.target_field_name: removed_vals})
            if self.symmetrical:
                symmetrical_filters = Q(**{self.target_field_name: self.related_val})
                if removed_vals_filters:
                    symmetrical_filters &= Q(
                        **{'%s__in' % self.source_field_name: removed_vals})
                filters |= symmetrical_filters
            return filters

        def _apply_rel_filters(self, queryset):
            """
            Filter the queryset for the instance this manager is bound to.
            """
            queryset._add_hints(instance=self.instance)
            if self._db:
                queryset = queryset.using(self._db)
            return queryset._next_is_sticky().filter(**self.core_filters)

        def _remove_prefetched_objects(self):
            try:
                self.instance._prefetched_objects_cache.pop(self.prefetch_cache_name)
            except (AttributeError, KeyError):
                pass  # nothing to clear from cache

        def get_queryset(self):
            try:
                return self.instance._prefetched_objects_cache[self.prefetch_cache_name]
            except (AttributeError, KeyError):
                queryset = super().get_queryset()
                return self._apply_rel_filters(queryset)

        def get_prefetch_queryset(self, instances, queryset=None):
            if queryset is None:
                queryset = super().get_queryset()

            queryset._add_hints(instance=instances[0])
            queryset = queryset.using(queryset._db or self._db)

            query = {'%s__in' % self.query_field_name: instances}
            queryset = queryset._next_is_sticky().filter(**query)

            # M2M: need to annotate the query in order to get the primary model
            # that the secondary model was actually related to. We know that
            # there will already be a join on the join table, so we can just add
            # the select.

            # For non-autocreated 'through' models, can't assume we are
            # dealing with PK values.
            fk = self.through._meta.get_field(self.source_field_name)
            join_table = fk.model._meta.db_table
            connection = connections[queryset.db]
            qn = connection.ops.quote_name
            queryset = queryset.extra(select={
                '_prefetch_related_val_%s' % f.attname:
                '%s.%s' % (qn(join_table), qn(f.column)) for f in fk.local_related_fields})
            return (
                queryset,
                lambda result: tuple(
                    getattr(result, '_prefetch_related_val_%s' % f.attname)
                    for f in fk.local_related_fields
                ),
                lambda inst: tuple(
                    f.get_db_prep_value(getattr(inst, f.attname), connection)
                    for f in fk.foreign_related_fields
                ),
                False,
                self.prefetch_cache_name,
                False,
            )

        def add(self, *objs, through_defaults=None):
            self._remove_prefetched_objects()
            db = router.db_for_write(self.through, instance=self.instance)
            with transaction.atomic(using=db, savepoint=False):
                self._add_items(
                    self.source_field_name, self.target_field_name, *objs,
                    through_defaults=through_defaults,
                )
                # If this is a symmetrical m2m relation to self, add the mirror
                # entry in the m2m table.
                if self.symmetrical:
                    self._add_items(
                        self.target_field_name,
                        self.source_field_name,
                        *objs,
                        through_defaults=through_defaults,
                    )
        add.alters_data = True

        def remove(self, *objs):
            self._remove_prefetched_objects()
            self._remove_items(self.source_field_name, self.target_field_name, *objs)
        remove.alters_data = True

        def clear(self):
            db = router.db_for_write(self.through, instance=self.instance)
            with transaction.atomic(using=db, savepoint=False):
                signals.m2m_changed.send(
                    sender=self.through, action="pre_clear",
                    instance=self.instance, reverse=self.reverse,
                    model=self.model, pk_set=None, using=db,
                )
                self._remove_prefetched_objects()
                filters = self._build_remove_filters(super().get_queryset().using(db))
                self.through._default_manager.using(db).filter(filters).delete()

                signals.m2m_changed.send(
                    sender=self.through, action="post_clear",
                    instance=self.instance, reverse=self.reverse,
                    model=self.model, pk_set=None, using=db,
                )
        clear.alters_data = True

        def set(self, objs, *, clear=False, through_defaults=None):
            # Force evaluation of `objs` in case it's a queryset whose value
            # could be affected by `manager.clear()`. Refs #19816.
            objs = tuple(objs)

            db = router.db_for_write(self.through, instance=self.instance)
            with transaction.atomic(using=db, savepoint=False):
                if clear:
                    self.clear()
                    self.add(*objs, through_defaults=through_defaults)
                else:
                    old_ids = set(self.using(db).values_list(self.target_field.target_field.attname, flat=True))

                    new_objs = []
                    for obj in objs:
                        fk_val = (
                            self.target_field.get_foreign_related_value(obj)[0]
                            if isinstance(obj, self.model) else obj
                        )
                        if fk_val in old_ids:
                            old_ids.remove(fk_val)
                        else:
                            new_objs.append(obj)

                    self.remove(*old_ids)
                    self.add(*new_objs, through_defaults=through_defaults)
        set.alters_data = True

        def create(self, *, through_defaults=None, **kwargs):
            db = router.db_for_write(self.instance.__class__, instance=self.instance)
            new_obj = super(ManyRelatedManager, self.db_manager(db)).create(**kwargs)
            self.add(new_obj, through_defaults=through_defaults)
            return new_obj
        create.alters_data = True

        def get_or_create(self, *, through_defaults=None, **kwargs):
            db = router.db_for_write(self.instance.__class__, instance=self.instance)
            obj, created = super(ManyRelatedManager, self.db_manager(db)).get_or_create(**kwargs)
            # We only need to add() if created because if we got an object back
            # from get() then the relationship already exists.
            if created:
                self.add(obj, through_defaults=through_defaults)
            return obj, created
        get_or_create.alters_data = True

        def update_or_create(self, *, through_defaults=None, **kwargs):
            db = router.db_for_write(self.instance.__class__, instance=self.instance)
            obj, created = super(ManyRelatedManager, self.db_manager(db)).update_or_create(**kwargs)
            # We only need to add() if created because if we got an object back
            # from get() then the relationship already exists.
            if created:
                self.add(obj, through_defaults=through_defaults)
            return obj, created
        update_or_create.alters_data = True

        def _get_target_ids(self, target_field_name, objs):
            """
            Return the set of ids of `objs` that the target field references.
            """
            from django.db.models import Model
            target_ids = set()
            target_field = self.through._meta.get_field(target_field_name)
            for obj in objs:
                if isinstance(obj, self.model):
                    if not router.allow_relation(obj, self.instance):
                        raise ValueError(
                            'Cannot add "%r": instance is on database "%s", '
                            'value is on database "%s"' %
                            (obj, self.instance._state.db, obj._state.db)
                        )
                    target_id = target_field.get_foreign_related_value(obj)[0]
                    if target_id is None:
                        raise ValueError(
                            'Cannot add "%r": the value for field "%s" is None' %
                            (obj, target_field_name)
                        )
                    target_ids.add(target_id)
                elif isinstance(obj, Model):
                    raise TypeError(
                        "'%s' instance expected, got %r" %
                        (self.model._meta.object_name, obj)
                    )
                else:
                    target_ids.add(obj)
            return target_ids

        def _get_missing_target_ids(self, source_field_name, target_field_name, db, target_ids):
            """
            Return the subset of ids of `objs` that aren't already assigned to
            this relationship.
            """
            vals = self.through._default_manager.using(db).values_list(
                target_field_name, flat=True
            ).filter(**{
                source_field_name: self.related_val[0],
                '%s__in' % target_field_name: target_ids,
            })
            return target_ids.difference(vals)

        def _get_add_plan(self, db, source_field_name):
            """
            Return a boolean triple of the way the add should be performed.

            The first element is whether or not bulk_create(ignore_conflicts)
            can be used, the second whether or not signals must be sent, and
            the third element is whether or not the immediate bulk insertion
            with conflicts ignored can be performed.
            """
            # Conflicts can be ignored when the intermediary model is
            # auto-created as the only possible collision is on the
            # (source_id, target_id) tuple. The same assertion doesn't hold for
            # user-defined intermediary models as they could have other fields
            # causing conflicts which must be surfaced.
            can_ignore_conflicts = (
                connections[db].features.supports_ignore_conflicts and
                self.through._meta.auto_created is not False
            )
            # Don't send the signal when inserting duplicate data row
            # for symmetrical reverse entries.
            must_send_signals = (self.reverse or source_field_name == self.source_field_name) and (
                signals.m2m_changed.has_listeners(self.through)
            )
            # Fast addition through bulk insertion can only be performed
            # if no m2m_changed listeners are connected for self.through
            # as they require the added set of ids to be provided via
            # pk_set.
            return can_ignore_conflicts, must_send_signals, (can_ignore_conflicts and not must_send_signals)

        def _add_items(self, source_field_name, target_field_name, *objs, through_defaults=None):
            # source_field_name: the PK fieldname in join table for the source object
            # target_field_name: the PK fieldname in join table for the target object
            # *objs - objects to add. Either object instances, or primary keys of object instances.
            through_defaults = through_defaults or {}

            # If there aren't any objects, there is nothing to do.
            if objs:
                target_ids = self._get_target_ids(target_field_name, objs)
                db = router.db_for_write(self.through, instance=self.instance)
                can_ignore_conflicts, must_send_signals, can_fast_add = self._get_add_plan(db, source_field_name)
                if can_fast_add:
                    self.through._default_manager.using(db).bulk_create([
                        self.through(**{
                            '%s_id' % source_field_name: self.related_val[0],
                            '%s_id' % target_field_name: target_id,
                        })
                        for target_id in target_ids
                    ], ignore_conflicts=True)
                    return

                missing_target_ids = self._get_missing_target_ids(
                    source_field_name, target_field_name, db, target_ids
                )
                with transaction.atomic(using=db, savepoint=False):
                    if must_send_signals:
                        signals.m2m_changed.send(
                            sender=self.through, action='pre_add',
                            instance=self.instance, reverse=self.reverse,
                            model=self.model, pk_set=missing_target_ids, using=db,
                        )

                    # Add the ones that aren't there already.
                    self.through._default_manager.using(db).bulk_create([
                        self.through(**through_defaults, **{
                            '%s_id' % source_field_name: self.related_val[0],
                            '%s_id' % target_field_name: target_id,
                        })
                        for target_id in missing_target_ids
                    ], ignore_conflicts=can_ignore_conflicts)

                    if must_send_signals:
                        signals.m2m_changed.send(
                            sender=self.through, action='post_add',
                            instance=self.instance, reverse=self.reverse,
                            model=self.model, pk_set=missing_target_ids, using=db,
                        )

        def _remove_items(self, source_field_name, target_field_name, *objs):
            # source_field_name: the PK colname in join table for the source object
            # target_field_name: the PK colname in join table for the target object
            # *objs - objects to remove. Either object instances, or primary
            # keys of object instances.
            if not objs:
                return

            # Check that all the objects are of the right type
            old_ids = set()
            for obj in objs:
                if isinstance(obj, self.model):
                    fk_val = self.target_field.get_foreign_related_value(obj)[0]
                    old_ids.add(fk_val)
                else:
                    old_ids.add(obj)

            db = router.db_for_write(self.through, instance=self.instance)
            with transaction.atomic(using=db, savepoint=False):
                # Send a signal to the other end if need be.
                signals.m2m_changed.send(
                    sender=self.through, action="pre_remove",
                    instance=self.instance, reverse=self.reverse,
                    model=self.model, pk_set=old_ids, using=db,
                )
                target_model_qs = super().get_queryset()
                if target_model_qs._has_filters():
                    old_vals = target_model_qs.using(db).filter(**{
                        '%s__in' % self.target_field.target_field.attname: old_ids})
                else:
                    old_vals = old_ids
                filters = self._build_remove_filters(old_vals)
                self.through._default_manager.using(db).filter(filters).delete()

                signals.m2m_changed.send(
                    sender=self.through, action="post_remove",
                    instance=self.instance, reverse=self.reverse,
                    model=self.model, pk_set=old_ids, using=db,
                )

    return ManyRelatedManager




          

      

      

    

  

    
      
          
            
  Source code for fleetingform.authentication

import logging
from django.conf import settings
from django.core.exceptions import ObjectDoesNotExist, ValidationError

from rest_framework import authentication
from rest_framework import exceptions

from fleetingform.models import FleetingNamespace

logger = logging.getLogger(__name__)

[docs]class FleetingAuthentication(authentication.BaseAuthentication):
    """ReST Framework Authentication handler for Namespace Token."""

[docs]    def authenticate(self, request):
        """Authenticate a request, returns the user and namespace."""
        token = request.META.get(settings.FLEETING_TOKEN_HEADER)
        if not token:
            return None

        try:
            namespace = FleetingNamespace.objects.get(token=token)
            user = namespace.user
        except ObjectDoesNotExist:
            logger.warn(f"namespace or user do not exist for token {token}")
            raise exceptions.AuthenticationFailed('Authentication failed.')
        except ValidationError:
            logger.warn(f"token malformed ({token})")
            raise exceptions.AuthenticationFailed('Authentication failed.')

        return (user, token)






          

      

      

    

  

    
      
          
            
  Source code for fleetingform.errors

[docs]class FleetingDeletionError(Exception):
    """Raised when you try to delete an object that cannot be deleted.

    :param klass: object class
    :type klass: str
    :param pk: object primary key
    :type pk: object
    """

    def __init__(self, klass, pk, *args, **kwargs):
        super().__init__(*args, **kwargs)
        self.klass = klass
        self.pk = pk

    def __str__(self):
        return "Object {}({}) cannot be deleted.".format(self.klass, self.pk)


[docs]class FleetingOTPRetriesExceeded(Exception):
    """Raised when the max number of OTP resends is exceeded.

    :param user: the user for which the retries were exceeded.
    :type user: :class:`fleetingform.models.FleetingUser`
    """

    def __init__(self, user, *args, **kwargs):
        super().__init__(*args, **kwargs)
        self.user = user

    def __str__(self):
        return "Maximum OTP retries exceeded for {} on {}.".format(
                    self.user, self.user.auth.form.code)


[docs]class FleetingFormGenerationError(Exception):
    """Raised when for generation fails."""
    pass


[docs]class FleetingAuthOTPError(Exception):
    """Raised when creating, saving, or sending a one time passcode fails.

    :param user: User the OTP was being generated for.
    :type user: :class:`fleetingform.models.FleetingUser`
    :param auth_type: Authentication type of the form.
    :type auth_type: str from FleetingAuth.AUTH_TYPES
    """

    def __init__(self, user, auth_type, *args, **kwargs):
        super().__init__(*args, **kwargs)
        self.user = user
        self.auth_type = auth_type

    def __str__(self):
        return "Failed to generate or send one time code to {}.".format(
                    self.user)


[docs]class FleetingFormCompleteError(Exception):
    """Raised when an attempt is made to save a form that is already complete.

    :param code: The form's one time code.
    :type code: str
    """

    def __init__(self, code, *args, **kwargs):
        super().__init__(*args, **kwargs)
        self.code = code

    def __str__(self):
        return "Form {} is already complete.".format(self.code)



[docs]class FleetingValidationError(Exception):
    """Raised while validating requests.

    Using a message map in place of handwritten Exception messages provides a
    more consistent user experience when creating forms.

    :param field: the field with the value that failed validation.
    :type field: str
    :param code: the code of the form.
    :type code: str
    """
    code_to_message = {
            "object-over-length": ("object has too many keys, maximum keys "
                                   "{max_length}."),
            "field-over-length": ("name is too long, maximum length "
                                  "{max_length}."),
            "value-over-length": ("value is too long, maximum length "
                                  "{max_length}."),
            "list-under-length": ("list must contain at least {min_length} "
                                  "items."),
            "list-over-length": ("list is too long, maximum length "
                                 "{max_length}."),
            "mutually-exclusive": "is mutually exclusive with {_with}.",
            "required-fields": "one or more of {fields} are missing.",
            "incorrect-type": "must be of type {type}.",
            "invalid-field": "{fields} not supported here.",
            "value-format": "must be formatted as {format}.",
            "empty-value": "cannot be empty.",
            "value-range": "must be between {min} and {max}.",
            }

    def __init__(self, field, code, *args, **kwargs):
        # super().__init__(*args, **kwargs)
        self.field = field
        self.code = code
        self.kwargs = kwargs

    def __str__(self):
        if self.code in self.code_to_message:
            return self.code_to_message[self.code].format(field=self.field,
                                                          **self.kwargs)
        return " ".join([self.field, self.code])






          

      

      

    

  

    
      
          
            
  Source code for fleetingform.forms

import logging

from django import forms
from django.contrib.auth.forms import UsernameField

logger = logging.getLogger(__name__)

[docs]class FleetingAuthenticationForm(forms.Form):
    """Base authentication form that sets the field labels and help text.

    This abstract base class looks after the customization of the stock
    authentication form (auto-generated) with the configuration in a
    Fleeting Form's authentication configuration.

    :param fform: FleetingForm the authentication page is for.
    :type fform: FleetingForm
    """
    def __init__(self, fform, *args, **kwargs):
        super().__init__(*args, **kwargs)
        self.fform = fform
        if 'password' in self.fields:
            password_field = fform.auth.form_controls.filter(name='password').first()
            if password_field:
                self.fields['password'].label = password_field.label
                self.fields['password'].help_text = password_field.help_text
        if 'username' in self.fields:
            username_field = fform.auth.form_controls.filter(name='username').first()
            if username_field:
                self.fields['username'].label = username_field.label
                self.fields['username'].help_text = username_field.help_text


[docs]class UserAuthenticationForm(FleetingAuthenticationForm):
    """Authenticate based on username only.

    :param fform: FleetingForm the authentication page is for.
    :type fform: FleetingForm
    """
    username = UsernameField(widget=forms.TextInput(attrs={'autofocus': True}))

    def __init__(self, fform, *args, **kwargs):
        super().__init__(fform, *args, **kwargs)

[docs]    def clean(self):
        username = self.cleaned_data.get('username')
        if not self.fform.auth.verify_username(username=username):
            raise forms.ValidationError(
                    "The user {} cannot complete this form.".format(
                        username),
                    code='invalid_username',
                    params={'username': username})
        return self.cleaned_data



[docs]class PasswordAuthenticationForm(FleetingAuthenticationForm):
    """Authenticate based on password only.

    This form may be used either for static password or otp auth
    types.

    :param fform: FleetingForm the authentication page is for.
    :type fform: FleetingForm
    """
    password = forms.CharField(
        strip=False,
        widget=forms.PasswordInput(attrs={'autocomplete': 'current-password'}),
    )

    def __init__(self, fform, username='', *args, **kwargs):
        logger.debug("New password auth for form {}".format(username))
        super().__init__(fform, *args, **kwargs)
        self.username = username

[docs]    def clean(self):
        password = self.cleaned_data.get('password')
        if not self.fform.auth.authenticate(username=self.username,
                                            password=password):
            raise forms.ValidationError(
                    "This form requires a valid password.",
                    code='invalid_login',
                    params={'password': 'invalid', })

        return self.cleaned_data



[docs]class UserPasswordAuthenticationForm(FleetingAuthenticationForm):
    """Authenticate based on username and password.

    This form may be used either for static username and password or
    user and otp auth types.

    :param fform: FleetingForm the authentication page is for.
    :type fform: FleetingForm
    """

    username = UsernameField(widget=forms.TextInput(attrs={'autofocus': True}))
    password = forms.CharField(
        strip=False,
        widget=forms.PasswordInput(attrs={'autocomplete': 'current-password'}),
    )

    def __init__(self, fform, *args, **kwargs):
        super().__init__(fform, *args, **kwargs)

[docs]    def clean(self):
        username = self.cleaned_data.get('username')
        password = self.cleaned_data.get('password')

        if not self.fform.auth.authenticate(username, password):
            raise forms.ValidationError(
                    "This form requires a valid username and password.",
                    code='invalid_login',
                    params={'username': username, })

        return self.cleaned_data






          

      

      

    

  

    
      
          
            
  Source code for fleetingform.lib

import logging
import smtplib
from passlib.hash import (bcrypt_sha256,
                          pbkdf2_sha256,
                          pbkdf2_sha512,
                          argon2, )

from django.conf import settings
from django.core.mail import send_mail

from twilio.rest import Client as TwilioClient
from twilio.base.exceptions import TwilioRestException

logger = logging.getLogger(__name__)

[docs]def send_otp_sms(phone, otp, fform):
    """Send an SMS one time passcode.

    :param phone: phone number to send to
    :type phone: str (E.164 formatting)
    :param otp: the one time passcode to send
    :type otp: str
    :returns: True if sent, else False
    :rtype: bool
    """

    client = TwilioClient(settings.TWILIO_ACCOUNT_SID,
                          settings.TWILIO_ACCOUNT_TOKEN)
    body = "Your verification code for {} is {}.".format(
                fform.template.title[:80], otp)
    logger.debug(f"{fform.code}: sending sms otp to {phone}.")
    try:
        message = client.messages.create(body=body,
                                         from_=settings.TWILIO_FROM_PHONE,
                                         to=phone)
    except TwilioRestException as e:
        logger.error(f"{fform.code}: twilio send message failed {e}")
        return False

    if message.error_code:
        logger.error(f"{fform.code}: twilio send message failed "
                      "{message.error_code}")
        return False

    return True


[docs]def send_otp_email(email, otp, fform):
    """Send an email one time passcode.

    :param email: email to send to
    :type email: str
    :param otp: the one time passcode to send
    :type otp: str
    :returns: True if sent, else False
    :rtype: bool
    """
    subject = "Verification code for '{}'".format(
                fform.template.title[:80])
    body = "Your verification code for {} is {}.".format(
                fform.template.title[:80], otp)
    logger.debug(f"{fform.code}: sending email otp to {email}.")
    try:
        send_mail(subject, body, settings.EMAIL_FROM, [email, ], )
    except smtplib.SMTPException as e:
        logger.debug(f"{fform.code}: email send failed - {e}")
        raise

    return True


[docs]def auth_token_field(fform):
    """Session field housing the auth_token for a fform."""
    return 'fform_auth_token_{}'.format(fform.code)


[docs]def auth_username_field(fform):
    """Session field housing the verified username for a fform."""
    return 'fform_auth_user_{}'.format(fform.code)






          

      

      

    

  

    
      
          
            
  Source code for fleetingform.middleware

import logging

from fleetingform.models import FleetingNamespace

logger = logging.getLogger(__name__)

[docs]class FleetingNamespaceMiddleware():
    """Manage the FleetingNamespace in the request.

    Implements the Django Middleware pattern.  It should be in the
    middleware stack somewhere after the AuthenticationMiddleware.

    Adds the ``.namespace`` property to the request object.
    Set to None if no token in header.
    """
    def __init__(self, get_response):
        self.get_response = get_response

    def __call__(self, request):
        request.namespace = FleetingNamespace.from_request(request)
        logger.debug(f"namespace middleware identified {request.namespace}")
        return self.get_response(request)





          

      

      

    

  

    
      
          
            
  Source code for fleetingform.models

import uuid
import random
import logging
from datetime import timedelta

from django.db import models
from django.utils import timezone
from django.utils.module_loading import import_string
from django.utils.crypto import get_random_string
from django.conf import settings
from django.core.validators import (URLValidator,
                                    MaxValueValidator,
                                    MinValueValidator,
                                    RegexValidator, )
from django.core.exceptions import ObjectDoesNotExist, ValidationError

from django.contrib.postgres.fields import JSONField
from django.contrib.contenttypes.models import ContentType
from django.contrib.contenttypes.fields import (GenericForeignKey,
                                                GenericRelation)

from phonenumber_field.modelfields import PhoneNumberField

from fleetingform.errors import (FleetingFormCompleteError,
                                 FleetingAuthOTPError,
                                 FleetingOTPRetriesExceeded,
                                 FleetingDeletionError, )
from fleetingform.lib import (send_otp_sms,
                              send_otp_email)

logger = logging.getLogger(__name__)


def _next_code():
    """Get the next random one time code for a FleetingForm.

    :returns: code of length ``settings.FLEETING_CODE_LENGTH``
    """
    code = get_random_string(length=settings.FLEETING_CODE_LENGTH)
    while FleetingForm.objects.filter(code=code):
        code = get_random_string(length=settings.FLEETING_CODE_LENGTH)
    return code


[docs]class FleetingNamespace(models.Model):
    """Namespaces are a honking great idea - group forms and settings.

    Each namespace groups FleetingForms that require consistent settings
    ans styling, i.e. those supporting a single application or user.
    All forms in a namespace share the same subdomain
    (https://subdomain.fleetingforms.io/), styling, support email.

    Users access the a namespace by providing the correct token in the
    ``settings.FLEETING_TOKEN_HEADER`` HTTP header.
    """
    RE_URL_UNSAFE = r'[\[\]<>#%";/?:@&=+$,{}|.`\'^\\ \t\r\n\f]'
    CH_URL_UNSAFE = (r'< > # % " ; / ? : @ & = + $ , { } | \ ^ [ ] ` \' .')

    URL_FLEETI_NG = "fleeti.ng"
    URL_FLEETING_LINK = "fleeting.link"

    URL_SHORTENERS = (
                (URL_FLEETI_NG, URL_FLEETI_NG),
                (URL_FLEETING_LINK, URL_FLEETING_LINK),
            )

    user = models.ForeignKey(settings.AUTH_USER_MODEL,
                             on_delete=models.CASCADE,
                             related_name='namespaces')
    token = models.UUIDField(default=uuid.uuid4, )
    subdomain = models.CharField(
            max_length=64,
            unique=True,
            validators=[RegexValidator(
                    regex=RE_URL_UNSAFE,
                    message="Only URL safe characers are allowed. "
                            "Don't include whitespace or any of "
                            "'{}'.".format(CH_URL_UNSAFE),
                    inverse_match=True)])
    url_shortener = models.CharField(max_length=16,
                                     choices=URL_SHORTENERS,
                                     default=URL_FLEETI_NG)
    style = models.URLField(blank=True, null=True,
                            validators=[URLValidator(
                                            schemes=['http', 'https']
                                        )])
    logo = models.URLField(blank=True, null=True,
                           validators=[URLValidator(
                                            schemes=['http', 'https']
                                       )])
    retention = models.PositiveIntegerField(
            default=14,
            validators=[
                MaxValueValidator(settings.FLEETING_MAX_RETENTION),
                MinValueValidator(1)])
    support_email = models.EmailField()
    soft_limit = models.PositiveIntegerField(default=100)
    hard_limit = models.PositiveIntegerField(default=100)
    # webhooks = ManyToThisField(FleetingWebhook)

[docs]    @classmethod
    def from_request(cls, request):
        """Get the namespace from a Django Request object.

        :param request: the request to extract the namespace from.
        :type request: Django Request
        :returns: FleetingNamespace that matches the token or ``None``
        :rtype: FleetingNamespace or None
        """
        token = request.META.get(settings.FLEETING_TOKEN_HEADER)
        if token:
            try:
                namespace = cls.objects.get(token=token)
                return namespace
            except ObjectDoesNotExist:
                logger.warn(f"namespace doest exist for {token}")
            except (ValueError, ValidationError):
                logger.warn(f"Invalid UUID format for {token}")
        return None


    @property
    def total_forms(self):
        return self.audit_entries.count()

[docs]    def forms_since(self, date):
        return self.audit_entries.filter(created_on__gte=date)


[docs]    def total_forms_since(self, date):
        return self.forms_since(date).count()


[docs]    def forms_between(self, _from, _to):
        return self.audit_entries.filter(created_on__gte=_from,
                                         created_on__lte=_to)


[docs]    def total_forms_between(self, _from, _to):
        return self.forms_between(_from, _to).count()


    @property
    def active_forms(self):
        return self.forms.count()

    @property
    def forms_this_month(self):
        return self.total_forms_since(timezone.now().replace(
                day=1, hour=0, minute=0, second=0, microsecond=0))

    @property
    def forms_last_month(self):
        end_last_billing = (timezone.now().replace(
                            day=1, hour=23, minute=59, second=59,
                            microsecond=999999) -
                            timedelta(days=1))
        start_last_billing = (end_last_billing.replace(
                                day=1, hour=0, minute=0, second=0,
                                microsecond=0) -
                              timedelta(days=1))
        return self.total_forms_between(start_last_billing, end_last_billing)

[docs]    def save(self, *args, **kwargs):
        self.full_clean()
        return super().save(*args, **kwargs)


[docs]    def delete(self, *args, **kwargs):
        raise FleetingDeletionError(self.__class__.__name__, self.pk)


    def __str__(self):
        return "{}.{} [{}]".format(self.subdomain,
                                   settings.FLEETING_DOMAIN,
                                   self.id)



[docs]class FleetingWebhook(models.Model):
    """Webhooks for namespaces.

    Enables a user-configurable callback when a form changes state.
    """
    WEBHOOK_EVENT_CREATE = 'create'
    WEBHOOK_EVENT_COMPLETE = 'complete'
    WEBHOOK_EVENT_ERROR = 'error'
    WEBHOOK_EVENT_ACCESS = 'access'

    WEBHOOK_EVENTS = (
            (WEBHOOK_EVENT_CREATE, "Created"),
            (WEBHOOK_EVENT_COMPLETE, "Completed"),
            (WEBHOOK_EVENT_ERROR, "Error"),
            (WEBHOOK_EVENT_ACCESS, "On Access")
            )

    name = models.CharField(max_length=128, null=True, blank=True, default='')
    event = models.CharField(max_length=8,
                             choices=WEBHOOK_EVENTS,
                             default=WEBHOOK_EVENT_CREATE)
    namespace = models.ForeignKey(FleetingNamespace,
                                  on_delete=models.CASCADE,
                                  related_name="webhooks")
    url = models.URLField(
            validators=[URLValidator(
                schemes=['https'],
                message="Webhooks must have https:// urls."), ])
    token = models.CharField(max_length=256, blank=True, default='')

    def __str__(self):
        return "({}): {} - {} to {} [{}]".format(
                self.namespace, self.name, self.event, self.url, self.id)



[docs]class FleetingForm(models.Model):
    """The whole point.

    Fleeting forms provide a quick way to set up a one-off interaction
    with someone.

    Templates
    ---------

    All forms have a template, which defines how it is rendered and which
    workflow is executed when the user completes the form.

    Default FleetingForms
    ~~~~~~~~~~~~~~~~~~~~~

    Easy to use and setup, the default form comes
    with a title, space for instructions or a message to the user, and
    whichever form fields and action buttons you need.

    Create a new default form::

        {
            'template': {
                'title': 'Page Title',
                'content': 'Hi Ethel!\nSome instructions.',
                'form_controls':[...],
                'actions': ['Submit']
                }
            }
        }

    This will return a response that contains a one time code for the
    the form along with a new URL to access it.
    """
    FORM_STATUS_CREATED = 'created'
    FORM_STATUS_OPENED = 'opened'
    FORM_STATUS_COMPLETED = 'completed'
    FORM_STATUS_ERROR = 'error'

    FORM_STATUSES = (
                (FORM_STATUS_CREATED, "Created", ),
                (FORM_STATUS_OPENED, "Opened", ),
                (FORM_STATUS_COMPLETED, "Completed", ),
                (FORM_STATUS_ERROR, "Error", ),
            )

    FORM_STATUSES_COMPLETED = {FORM_STATUS_COMPLETED, FORM_STATUS_ERROR}

    code = models.CharField(default=_next_code,
                            max_length=settings.FLEETING_CODE_LENGTH,
                            editable=False)
    namespace = models.ForeignKey(FleetingNamespace,
                                  related_name="forms",
                                  on_delete=models.CASCADE,
                                  null=True, default=None)

    template = models.OneToOneField('FleetingTemplate',
                                    on_delete=models.CASCADE,
                                    null=True,
                                    related_name="form")
    auth = models.OneToOneField('FleetingAuth',
                                on_delete=models.CASCADE,
                                null=True,
                                related_name="form")
    app = JSONField(default=dict)
    status = models.CharField(max_length=max(
                                [len(s[0]) for s in FORM_STATUSES]),
                              choices=FORM_STATUSES,
                              default=FORM_STATUS_CREATED)
    result = JSONField(default=dict)
    created_on = models.DateTimeField(auto_now_add=True)
    opened_on = models.DateTimeField(null=True)
    completed_on = models.DateTimeField(null=True)
    auth_token = models.UUIDField(default=uuid.uuid4)

    def __init__(self, *args, **kwargs):
        super().__init__(*args, **kwargs)
        self.__initial_status = self.status
        if not self.id:
            self.__initial_status = None

[docs]    def save(self, *args, **kwargs):
        """Inhibit the Form from saving if it is already complete.

        :param force_status: force the save, overriding the status check.
        :type force_status: bool
        :returns: the saved instance.
        :rtype: FleetingForm
        :raises: FleetingFormCompleteError
        """
        try:
            force = kwargs.pop('force_status')
        except KeyError:
            force = False

        if not force and self.__initial_status in self.FORM_STATUSES_COMPLETED:
            raise FleetingFormCompleteError(self.code)
        super_save = super().save(*args, **kwargs)
        self.__initial_status = self.status
        return super_save


[docs]    def error(self, error_code, message, force_status=False):
        """Put the form into an error state.

        :param error_code: the error code that was triggered.
        :type error_code:  str
        :param message: a descriptive message to the user.
        :type message: str
        :param force_status: force the transition even if the form is already
                             complete?
        :type force_status: bool
        :raises: FleetingFormCompleteError
        """
        logger.error(f"{self.code}: {error_code} {message}")
        self.status = self.FORM_STATUS_ERROR
        self.completed_on = timezone.now()
        self.result['error'] = {'code': error_code, 'message': message}
        self.save(force_status=force_status)


[docs]    def complete(self, result={}):
        """Put the form into the completed state.

        :param result: the result for the FleetingForm
        :type result: JSON-serializable dict
        :raises: FleetingFormCompleteError
        """
        logger.info(f"{self.code}: marking complete")
        self.status = self.FORM_STATUS_COMPLETED
        self.result = result
        self.completed_on = timezone.now()
        self.save()


[docs]    def open(self, username=None):
        """Open the form for the first time.

        :param username: the user that opened the form.
        :type username: str
        :raises: FleetingFormCompleteError
        """
        if self.status in self.FORM_STATUSES_COMPLETED:
            return

        logger.debug(f"{self.code}: opened (by {username})")
        self.status = self.FORM_STATUS_OPENED
        if not self.opened_on:
            self.opened_on = timezone.now()
        if self.auth:
            self.auth.opened_by(username)
        self.save()


    @property
    def completed(self):
        """Is this form complete? Either the user has submitted or error.

       :returns: True if form complete or errored, else False
       :rtype: bool
        """
        return self.status in self.FORM_STATUSES_COMPLETED

    @property
    def expires_on(self):
        """When does the form expire?

       :returns: form exipiry date
       :rtype: datetime.datetime
        """
        base = self.created_on
        return base + timedelta(days=self.namespace.retention)

    @property
    def expired(self):
        """Has the form expired?

       :returns: True if expired else False
       :rtype: bool
        """
        return self.expires_on < timezone.now()

    @property
    def url(self):
        """Full length URL based on the default domain and scheme settings.

       :returns: URL to the form.
       :rtype: str
        """
        return "{scheme}{subdomain}.{host}/{code}/".format(
                    scheme=settings.FLEETING_URL_SCHEME,
                    subdomain=self.namespace.subdomain,
                    host=settings.FLEETING_DOMAIN,
                    code=self.code,)

    @property
    def short_url(self):
        """Short URL based on the namespace URL shortener and scheme settings.

       :returns: URL to the form.
       :rtype: str
        """
        return "{scheme}{host}/{code}/".format(
                    scheme=settings.FLEETING_URL_SCHEME,
                    host=self.namespace.get_url_shortener_display(),
                    code=self.code,)

    @property
    def audit_entry(self):
        try:
            entry = FleetingAuditEntry.objects.get(code=self.code)
        except ObjectDoesNotExist:
            entry = None
        return entry

    def __str__(self):
        return "{} ({}) [{}] [{}]".format(
                self.template.title if self.template else "New Fleeting Form",
                self.get_status_display(),
                self.id,
                self.code)



[docs]class FleetingTemplate(models.Model):
    """Templates control how the form is displayed and which actions are taken.

    Every form has a template.  The template defines which HTML page will
    be rendered and which actions will be taken when the user submits the
    form.

    The simplest template, 'generic', renders a title, introductory content,
    and a single form.  On submit, the contents of the form are saved in the
    results.
    """
    TEMPLATE_TYPE_GENERIC = 'generic'
    TEMPLATE_TYPE_STRIPE = 'stripe'
    TEMPLATE_TYPE_PAYPAL = 'paypal'

    TEMPLATE_TYPES = (
            (TEMPLATE_TYPE_GENERIC, 'Generic'),
            (TEMPLATE_TYPE_STRIPE, 'Stripe'),
            (TEMPLATE_TYPE_PAYPAL, 'Paypal'),
        )

    TEMPLATE_HELPERS = {
            TEMPLATE_TYPE_GENERIC:
            'fleetingform.template_helpers.generic.GenericTemplateHelper',
        }

    TEMPLATE_CONTENT_TYPE_MARKDOWN = 'md'
    TEMPLATE_CONTENT_TYPE_RESTRUCTURED = 'rst'
    TEMPLATE_CONTENT_TYPE_PLAINTEXT = 'txt'

    TEMPLATE_CONTENT_TYPES = (
            (TEMPLATE_CONTENT_TYPE_MARKDOWN, "Markdown"),
            (TEMPLATE_CONTENT_TYPE_RESTRUCTURED, "ReStructured Text"),
            (TEMPLATE_CONTENT_TYPE_PLAINTEXT, "Plain Text")
        )

    type = models.CharField(max_length=16, choices=TEMPLATE_TYPES)
    title = models.CharField(max_length=200, blank=False)
    content = models.CharField(max_length=5000, null=True,
                               blank=True, default='')
    content_type = models.CharField(max_length=3,
                                    choices=TEMPLATE_CONTENT_TYPES,
                                    default=TEMPLATE_CONTENT_TYPE_PLAINTEXT)
    params = JSONField(default=dict)
    form_controls = GenericRelation('FleetingFormControl')

    @property
    def helper(self):
        """Get the helper class name for this template.

        :returns: helper class full dotted path.
        :rtype: str
        """
        return self.TEMPLATE_HELPERS.get(self.type)

    @property
    def supported_templates(self):
        """Get the list of supported templates.

        :returns: supported template names.
        :rtype: [str, ]
        """
        return [t[0] for t in self.TEMPLATE_TYPES]

    @property
    def html_template(self):
        """Get the HTML template path for this Template

        :returns: full static HTML template path.
        :rtype: str
        """
        return "fleetingform/{}.html".format(self.type)

[docs]    def helper_class(self):
        """Get the helper class.

        :returns: class object for this template type's helper.
        :rtype: class
        :raises: ImportError if helper cannot be found.
        """
        return import_string(self.helper)


[docs]    @classmethod
    def template_helper_class_for(cls, _type):
        """Get the helper class for any supported template type.

        :returns: class object for this template type's helper.
        :rtype: class
        :raises: KeyError if the type isn't valid,
                 ImportError if helper cannot be found.
        """
        return import_string(cls.TEMPLATE_HELPERS[_type])


    def __str__(self):
        return "{} ({}) [{}]".format(self.title, self.type, self.id)



[docs]class FleetingAuth(models.Model):
    """Auth controls the authentication workflow for the form.

    Every form has authentication parameters.  Authentication parameters
    define how the authentication pages are displayed and which authentication
    workflow the user has to complete to access the form.

    The simplest form of authentication, ``none``, does not require any user
    authentication.

    The most complex form, ``user_otp_phone``, supports multiple users with
    individual one time pass codes delivered over SMS.
    """

    AUTH_DEFAULT_TITLE = "Unlock Fleeting Form"
    AUTH_DEFAULT_CONTENT = "Use your credentials to unlock the form."

    AUTH_TYPE_NONE = 'none'
    AUTH_TYPE_USER = 'user'
    AUTH_TYPE_PASS = 'pass'
    AUTH_TYPE_USER_PASS = 'user_pass'
    AUTH_TYPE_PASS_OTP_EMAIL = 'otp_email'
    AUTH_TYPE_PASS_OTP_PHONE = 'otp_phone'
    AUTH_TYPE_USER_PASS_OTP_EMAIL = 'user_otp_email'
    AUTH_TYPE_USER_PASS_OTP_PHONE = 'user_otp_phone'

    AUTH_TYPES = (
            (AUTH_TYPE_NONE, "None"),
            (AUTH_TYPE_USER, "Username"),
            (AUTH_TYPE_PASS, "Password"),
            (AUTH_TYPE_USER_PASS, "Username and Password"),
            (AUTH_TYPE_PASS_OTP_EMAIL, "One-time Passcode via Email"),
            (AUTH_TYPE_PASS_OTP_PHONE, "One-time Passcode via SMS"),
            (AUTH_TYPE_USER_PASS_OTP_EMAIL,
             "Username and One-time Passcode via Email"),
            (AUTH_TYPE_USER_PASS_OTP_PHONE,
             "Username and One-time Passcode via SMS"),
        )

    AUTH_TYPES_USERNAME = (AUTH_TYPE_USER, )
    AUTH_TYPES_PASSWORD = (AUTH_TYPE_PASS, )
    AUTH_TYPES_USERPASS = (AUTH_TYPE_USER_PASS, )
    AUTH_TYPES_USEROTP = (AUTH_TYPE_USER_PASS_OTP_EMAIL,
                          AUTH_TYPE_USER_PASS_OTP_PHONE, )
    AUTH_TYPES_EMAIL_OTP = (AUTH_TYPE_PASS_OTP_EMAIL,
                            AUTH_TYPE_USER_PASS_OTP_EMAIL)
    AUTH_TYPES_PHONE_OTP = (AUTH_TYPE_PASS_OTP_PHONE,
                            AUTH_TYPE_USER_PASS_OTP_PHONE)
    AUTH_TYPES_OTP = AUTH_TYPES_PHONE_OTP + AUTH_TYPES_EMAIL_OTP
    AUTH_TYPES_OTP_ONLY = (AUTH_TYPE_PASS_OTP_EMAIL,
                           AUTH_TYPE_PASS_OTP_PHONE, )
    AUTH_TYPES_USER = (AUTH_TYPES_USERNAME + AUTH_TYPES_USERPASS +
                       AUTH_TYPES_USEROTP)

    type = models.CharField(max_length=16,
                            choices=AUTH_TYPES,
                            default=AUTH_TYPE_NONE,)
    title = models.CharField(max_length=120, blank=True,
                             default='')
    content = models.CharField(max_length=1000, blank=True,
                               default='')
    # users = models.ManyToThisField(FleetingUser)
    action = models.CharField(max_length=30, default='Unlock')
    form_controls = GenericRelation('FleetingFormControl')

    @property
    def required(self):
        """Does this form require authentication?

        :returns: True if authentication required, else False
        :rtype: bool
        """
        return self.type != self.AUTH_TYPE_NONE

    # Type Helpers - These functions are used to get at the general
    #                auth type.
    @property
    def username_only(self):
        """Does this form require a username only.

        :returns: True if username only authentication required, else False
        :rtype: bool
        """
        return self.type in self.AUTH_TYPES_USERNAME

    @property
    def password_only(self):
        """Does this form require a password only.

        :returns: True if password only authentication required, else False
        :rtype: bool
        """
        return self.type in self.AUTH_TYPES_PASSWORD

    @property
    def username_and_password(self):
        """Does this form require a username and static password.

        :returns: True if username and static password required, else False
        :rtype: bool
        """
        return self.type in self.AUTH_TYPES_USERPASS

    @property
    def username_and_otp(self):
        """Does this form require a username and one time passcode?

        :returns: True if username and static password required, else False
        :rtype: bool
        """
        return self.type in self.AUTH_TYPES_USEROTP

    @property
    def email_otp(self):
        """Does this form use email for the one time pass?

        :returns: True if username and email one time pass required, else False
        :rtype: bool
        """
        return self.type in self.AUTH_TYPES_EMAIL_OTP

    @property
    def phone_otp(self):
        """Does this form use phone for the one time pass?

        :returns: True if username and phone one time pass required, else False
        :rtype: bool
        """
        return self.type in self.AUTH_TYPES_PHONE_OTP

    @property
    def otp(self):
        """Does this form require a one time pass?

        :returns: True if one time pass required, else False
        :rtype: bool
        """
        return self.type in self.AUTH_TYPES_OTP

    @property
    def requires_password(self):
        """Does this form require a password of some kind? OTP or Static.

        :returns: True if password required, else False
        :rtype: bool
        """
        return self.type not in (self.AUTH_TYPE_NONE, self.AUTH_TYPE_USER, )

    @property
    def requires_username(self):
        """Does this form require a username?

        :returns: True if username required, else False
        :rtype: bool
        """
        return self.type in self.AUTH_TYPES_USER

[docs]    def authenticate(self, username="", password=""):
        """Authenticate a user and password.

        Given the auth type, authenticate the given username and password.


        :param username: the username to authenticate.
        :type username: str
        :param password: the plain text password to authenticate.
        :type password: str
        :returns: True if username and password valid, else False
        :rtype: bool
        """
        if self.type == self.AUTH_TYPE_NONE:
            return True

        if not self.users.count():
            return False

        if self.username_only:
            if not username:
                return False
            return self.verify_username(username=username)

        if self.password_only:
            if not password:
                return False
            return self.verify_password(password, self.users.first().password)

        # If it isn't none, user, or pass, it must be username and password.
        if not (username and password):
            return False
        try:
            user = self.users.get(username=username)
        except ObjectDoesNotExist:
            return False

        return self.verify_password(password, user.password)


[docs]    def verify_username(self, username=""):
        """Verify that a username is valid for the form.

        Checks whether the username is present in ``users``.

        :param username: username to verify
        :type username: str
        :returns: True if user is present, else False
        :rtype: bool
        """
        return bool(self.users.filter(username=username))


[docs]    def verify_password(self, password, password_hash):
        """Verify that a plain text password matches a hash.

        Automatically identifies and instantiates the correct hasher
        and performs the hash verification.

        :param password: password to verify
        :type password: str
        :returns: True if password matches hash, else False
        :rtype: bool
        """
        try:
            _, algo, it, salt, hsh = password_hash.split("$")
        except (IndexError, ValueError) as e:
            logger.error("Bad password hash in verify_password: {}".format(
                    password_hash))
            raise ValueError("Password hash format not supported.") from e

        hasher = settings.FLEETING_HASHERS.get(algo)

        return hasher.verify(password, password_hash)


[docs]    def opened_by(self, username):
        """Set the opened_by timestamp for a user on access.

        :param username: the user that opened the form.
        :type username: str
        :returns: None
        """
        try:
            user = self.users.get(username=username)
        except ObjectDoesNotExist:
            return

        if not user.opened_on:
            user.opened_on = timezone.now()
            user.save()


    def __str__(self):
        return "{} [{}]".format(
                self.get_type_display(),
                self.id, )



[docs]class FleetingUser(models.Model):

    class Meta:
        unique_together = ('auth', 'username', )
        ordering = ('id', )

    auth = models.ForeignKey(FleetingAuth,
                             on_delete=models.CASCADE,
                             related_name='users')
    username = models.CharField(max_length=60, blank=True, default='')
    password = models.CharField(max_length=130, blank=True, default='')
    email = models.EmailField(blank=True, default='')
    phone = PhoneNumberField(blank=True, default='')
    opened_on = models.DateTimeField(null=True, default=None)
    attempts = models.PositiveIntegerField(default=0)

    @property
    def otp_contact_obscured(self):
        """The contact information used to send OTP, obscured.

        Hides the email or phone number with some x's.

        :returns: email or phone for this user with some x's
        :rtype: str
        """
        if self.auth.email_otp:
            name, domain = self.email.split("@")
            domain, tld = domain.rsplit(".", 1)
            name_hidden = int(len(name) / 2)
            name_shown = len(name) - name_hidden
            name = name[:name_shown] + ("x" * name_hidden)
            domain_hidden = int(len(domain) / 2)
            domain_shown = len(domain) - domain_hidden
            domain = ("x" * domain_hidden) + domain[domain_shown-1:]
            email = f"{name}@{domain}.{tld}"
            return email
        elif self.auth.phone_otp:
            strphone = str(self.phone)
            length = len(str(strphone))
            hide_amount = int(length / 3)
            left_amount = int((length - hide_amount) / 2)
            right_amount = length - (hide_amount + left_amount)
            x = "x" * hide_amount
            return "{}{}{}".format(
                    strphone[:left_amount], x, strphone[-right_amount:])
        return ''

[docs]    def generate_and_send_otp(self):
        """Generate and send a new one time passcode to the user.

        :raises: FleetingAuthOTPError on OTP send failure.
        """
        if self.attempts > settings.FLEETING_OTP_MAX_ATTEMPTS:
            logger.error(f"{self.auth.form.code}: otp resends exceeded for "
                         f"{self.username} [{self.attempts}]")
            raise FleetingOTPRetriesExceeded(self)

        otp = "{:06}".format(random.randint(10000, 999999))

        if self.auth.email_otp:
            send_otp_email(self.email, otp, self.auth.form)
        elif self.auth.phone_otp:
            send_otp_sms(str(self.phone), otp, self.auth.form)
        else:
            logger.error(f"{self.auth.form.code}: otp send failed for "
                         f"{self.username}")
            raise FleetingAuthOTPError(self, self.auth.type)

        self.encrypt_and_set_password(otp)
        self.attempts += 1
        self.save()


[docs]    def encrypt_and_set_password(self, plain_password):
        """Encrypt and set the user password.

        :param plain_password: the password to encrypt and set.
        :type plain_password: str
        """
        self.password = settings.FLEETING_DEFAULT_HASHER.hash(plain_password)


[docs]    def authenticate(self, plain_password):
        """Authenticate this user with plain_password.

        :param plain_password: the plain text password to authenticate
        :type plain_password: str
        :returns: True is the password matches, else False
        :rtype: bool
        """
        return self.auth.authenticate(
                username=self.username, password=plain_password)


    def __str__(self):
        return "{}".format(self.username)



[docs]class FleetingAction(models.Model):
    """A form action.

    All templates must have at least one action, which is rendered as the
    button that submits the form.
    """

    class Meta:
        unique_together = ('template', 'label', )
        ordering = ('id', )

    template = models.ForeignKey(FleetingTemplate,
                                 on_delete=models.CASCADE,
                                 related_name='actions')
    label = models.CharField(max_length=30)

    def __str__(self):
        return self.label



[docs]class FleetingFormControl(models.Model):
    """A form control."""

    class Meta:
        unique_together = ('content_type', 'object_id', 'name', )
        ordering = ('id', )

    FIELD_TYPE_TEXT = 'text'
    FIELD_TYPE_TEXTAREA = 'textarea'
    FIELD_TYPE_INTEGER = 'integer'
    FIELD_TYPE_FLOAT = 'float'
    FIELD_TYPE_DECIMAL = 'decimal'
    FIELD_TYPE_URL = 'url'
    FIELD_TYPE_EMAIL = 'email'
    FIELD_TYPE_DATE = 'date'
    FIELD_TYPE_TIME = 'time'
    FIELD_TYPE_DATETIME = 'datetime'
    FIELD_TYPE_CHOICE = 'choice'
    FIELD_TYPE_BOOLEAN = 'boolean'

    FIELD_TYPES = (
            (FIELD_TYPE_TEXT, 'Text'),
            (FIELD_TYPE_TEXTAREA, 'Text Area'),
            (FIELD_TYPE_INTEGER, 'Integer'),
            (FIELD_TYPE_FLOAT, 'Float'),
            (FIELD_TYPE_DECIMAL, 'Decimal'),
            (FIELD_TYPE_URL, 'URL'),
            (FIELD_TYPE_EMAIL, 'Email'),
            (FIELD_TYPE_DATE, 'Date'),
            (FIELD_TYPE_TIME, 'Time'),
            (FIELD_TYPE_DATETIME, 'Date and Time'),
            (FIELD_TYPE_CHOICE, 'Choice'),
            (FIELD_TYPE_BOOLEAN, 'Boolean'),
        )

    content_type = models.ForeignKey(ContentType, on_delete=models.CASCADE)
    object_id = models.PositiveIntegerField()
    form = GenericForeignKey()
    type = models.CharField(max_length=8, choices=FIELD_TYPES)
    name = models.CharField(max_length=60)
    label = models.CharField(max_length=60, blank=True, default='')
    help_text = models.CharField(max_length=120, blank=True, default='')
    initial = models.CharField(max_length=120, blank=True, default='')
    required = models.BooleanField(default=True)
    disabled = models.BooleanField(default=False)
    hidden = models.BooleanField(default=False)
    params = JSONField(default=dict)

    # validations = models.ManyToThisField(FleetingValidation)
    # choices = models.ManyToThisField(FleetingChoice)


[docs]class FleetingChoice(models.Model):
    """A choice field entry."""
    class Meta:
        unique_together = (('form_control', 'value'),
                           ('form_control', 'text'), )

    form_control = models.ForeignKey(FleetingFormControl,
                                     on_delete=models.CASCADE,
                                     related_name="choices")
    value = models.CharField(max_length=30)
    text = models.CharField(max_length=120)

    def __str__(self):
        return "{}: ({}, {})".format(
                self.form_control.name, self.value, self.text)



[docs]class FleetingValidation(models.Model):
    """A custom field validation."""
    class Meta:
        unique_together = ('type', 'form_control', )

    VALIDATION_TYPE_REGEX = 'regex'
    VALIDATION_TYPE_MIN_LENGTH = 'min-length'
    VALIDATION_TYPE_MAX_LENGTH = 'max-length'
    VALIDATION_TYPE_RANGE_LENGTH = 'range-length'
    VALIDATION_TYPE_MIN = 'min'
    VALIDATION_TYPE_MAX = 'max'
    VALIDATION_TYPE_RANGE = 'range'

    VALIDATION_TYPES = (
            (VALIDATION_TYPE_REGEX, 'Regular Expression'),
            (VALIDATION_TYPE_MIN_LENGTH, 'Minimum Length'),
            (VALIDATION_TYPE_MAX_LENGTH, 'Maximum Length'),
            (VALIDATION_TYPE_RANGE_LENGTH, 'Length Range'),
            (VALIDATION_TYPE_MIN, 'Minimum Value'),
            (VALIDATION_TYPE_MAX, 'Maximum Value'),
            (VALIDATION_TYPE_RANGE, 'Value Range'),
            )

    type = models.CharField(max_length=16, choices=VALIDATION_TYPES)
    form_control = models.ForeignKey(FleetingFormControl,
                                     on_delete=models.CASCADE,
                                     related_name='validations')
    params = JSONField(default=dict)
    message = models.CharField(max_length=128)

    def __str__(self):
        return "{} {} [{}]".format(
                self.type, self.params, self.form_control)



[docs]class FleetingAuditEntry(models.Model):
    """Fleeting Audit Entries track usage without personal details."""

    code = models.CharField(unique=True,
                            max_length=settings.FLEETING_CODE_LENGTH)
    namespace = models.ForeignKey(FleetingNamespace,
                                  related_name='audit_entries',
                                  on_delete=models.CASCADE)
    auth = models.CharField(max_length=16,
                            choices=FleetingAuth.AUTH_TYPES,
                            default=FleetingAuth.AUTH_TYPE_NONE,)
    status = models.CharField(max_length=max(
                                [len(s[0])
                                 for s in FleetingForm.FORM_STATUSES]),
                              choices=FleetingForm.FORM_STATUSES,
                              default=FleetingForm.FORM_STATUS_CREATED)
    template = models.CharField(max_length=max(
                                [len(s[0])
                                 for s in FleetingTemplate.TEMPLATE_TYPES]),
                                choices=FleetingTemplate.TEMPLATE_TYPES,
                                default=FleetingTemplate.TEMPLATE_TYPE_GENERIC)
    created_on = models.DateTimeField(null=False)
    opened_on = models.DateTimeField(null=True)
    completed_on = models.DateTimeField(null=True)

[docs]    def delete(self, *args, **kwargs):
        raise FleetingDeletionError(self.__class__.__name__, self.pk)


    def __str__(self):
        return "{} - {}".format(self.code, self.status)





          

      

      

    

  

    
      
          
            
  Source code for fleetingform.permissions

import logging

from rest_framework import permissions
from rest_framework.exceptions import Throttled

logger = logging.getLogger(__name__)


[docs]class FleetingFormTokenPermission(permissions.BasePermission):
    """Require the presence of the correct namespace token."""

    message = "A valid token and namespace are required."

[docs]    def has_permission(self, request, view):
        has_permission = hasattr(request, 'namespace') and request.namespace
        if not has_permission:
            logger.debug(f"has_permission False for {request}")
        return has_permission


[docs]    def has_object_permission(self, request, view, obj):
        if self.has_permission(request, view) and \
                request.namespace == obj.namespace:
            return True
        logger.warn("object permission rejected for {} {} != {}".format(
            obj,
            request.namespace if hasattr(request, 'namespace') else 'none',
            obj.namespace))
        return False




[docs]class FleetingNamespaceTokenPermission(permissions.BasePermission):
    """Require the presence of the correct namespace token or user token."""

    message = "A valid token is required."

[docs]    def has_permission(self, request, view):
        """Users can create new namespaces, namespace tokens cannot.
        Users and namespace tokens can both list."""
        has_permission = False
        if request.user and request.user.is_authenticated:
            has_permission = True
        else:
            if request.method == 'GET':
                has_permission = (hasattr(request, 'namespace')
                                  and request.namespace)

        if not has_permission:
            logger.debug(f"has_permission False for {request}")

        return has_permission


[docs]    def has_object_permission(self, request, view, obj):
        if hasattr(request, 'namespace') and request.namespace:
            if request.namespace == obj:  # pragma: no branch - qs
                return True
        elif request.user and request.user.is_authenticated:
            if obj in request.user.namespaces.all():  # pragma: no branch - qs
                return True
        else:  # pragma: no cover - covered by queryset filtering
            logger.warn("object permission rejected for {} {} != {}".format(
                obj,
                request.namespace if hasattr(request, 'namespace') else 'none',
                obj.namespace))
            return False




[docs]class FleetingFormHardLimitPermission(permissions.BasePermission):
    """Do not allow creates for users over their hard limit."""

    message = "Namespace hard limit exceeded."

[docs]    def has_permission(self, request, view):
        if request.method == 'POST':
            namespace = request.namespace
            if namespace.forms_this_month >= namespace.hard_limit:
                raise Throttled(detail=self.message)
        return True






          

      

      

    

  

    
      
          
            
  Source code for fleetingform.serializers

from collections import OrderedDict
from datetime import timedelta
import bleach

from django.conf import settings
from django.utils import timezone

from rest_framework import serializers
from drf_writable_nested.serializers import WritableNestedModelSerializer

if settings.TWILIO_LOOKUP_VALIDATION:  # pragma: no cover
    from twilio.rest import Client as TwilioClient
    from twilio.base.exceptions import TwilioRestException

from fleetingform.models import (FleetingForm,
                                 FleetingNamespace,
                                 FleetingWebhook,
                                 FleetingTemplate,
                                 FleetingAuth,
                                 FleetingUser,
                                 FleetingAction,
                                 FleetingFormControl,
                                 FleetingChoice,
                                 FleetingValidation)

from fleetingform.errors import FleetingValidationError
from fleetingform.template_helpers import (FleetingAppParamsValidator,
                                           FleetingAuthValidator, )
from fleetingform.lib.form_control_validators import (
        DecimalFormControlParamsValidator,
        EmptyFormControlParamsValidator, )

ALLOWED_HTML_TAGS = ('a', 'abbr', 'acronym', 'b', 'blockquote', 'code', 'em',
                     'i', 'li', 'ol', 'strong', 'ul', 'p', 'br', 'table',
                     'thead', 'tbody', 'tfoot', 'th', 'td', 'tr', )


[docs]class FleetingWebhookSerializer(serializers.ModelSerializer):
    id = serializers.ReadOnlyField()
    event = serializers.ChoiceField(choices=FleetingWebhook.WEBHOOK_EVENTS)

[docs]    class Meta:
        model = FleetingWebhook
        fields = ['id', 'namespace', 'url', 'token', 'name', 'event']




[docs]class FleetingNamespaceSerializer(serializers.ModelSerializer):
    id = serializers.ReadOnlyField()
    user = serializers.ReadOnlyField(source='user.username')
    usage = serializers.SerializerMethodField()
    token = serializers.ReadOnlyField()

[docs]    def get_usage(self, namespace):
        this_month = timezone.now()
        last_month = this_month.replace(day=1) - timedelta(days=1)
        return {this_month.strftime("%Y-%m"): namespace.forms_this_month,
                last_month.strftime("%Y-%m"): namespace.forms_last_month}


[docs]    def to_representation(self, instance):
        """Exclude token unless user is authenticated."""
        result = super().to_representation(instance)
        request = self.context.get('request')
        if request and request.user:
            if request.auth == str(instance.token):
                del result['token']
        else:
            del result['token']

        return result


[docs]    class Meta:
        model = FleetingNamespace
        fields = ['id', 'user', 'subdomain', 'url_shortener',
                  'retention', 'usage', 'support_email', 'token',
                  'soft_limit', 'hard_limit', 'logo', 'style', ]




[docs]class FleetingActionSerializer(serializers.ModelSerializer):

[docs]    class Meta:
        model = FleetingAction
        fields = ['label']




[docs]class FleetingChoiceSerializer(serializers.ModelSerializer):

[docs]    class Meta:
        model = FleetingChoice
        fields = ['value', 'text']




[docs]class FleetingValidationSerializer(serializers.ModelSerializer):
    type = serializers.ChoiceField(choices=FleetingValidation.VALIDATION_TYPES)

[docs]    class Meta:
        model = FleetingValidation
        fields = ['type', 'params', 'message']




[docs]class FleetingFormControlSerializer(WritableNestedModelSerializer):
    # id = serializers.ReadOnlyField()
    choices = FleetingChoiceSerializer(
                        read_only=False, many=True, required=False)
    validations = FleetingValidationSerializer(
                        read_only=False, many=True, required=False)

[docs]    def validate(self, data):
        """Validate that the control has a valid combination of options."""
        if data.get('type') != FleetingFormControl.FIELD_TYPE_CHOICE:
            if data.get('choices'):
                raise serializers.ValidationError({
                    data.get('name'): ("Choices can only be provided "
                                       "for 'choice' fields.")
                    })
        else:
            if not data.get('choices'):
                raise serializers.ValidationError({
                    data.get('name'): ("At least one choice must be provided "
                                       "for 'choice' fields.")
                    })

        if data.get('type') == FleetingFormControl.FIELD_TYPE_DECIMAL:
            params_validator = DecimalFormControlParamsValidator(
                    data.get('params', {}))
        else:
            params_validator = EmptyFormControlParamsValidator(
                    data.get('params', {}))
        data['params'] = params_validator.validate()

        return data


[docs]    def to_representation(self, instance):
        """Exclude empty or null keys from serialized responses."""
        result = super().to_representation(instance)
        if instance.type != "choice":
            del result['choices']

        return result


[docs]    class Meta:
        model = FleetingFormControl
        fields = ['type', 'name', 'help_text', 'label',
                  'validations', 'choices', 'required',
                  'initial', 'disabled', 'params', 'hidden', ]




[docs]class FleetingTemplateSerializer(WritableNestedModelSerializer):
    type = serializers.ChoiceField(
                           choices=FleetingTemplate.TEMPLATE_TYPES,
                           default=FleetingTemplate.TEMPLATE_TYPE_GENERIC)
    actions = FleetingActionSerializer(read_only=False, many=True)
    form_controls = FleetingFormControlSerializer(
            read_only=False, many=True, required=False)

[docs]    def validate(self, data):
        """Validate that the template has a valid combination of options."""
        # Per-template validator for optional params
        template_helper = FleetingTemplate.template_helper_class_for(
                            data['type'])
        template_helper().validate_params(data.get('params'))
        return data


[docs]    def validate_actions(self, actions):
        """Validate the template actions."""
        if not len(actions):
            raise serializers.ValidationError(
                    "At least one action is required.")


[docs]    def validate_content(self, content):
        """Bleach any inbound HTML in the form content."""
        return bleach.clean(content, tags=ALLOWED_HTML_TAGS, strip=True)


[docs]    def validate_title(self, title):
        """Bleach any inbound HTML in the form title."""
        clean_title = bleach.clean(
                title, tags=ALLOWED_HTML_TAGS, strip=True)
        if len(clean_title) > 200:
            raise serializers.ValidationError(
                    "Title must be 120/200 or fewer characters before/after "
                    "HTML cleaning. Current title length {}/{} "
                    "before/after cleaning.".format(
                        len(title), len(clean_title)))
        return clean_title


[docs]    class Meta:
        model = FleetingTemplate
        fields = ['type', 'title', 'content', 'content_type',
                  'form_controls', 'params', 'actions']




[docs]class FleetingUserSerializer(serializers.ModelSerializer):
    opened_on = serializers.ReadOnlyField()

[docs]    def validate_password(self, data):
        """Validate an inbound password.

        Passwords may only come in two formats:
        - a string prefixed with ``plain:``
        - PHC string format (https://github.com/P-H-C/phc-string-format/blob/
                             master/phc-sf-spec.md)

        Plain text passwords are immediately hashed before being stored.
        PHC strings are checked for formatting and valid hashing type.
        """
        if not data:
            return data

        if data.startswith('plain:'):
            _, password = data.split(':', 1)
            if not password or \
                    len(password) < settings.FLEETING_PASSWORD_MIN_CHARS:
                raise serializers.ValidationError(
                        "plain passwords must have at least {} "
                        "characters.".format(
                            settings.FLEETING_PASSWORD_MIN_CHARS))
            data = settings.FLEETING_DEFAULT_HASHER.hash(password)
        else:
            try:
                _, algo, it, salt, hsh = data.split("$")
            except (ValueError, IndexError):
                raise serializers.ValidationError(
                        "hash format not supported, prefix plaintext passwords"
                        " with 'plain:' or provide a password in the modulo "
                        "crypto format.")

            if algo not in settings.FLEETING_HASHERS:
                raise serializers.ValidationError(
                        "hashing algorithm not supported, select from "
                        "{}.".format(", ".join(
                            settings.FLEETING_HASHERS)))
        return data


[docs]    def validate_phone(self, data):
        """If enabled, use the twilio lookup API to validate a phone number."""
        # twilio requires prod keys to test - can just be disabled.
        if settings.TWILIO_LOOKUP_VALIDATION:  # pragma: no cover
            try:
                tc = TwilioClient(settings.TWILIO_ACCOUNT_SID,
                                  settings.TWILIO_ACCOUNT_TOKEN)
                tc.lookups.phone_numbers(data).fetch(type=['carrier'])
            except TwilioRestException:
                raise serializers.ValidationError(
                        "phone number verification failed for {}.".format(
                            data))
        return data


[docs]    def to_representation(self, instance):
        """Exclude empty or null keys and hide password hashes."""
        result = super().to_representation(instance)
        if instance.auth.requires_password:
            result['password'] = "encrypted"
        else:
            del result['password']

        return result


[docs]    class Meta:
        model = FleetingUser
        fields = ['username', 'password', 'email', 'phone',
                  'opened_on', ]




[docs]class FleetingAuthSerializer(WritableNestedModelSerializer):
    REQUIRED_FORM_CONTROLS = {'username', 'password', }
    REQUIRED_FORM_CONTROL_DEFAULTS = {
            'username': {
                    'type': 'text',
                    'name': 'username',
                    'label': 'Username',
                    'required': True,
            },
            'password': {
                    'type': 'text',
                    'name': 'password',
                    'label': 'Password',
                    'required': True,
                    'validations': [
                        {
                            'type': 'max-length',
                            'params': {'max': 32},
                            'message': 'too long.'
                        }
                     ]
            }
        }

    # id = serializers.ReadOnlyField()
    users = FleetingUserSerializer(read_only=False, many=True, required=False)
    form_controls = FleetingFormControlSerializer(read_only=False,
                                                  many=True,
                                                  required=False)
    type = serializers.ChoiceField(choices=FleetingAuth.AUTH_TYPES,
                                   default=FleetingAuth.AUTH_TYPE_NONE)

[docs]    def validate(self, data):
        """Validate correct user arguments have been passed given the type"""
        data = FleetingAuthValidator(data['type']).validate(data)
        return data


[docs]    def create(self, validated_data):
        """Overridden create to add any required form controls."""
        form_control_names = {fc['name'] for fc in validated_data.get(
                                                    'form_controls', [])}
        missing_controls = self.REQUIRED_FORM_CONTROLS - form_control_names

        auth = super().create(validated_data)

        if auth.type is not FleetingAuth.AUTH_TYPE_NONE:
            if not auth.title:
                auth.title = FleetingAuth.AUTH_DEFAULT_TITLE
            if not auth.content:
                auth.content = FleetingAuth.AUTH_DEFAULT_CONTENT
            auth.save()

            if 'user' in auth.type and 'username' in missing_controls:
                fcs = FleetingFormControlSerializer(
                        data=self.REQUIRED_FORM_CONTROL_DEFAULTS['username'])
                if fcs.is_valid(raise_exception=True):  # pragma: no branch
                    fcs.save(form=auth)
            if ('pass' in auth.type or 'otp' in auth.type) and \
                    'password' in missing_controls:
                fcs = FleetingFormControlSerializer(
                        data=self.REQUIRED_FORM_CONTROL_DEFAULTS['password'])
                if fcs.is_valid(raise_exception=True):  # pragma: no branch
                    fcs.save(form=auth)

        return auth


[docs]    def to_representation(self, instance):
        """Exclude empty or null keys from serialized responses."""
        result = super().to_representation(instance)
        return OrderedDict([(key, result[key])
                           for key in result
                           if result[key]])


[docs]    class Meta:
        model = FleetingAuth
        fields = ['type', 'title', 'content',
                  'form_controls', 'users', ]




[docs]class FleetingFormSerializer(WritableNestedModelSerializer):
    id = serializers.ReadOnlyField()
    code = serializers.ReadOnlyField()
    url = serializers.ReadOnlyField()
    short_url = serializers.ReadOnlyField()
    status = serializers.ReadOnlyField()
    created_on = serializers.ReadOnlyField()
    opened_on = serializers.ReadOnlyField()
    completed_on = serializers.ReadOnlyField()
    expires_on = serializers.ReadOnlyField()
    result = serializers.ReadOnlyField()
    template = FleetingTemplateSerializer(read_only=False, many=False)
    auth = FleetingAuthSerializer(read_only=False, many=False, required=False)

[docs]    class Meta:
        model = FleetingForm
        fields = ['id', 'code', 'template', 'app', 'auth',
                  'url', 'short_url', 'status',
                  'created_on', 'opened_on', 'completed_on',
                  'expires_on', 'result', ]


[docs]    def validate_namespace(self, val):
        """Populate the namespace from the request for new creates."""
        if not val:
            r = self.context.get('request')
            if r and hasattr(r, 'namespace'):
                return r.namespace
        return val


[docs]    def validate_app(self, val):
        """Validate that the app parameters are within bounds."""
        try:
            FleetingAppParamsValidator().validate(val)
        except FleetingValidationError as e:
            raise serializers.ValidationError({e.field: str(e)})
        return val


[docs]    def validate_auth(self, data):
        """Populate default auth type for new creates without type."""
        if not data:
            data = {'type': FleetingAuth.AUTH_TYPE_NONE}
        return data


[docs]    def create(self, validated_data):
        form = super().create(validated_data)
        if not form.auth:
            auth = FleetingAuth(type=FleetingAuth.AUTH_TYPE_NONE)
            auth.save()
            form.auth = auth
            form.save()
        return form






          

      

      

    

  

    
      
          
            
  Source code for fleetingform.views

import base64
import logging
import datetime
from decimal import Decimal

from django.core.exceptions import ObjectDoesNotExist
from django.views import View
from django.views.generic.base import RedirectView
from django.template.response import TemplateResponse
from django.shortcuts import get_object_or_404, redirect
from django.contrib import messages
from django.conf import settings

from rest_framework import generics, mixins
from rest_framework.authentication import TokenAuthentication

from fleetingform.models import FleetingForm, FleetingNamespace
from fleetingform.forms import (UserAuthenticationForm,
                                PasswordAuthenticationForm,
                                UserPasswordAuthenticationForm, )
from fleetingform.serializers import (FleetingFormSerializer,
                                      FleetingNamespaceSerializer, )
from fleetingform.authentication import FleetingAuthentication
from fleetingform.permissions import (FleetingFormTokenPermission,
                                      FleetingNamespaceTokenPermission,
                                      FleetingFormHardLimitPermission, )
from fleetingform.lib import auth_token_field, auth_username_field
from fleetingform.lib.form_generator import generate_fleeting_form_class_for
from fleetingform.errors import (FleetingFormGenerationError,
                                 FleetingOTPRetriesExceeded,
                                 FleetingAuthOTPError, )

logger = logging.getLogger(__name__)


[docs]def send_otp_and_set_messages(user, fform, request):
    try:
        user.generate_and_send_otp()
    except FleetingOTPRetriesExceeded:
        logger.error('{} OTP retries exceeded for {}'.format(
                            fform.code,
                            user.username))
        messages.error(request,
                       "Too many OTP retries for this form, "
                       "code not sent.")
    except FleetingAuthOTPError:
        messages.warning(request,
                         "Failed to send the OTP. "
                         "Please try again in a few minutes.")
    except Exception:
        messages.error(request,
                       "Error while sending OTP. "
                       "Please try again in a few minutes.")
    else:
        return True

    return False



[docs]class FleetingFormListCreateView(generics.ListCreateAPIView):
    serializer_class = FleetingFormSerializer
    authentication_classes = [FleetingAuthentication, ]
    permission_classes = [FleetingFormTokenPermission,
                          FleetingFormHardLimitPermission, ]

[docs]    def get_queryset(self):
        qs = FleetingForm.objects.none()
        if self.request.namespace:  # pragma: no branch - auth fail up stack
            qs = self.request.namespace.forms.all()
        return qs


[docs]    def perform_create(self, serializer):
        serializer.save(namespace=self.request.namespace)




[docs]class FleetingFormRetrieveDestroyView(generics.RetrieveDestroyAPIView):
    serializer_class = FleetingFormSerializer
    permission_classes = [FleetingFormTokenPermission, ]
    authentication_classes = [FleetingAuthentication, ]

[docs]    def get_queryset(self):
        qs = FleetingForm.objects.none()
        if self.request.namespace:  # pragma: no branch - auth fail up stack
            qs = self.request.namespace.forms.all()
        return qs




[docs]class FleetingNamespaceListCreateView(generics.ListCreateAPIView):
    serializer_class = FleetingNamespaceSerializer
    permission_classes = [FleetingNamespaceTokenPermission, ]
    authentication_classes = [TokenAuthentication, ]

[docs]    def get_queryset(self):
        qs = FleetingNamespace.objects.none()
        if self.request.namespace:
            qs = FleetingNamespace.objects.filter(id=self.request.namespace.id)
        elif (self.request.user and  # pragma: no branch - authd
              self.request.user.is_authenticated):
            qs = self.request.user.namespaces.all()
        return qs


[docs]    def perform_create(self, serializer):
        serializer.save(user=self.request.user)




[docs]class FleetingNamespaceRetrieveView(generics.RetrieveUpdateAPIView):  # pragma: no cover - deprecated
    serializer_class = FleetingNamespaceSerializer
    permission_classes = [FleetingNamespaceTokenPermission, ]
    authentication_classes = [FleetingAuthentication, TokenAuthentication]

[docs]    def get_queryset(self):
        qs = FleetingNamespace.objects.none()
        if self.request.namespace:
            qs = FleetingNamespace.objects.filter(id=self.request.namespace.id)
        elif (self.request.user and  # pragma: no branch - authd
              self.request.user.is_authenticated):
            qs = self.request.user.namespaces.all()
        return qs




[docs]class FleetingNamespaceRetrieveUpdateView(mixins.RetrieveModelMixin,
                                          mixins.UpdateModelMixin,
                                          generics.GenericAPIView):
    serializer_class = FleetingNamespaceSerializer
    permission_classes = [FleetingNamespaceTokenPermission, ]
    authentication_classes = [FleetingAuthentication, TokenAuthentication]

[docs]    def get_queryset(self):
        qs = FleetingNamespace.objects.none()
        if self.request.namespace:
            qs = FleetingNamespace.objects.filter(id=self.request.namespace.id)
        elif (self.request.user and  # pragma: no branch - authd
              self.request.user.is_authenticated):
            qs = self.request.user.namespaces.all()
        return qs


[docs]    def get(self, request, *args, **kwargs):
        return self.retrieve(request, *args, **kwargs)


[docs]    def put(self, request, *args, **kwargs):    # pragma: no cover - builtin
        return self.update(request, *args, **kwargs)




[docs]class FleetingFormLoginView(View):
    """Handle Fleeting Form Logins

    Overall workflow depends on the authentication type configured.

    1. Username only:
       - Display username form.
          - on match proceed
          - on fail return to
    2. Password only:
       - Display password form
          - on match proceed
          - on fail return to
    3. Username and Password:
       1. Username and password provided:
          - Display Userpass form
            - on match proceed
            - on fail return to
       1. Username and otp:
          - Display Username form
            - on match, continue
          - Display password form
            - on match, proceed
            - on cancel, back to username form
            - on fail return to

    Workflows

    USERNAME
        - sets auth_token
    PASSWORD
        - sets auth_token
    USERPASS
        - sets auth_token
    USERPASS_OTP
        - sets auth_username
        - sets auth_token
    """

    username_instructions = "Unlock this form with a username."
    userpass_instructions = "Unlock this form with a username and password."
    password_instructions = "Unlock this form with a password."
    otp_instructions = "Unlock this form with your one time code."

    def _authenticated(self, fform, request):
        """Check if this request has been authenticated for this form.

        :param fform: the form to check authentication
        :type fform: FleetingForm
        :param request: the request to check authentication
        :type request: django.http.HttpRequest
        :returns: True if previously authenticated, else False
        :rtype: bool
        """
        token = fform.auth_token
        if token:
            if str(token) == request.session.get(auth_token_field(fform)):
                return True
        return False

    def _get_current_user(self, fform, request):
        if fform.auth.requires_username:
            username = request.session.get(auth_username_field(fform))
            if username:
                return fform.auth.users.get(username=username)
        return fform.auth.users.first()

    def _get_template_vars(self, fform, request):
        """Get the authentication form template variables.

        :param fform: the form to check authentication
        :type fform: FleetingForm
        :returns: template variables
        :rtype: dict
        """
        _vars = {
                'title': fform.auth.title,
                'content': fform.auth.content,
                'action': fform.auth.action
        }
        if fform.auth.otp:
            user = self._get_current_user(fform, request)
            remaining = settings.FLEETING_OTP_MAX_ATTEMPTS + 1 - user.attempts
            otp_vars = {
                    'otp': True,
                    'remaining_codes': remaining,
                    'fform_code': fform.code,
                    'otp_destination': user.otp_contact_obscured
                    }
            _vars = {**_vars, **otp_vars}

        return _vars

    def _get_form(self, fform, request):
        """Get the right form for the current auth type and populate.

        Before entering this method be sure to verify that the auth
        type isnt none - why would you be here if it was?

        :param fform: the fleeting form
        :type fform: FleetingForm
        :param request: the request
        :type request: django.http.HttpRequest
        :returns: authentication form for current stage
        :rtype: django.forms.Form
        """
        form, instructions = None, None

        post = request.POST or None
        username = request.session.get(auth_username_field(fform), '')
        try:
            user = fform.auth.users.get(username=username)
        except ObjectDoesNotExist:
            user = None

        # If this is a two stage request, handle it.
        if fform.auth.username_and_otp:
            if user:  # The user is set in the session
                if not user.password:  # An OTP has never been sent
                    send_otp_and_set_messages(user, fform, request)
                post = post if post and 'password' in post else None
                form = PasswordAuthenticationForm(fform, user.username, post)
                instructions = self.otp_instructions
            else:
                form = UserAuthenticationForm(fform, post)
                instructions = self.username_instructions
        elif fform.auth.otp:
            user = user or fform.auth.users.first()
            if not user.password:
                send_otp_and_set_messages(user, fform, request)
            form = PasswordAuthenticationForm(fform, user.username, post)
            instructions = self.otp_instructions
        elif fform.auth.username_and_password:
            # Straight up username and password
            form = UserPasswordAuthenticationForm(fform, post)
            instructions = self.userpass_instructions
        elif fform.auth.password_only:
            # Password only.
            form = PasswordAuthenticationForm(fform, username, post)
            instructions = self.password_instructions
        elif fform.auth.username_only:
            # Username only authentication
            form = UserAuthenticationForm(fform, post)
            instructions = self.username_instructions
        else:
            logger.error("Failed to find form for {} ({}).".format(
                fform, fform.auth.type))
            raise FleetingFormGenerationError("Unknown form type.")

        return (form, instructions)

[docs]    def get(self, request, code):
        """Handle a get request for a Fleeting Form Login.

        Checks is the form requires authentication. If so, and not
        authenticated, renders login. If not, or authenticated,
        redirects to form.

        :param request: the request
        :type request: django.http.HttpRequest
        :param code: the one time code for the form extracted from the url
        :type code: str
        :returns: If auth required redender, else redirect to form
        :rtype: django.views.generic.base.RedirectView or
                django.template.response.TemplateResponse
        """
        fform = get_object_or_404(FleetingForm, code=code)

        if not fform.auth.required or self._authenticated(fform, request):
            return redirect('form-display', code=code)

        # This can raise but never should because the auth type has been
        # validated.  If it does, let it get to the user.
        form, instructions = self._get_form(fform, request)

        logger.info(f"{fform.code}: get request for /login {fform.auth.type}")

        return TemplateResponse(request,
                                'fleetingform/login.html',
                                {'form': form,
                                 **self._get_template_vars(fform, request)})


[docs]    def post(self, request, code):
        """Handle a get request for a Fleeting Form Login.

        Check if the authentication form is valid.  If so, set session
        variables and either redirect to the form or render the next
        authentication stage.

        :param request: the request
        :type request: django.http.HttpRequest
        :param code: the one time code for the form extracted from the url
        :type code: str
        :returns: If further auth required or invalid render,
                  else redirect to form
        :rtype: django.views.generic.base.RedirectView or
                django.template.response.TemplateResponse
        """
        fform = get_object_or_404(FleetingForm, code=code)
        form, instructions = self._get_form(fform, request)

        logger.info(f"{fform.code}: post request for /login {fform.auth.type}")

        if form.is_valid():
            if fform.auth.username_and_otp:
                # Stage1: Completing username field
                if form.fields.get('username'):
                    request.session[auth_username_field(fform)] = \
                            form.cleaned_data['username']
                    # Username set in the session, the password form returned.
                    form, instructions = self._get_form(fform, request)
                    return TemplateResponse(request,
                                            'fleetingform/login.html',
                                            {'form': form,
                                             **self._get_template_vars(
                                                 fform, request)})
            # Stage2: Completing the password field
            request.session[auth_token_field(fform)] = str(fform.auth_token)
            logger.debug(f"{fform.code}: login complete {fform.auth.type}")
            return redirect('form-display', code=code)

        return TemplateResponse(request,
                                'fleetingform/login.html',
                                {'form': form,
                                 **self._get_template_vars(fform, request)})




[docs]class UserFormView(View):
    """User facing forms.

    This view is responsible for rendering the forms and handling
    user input.
    """

[docs]    def decode_query_params(self, params={}):
        """Decode query params.

        Query params can be sent as base64 encoded values when prefixed with
        ``b64:``.  Decode query params into a flat dict of decoded
        ``key: value`` pairs.

        :param params: GET and/or POST querydict contents
        :type params: dict-like
        :returns: all decoded key: value pairs.
        :rtype: dict
        """
        initial_data = {}
        for key, value in params.items():
            initial_data[key] = value
            if value.startswith("b64:"):
                encoding, encoded = value.split(":", 1)
                logger.debug(f'encoding: encoded - {encoding}:{encoded}')
                try:
                    decoded = base64.urlsafe_b64decode(encoded)
                    initial_data[key] = decoded.decode('utf-8')
                    logger.debug(f'initial_data[{key}] = {decoded} {encoding}:{encoded}')
                except Exception as e:
                    logger.error(f"failed to decode '{value}': {e}.")
                    del initial_data[key]
        return initial_data


[docs]    def get(self, request, code):
        """Handle a get request for a Fleeting Form.

        Checks is the form requires authentication. If so, and not
        authenticated, redirect to login workflow. If not, or authenticated,
        render dynamically generated form.

        :param request: the request
        :type request: django.http.HttpRequest
        :param code: the one time code for the form extracted from the url
        :type code: str
        :returns: If auth required redirect, else render form
        :rtype: django.views.generic.base.RedirectView or
                django.template.response.TemplateResponse
        """
        fform = get_object_or_404(FleetingForm, code=code)

        if fform.auth and fform.auth.required:
            session_auth_token = request.session.get(
                                    auth_token_field(fform))
            if session_auth_token != str(fform.auth_token):
                return redirect('form-login', code=code)

        logger.info(f"{fform.code}: post request [{fform.template.type}]")

        try:
            initial_data = {}
            if fform.completed:
                messages.success(request, "This form has been completed.")
                initial_data = fform.result
            else:
                initial_data = self.decode_query_params(request.GET)

            form_class = generate_fleeting_form_class_for(
                                fform.template.form_controls.all(),
                                initial_data)
            form = form_class()
            template = {
                    'form': form,
                    'actions': fform.template.actions.values_list(
                        'label', flat=True),
                    'title': fform.template.title,
                    'content': fform.template.content,
                    'completed': fform.completed,
                    'result_action': fform.result.get('action', ''),
                    'namespace': fform.namespace}
            fform.open()
        except Exception as e:
            # Notify someone
            fform.error('pre-render-failed', str(e))
            raise

        return TemplateResponse(
                request, fform.template.html_template, template)


[docs]    def post(self, request, code):
        """Handle a post request for a Fleeting Form.

        Checks is the form requires authentication. If so, and not
        authenticated, redirect to login workflow. If not, or authenticated,
        create dynamically generated form and check validity.

        If valid, save and complete form.  If invalid, render form with errors.

        :param request: the request
        :type request: django.http.HttpRequest
        :param code: the one time code for the form extracted from the url
        :type code: str
        :returns: If auth required redirect, else render form.
        :rtype: django.views.generic.base.RedirectView or
                django.template.response.TemplateResponse
        """
        fform = get_object_or_404(FleetingForm, code=code)

        if fform.auth and fform.auth.required:
            if request.session.get(auth_token_field(fform)) != \
                    str(fform.auth_token):
                return redirect('form-login', code=code)

        logger.info(f"{fform.code}: post request [{fform.template.type}]")
        try:
            form_class = generate_fleeting_form_class_for(
                                fform.template.form_controls.all(),
                                self.decode_query_params(request.GET))
            logger.debug(f"{fform.code}: new POST {request.POST}")
            form = form_class(request.POST)
            if not fform.completed and form.is_valid():
                logger.debug(
                        f"{fform.code}: fform not complete and valid, saving.")
                result = form.cleaned_data
                result['action'] = request.POST.get('action', 'unknown')
                fform.complete(self._jsonify_result(result))
            else:
                logger.debug(f"{fform.code}: complete or invalid.")

            template = {
                    'form': form,
                    'actions': fform.template.actions.values_list('label',
                                                                  flat=True),
                    'title': fform.template.title,
                    'content': fform.template.content,
                    'completed': fform.completed,
                    'result_action': fform.result.get('action', ''),
                    'namespace': fform.namespace, }

            if fform.completed:
                messages.success(request, "This form has been completed.")
        except Exception as e:
            fform.error('post-failed', str(e))
            raise

        return TemplateResponse(
                request, fform.template.html_template, template)


    def _jsonify_result(self, result):
        """Because serializing dates and times isn't a standard thing..."""
        out = {}
        for key, value in result.items():
            if isinstance(value, datetime.datetime):
                out[key] = value.isoformat(timespec='seconds')
            elif isinstance(value, datetime.date):
                out[key] = value.isoformat()
            elif isinstance(value, datetime.time):
                out[key] = value.isoformat()
            elif isinstance(value, Decimal):
                out[key] = str(value)
            elif isinstance(value, dict):
                out[key] = self._jsonify_result(value)
            else:
                out[key] = value
        return out



[docs]class FleetingOTPResetRedirectView(RedirectView):
    """Reset and resend the OTP for a form.

    For two stage auth types, silently noops for sessions in which
    the username hasn't been verified yet.

    Otherwise, forces a new passcode to be generated and sent.
    """
    permanent = False
    pattern_name = 'form-login'

    def _get_user_from_session(self, fform):
        username = self.request.session.get(
                        auth_username_field(fform))
        # If there is a username in the session and it matches, resend
        if username:
            return fform.auth.users.get(username=username)

        return None

[docs]    def get_redirect_url(self, *args, **kwargs):
        """If this is an OTP secured form, and the user is set if required,
           reset and resend the otp, then redirect to the form login view."""
        fform = get_object_or_404(FleetingForm, code=kwargs['code'])

        logger.debug(f"{fform.code}: new otp requested.")
        # Does this form use some kind of OTP?
        if fform.auth.email_otp or fform.auth.phone_otp:
            # Does that OTP type require a username as well?
            if fform.auth.username_and_otp:
                user = self._get_user_from_session(fform)
                if user:  # pragma: no branch
                    send_otp_and_set_messages(user, fform, self.request)
                # Otherwise, user isn't set, noop and send the user back to
                # the begging (username form) of the auth workflow.
                else:
                    logger.warn(f"{fform.code}: resend requested but no user.")

            else:
                # No username required, resend to the lone user.
                user = fform.auth.users.first()
                send_otp_and_set_messages(user, fform, self.request)

        return super().get_redirect_url(*args, **kwargs)






          

      

      

    

  

    
      
          
            
  Source code for fleetingform.lib.form_generator

from django import forms

from fleetingform.models import FleetingFormControl
from fleetingform.widgets import (BootstrapDateTimePickerInput,
                                  BootstrapDatePickerInput,
                                  BootstrapTimePickerInput, )

[docs]def generate_fleeting_form_class_for(form_controls, query_params={}):
    """Generate a class for the given form and query parameters.

    :param form_info: a dictionary that describes a Fleeting Form.
    :type form_info: dict
    :param query_params: URL query parameters.
    :type query_params: django.http.QueryDict

    Fleeting forms are all unique. To take advantage of Django's
    form handling we need to generate a new class for each one.

    This generator accepts a form described in a dictionary, using
    the Fleeting Form shorthand.

    .. code-block:: python

        "template": {
            # Actions are rendered as buttons at the bottom of the
            # form. The name of the button clicked is stored in
            # the ``action`` key of the result.
            "actions": ["Submit", "Cancel"],

            # Controls are the elements on the page the user interacts
            # with. There can be up to 32 controls on a Fleeting Form.
            # Controls will be rendered in the order they are listed.
            "form_controls": [

                # Controls have a name, type, optional help text, label, and
                # initial value.  Any field can be required for the form to
                # be complete.
                {
                    "name": "comments",
                    "type": "textarea",
                    "label": "User Comments",
                    "required": true,
                    "initial": "What did you think?"
                },
                {
                    "name": "toes",
                    "type": "integer",
                    "label": "How many toes?",
                    "required": true,
                    "initial": 10
                },
                {
                    "name": "Pies",
                    "type": "float",
                    "label": "How many pies are left?",
                    "required": true,
                    "initial": 3.25
                },

                # Fleeting forms automatically validate user input and render
                # the correct form elements for you.  Use the correct field
                # type to get the most out of your form.
                {
                    "name": "pet_name",
                    "type": "text",
                    "label": "Pet's Name",
                    "required": false,
                    "initial": "fido",
                    "help_text": "The short version."
                    "validations": [
                        {
                            "type": "max-length",
                            "params": {"max-length": 32},
                            "message": "Names must be 32 characters or fewer."
                        }
                    ]
                },

                # Special field types are supported to provide extra
                # validation for URLs and Emails.
                {
                    "name": "website",
                    "type": "url",
                    "label": "Your Website",
                    "required": true,
                    "initial": "https://"
                },
                {
                    "name": "email",
                    "type": "email",
                    "label": "Your Email",
                    "required": true,
                    "help_text": "We will never send email without asking."
                },

                # For restricting user input, try the choices field. This
                # will render a select and keep track of what the user
                # chooses.
                {
                    "name": "breed",
                    "type": "choice",
                    "label": "Breed",
                    "required": true,
                    "choices": [
                        ["lab", "Labrador"],
                        ["shepherd", "Shepherd"],
                        ["collie", "Collier"],
                        ["burmese", "Burmese Mountain Dog"]
                    ]
                },

                # Dates and times use a special form widget so the user can
                # select from a calendar or time picker.
                {
                    "name": "incident_datetime",
                    "type": "datetime",
                    "label": "Incident Date and Time",
                    "required": true
                },
                {
                    "name": "moms_bday",
                    "type": "date",
                    "label": "Mom's Birthday",
                    "required": true
                },
                {
                    "name": "callback_time",
                    "type": "time",
                    "label": "Preferred Callback Time",
                    "required": false
                },

                # Boolean fields can be used to implement "I have read and..."
                # forms, simply set them to required.
                {
                    "name": "accept_terms",
                    "type": "boolean",
                    "label": "I have read and accept and terms.",
                    "required": true
                },
            ]
        }

    For any field that does not have an initial value in the
    Fleeting Form dictionary, if the field name is a key in
    the GET query params then the query param value will
    be used as the initial value.

    Use this to customize a form default values, by adding a
    username or other custom touch, to a form that is distributed
    to many people.
    """

    class GeneratedFleetingForm(forms.Form):

        def __init__(self, *args, **kwargs):
            super().__init__(*args, **kwargs)
            for control in form_controls:
                name = control.name
                self.fields[name] = self.get_field_for_control(control)

        def get_field_for_control(self, control):
            initial = control.initial or \
                       query_params.get(control.name, '')

            kwargs = {
                    'label': control.label or control.name.title(),
                    'initial': initial,
                    'required': control.required,
                    'help_text': control.help_text,
                    'disabled': control.disabled,
                    # 'is_hidden': control.hidden
                    }

            if control.type == FleetingFormControl.FIELD_TYPE_TEXTAREA:
                kwargs['widget'] = forms.Textarea()
                field = forms.CharField(**kwargs)
            elif control.type == FleetingFormControl.FIELD_TYPE_INTEGER:
                field = forms.IntegerField(**kwargs)
            elif control.type == FleetingFormControl.FIELD_TYPE_FLOAT:
                field = forms.FloatField(**kwargs)
            elif control.type == FleetingFormControl.FIELD_TYPE_DECIMAL:
                kwargs['max_digits'] = control.params.get('max_digits', 21)
                kwargs['decimal_places'] = control.params.get(
                                                'decimal_places', 5)
                field = forms.DecimalField(**kwargs)
            elif control.type == FleetingFormControl.FIELD_TYPE_BOOLEAN:
                field = forms.BooleanField(**kwargs)
            elif control.type == FleetingFormControl.FIELD_TYPE_TIME:
                kwargs['widget'] = BootstrapTimePickerInput()
                kwargs['input_formats'] = ['%H:%M', '%I:%M%p', '%I:%M %p']
                field = forms.TimeField(**kwargs)
            elif control.type == FleetingFormControl.FIELD_TYPE_DATE:
                kwargs['widget'] = BootstrapDatePickerInput()
                kwargs['input_formats'] = ['%d/%m/%Y', ]
                field = forms.DateField(**kwargs)
            elif control.type == FleetingFormControl.FIELD_TYPE_DATETIME:
                kwargs['widget'] = BootstrapDateTimePickerInput()
                kwargs['input_formats'] = ['%d/%m/%Y %H:%M', ]
                field = forms.DateTimeField(**kwargs)
            elif control.type == FleetingFormControl.FIELD_TYPE_URL:
                field = forms.URLField(**kwargs)
            elif control.type == FleetingFormControl.FIELD_TYPE_EMAIL:
                field = forms.EmailField(**kwargs)
            elif control.type == FleetingFormControl.FIELD_TYPE_CHOICE:
                kwargs['choices'] = control.choices.values_list(
                                                    'value', 'text')
                field = forms.ChoiceField(**kwargs)
            else:
                field = forms.CharField(**kwargs)

            if control.hidden:
                field.widget = forms.HiddenInput()

            return field

    return GeneratedFleetingForm





          

      

      

    

  

    
      
          
            
  Source code for phonenumber_field.modelfields

from django.conf import settings
from django.core import checks
from django.db import models
from django.utils.encoding import force_text
from django.utils.translation import gettext_lazy as _

from phonenumber_field import formfields
from phonenumber_field.phonenumber import PhoneNumber, to_python, validate_region
from phonenumber_field.validators import validate_international_phonenumber


class PhoneNumberDescriptor:
    """
    The descriptor for the phone number attribute on the model instance.
    Returns a PhoneNumber when accessed so you can do stuff like::

        >>> instance.phone_number.as_international

    Assigns a phone number object on assignment so you can do::

        >>> instance.phone_number = PhoneNumber(...)

    or,

        >>> instance.phone_number = '+414204242'
    """

    def __init__(self, field):
        self.field = field

    def __get__(self, instance, owner):
        if instance is None:
            return self

        # The instance dict contains whatever was originally assigned in
        # __set__.
        if self.field.name in instance.__dict__:
            value = instance.__dict__[self.field.name]
        else:
            instance.refresh_from_db(fields=[self.field.name])
            value = getattr(instance, self.field.name)
        return value

    def __set__(self, instance, value):
        instance.__dict__[self.field.name] = to_python(value, region=self.field.region)


class PhoneNumberField(models.CharField):
    attr_class = PhoneNumber
    descriptor_class = PhoneNumberDescriptor
    default_validators = [validate_international_phonenumber]

    description = _("Phone number")

    def __init__(self, *args, region=None, **kwargs):
        kwargs.setdefault("max_length", 128)
        super().__init__(*args, **kwargs)
        self._region = region

    @property
    def region(self):
        return self._region or getattr(settings, "PHONENUMBER_DEFAULT_REGION", None)

    def check(self, **kwargs):
        errors = super().check(**kwargs)
        errors.extend(self._check_region())
        return errors

    def _check_region(self):
        try:
            validate_region(self.region)
        except ValueError as e:
            return [checks.Error(force_text(e), obj=self)]
        return []

    def get_prep_value(self, value):
        """
        Perform preliminary non-db specific value checks and conversions.
        """
        if not value:
            return super().get_prep_value(value)

        if isinstance(value, PhoneNumber):
            parsed_value = value
        else:
            # Convert the string to a PhoneNumber object.
            parsed_value = to_python(value)

        if parsed_value.is_valid():
            # A valid phone number. Normalize it for storage.
            format_string = getattr(settings, "PHONENUMBER_DB_FORMAT", "E164")
            fmt = PhoneNumber.format_map[format_string]
            value = parsed_value.format_as(fmt)
        else:
            # Not a valid phone number. Store the raw string.
            value = parsed_value.raw_input

        return super().get_prep_value(value)

    def contribute_to_class(self, cls, name, *args, **kwargs):
        super().contribute_to_class(cls, name, *args, **kwargs)
        setattr(cls, self.name, self.descriptor_class(self))

    def deconstruct(self):
        name, path, args, kwargs = super().deconstruct()
        kwargs["region"] = self._region
        return name, path, args, kwargs

    def formfield(self, **kwargs):
        defaults = {
            "form_class": formfields.PhoneNumberField,
            "region": self.region,
            "error_messages": self.error_messages,
        }
        defaults.update(kwargs)
        return super().formfield(**defaults)
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